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Abstract — This paper presents an overview of the
cryptographic algorithm visualization possibilities of the
CrypTool. The AES cipher is used as an example.
Visualization tools for modern cryptographic algorithms in
CrypTool make it possible to track the content of cryptographic
transforms at every step. This makes it easier to understand
the complex algorithms in software development.

Anomauia — Ila  poboma  npedcmaenae 02140
ModHcugocmelt eizyanizauii  Kpunmoanzopummis 3a
oonomozor0 CrypTool na npuknaoi wugpy AES. 3acoou
sizyanizauii cyuacnux kpunmoanzopummis y CrypTool oaioms
Moxcnugicmey  giocniokogyeamu  3micm  Kpunmozpagiunux
nepemeopensy na Koxycrnomy kpouyi. Ile 0o3zeonae nonezuumu
po3yminna  "enympiwnvoi” cymi cknaonux anzopummie npu
PO3POOUI NPOPAMHO20 3a6e3neyeHn.
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[. Introduction

CrypTool is free and open source educational software
that illustrates cryptographic and crypto analytic concepts.
It enables better understanding of encryption / decryption
algorithms. It teaches users how to prevent network
threats and ensure the security of their data [1]. The
project started by Professor Bernhard Esslinger in 1998 to
improve the skills of the bank's employees in cyber
security and cryptography. It was developed by several
German  universities  (Darmstadt, Duisburg-Essen,
Siegen). There are five versions of the CrypTool: CT1,
CT2, JCT, CTO, and MTC3, which are used in different
aspects [1]. In particular, in the article [2] one can find a
detailed overview and comparative analysis of versions.
The program contains classical and modern encryption
techniques, including symmetric, asymmetric and hydride
cryptographic algorithms, hashing functions, digital
signatures and other features. It can demonstrate the
threats and risks that may arise from the use of
cryptographic protection, the use of crypto analysis, and
known attacks on cryptographic systems. The
implemented mathematical functionality allows to
determine whether a number is prime, to generate prime
numbers in a given range, to decompose a number into
prime factors (factorization of a number), to calculate
entropy and autocorrelation, to calculate the frequency of
a symbol or sequence of symbols in a text. It is possible to
develop custom plug-ins in CrypTool 2 (CT2) those
implement needed cryptographic algorithms or other
custom functionality [3].
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Il. Methodology

There is a brief explanation of the principle of operation
for each already implemented algorithm in the
application. The user can encrypt the entered text with the
appropriate parameters of the algorithm. The encrypted
text will be displayed after the execution of the current
workspace of the corresponding algorithm. Let us
consider the capabilities of the CrypTool 2 toolkit as an
example of an Advanced Encryption Standard (AES)
cipher. AES is a modern standard for symmetric block
ciphers and is actively used in protocols such as SSL,
SSH, Wireless LAN 802.11i, etc. When describing the
algorithm, the Galois field GF(28) is used, constructed as
an extension of the field GF(2) by the roots of some
irreducible polynomial [4].

One can use the appropriate template to open the
template in the CT2 version. It is possible to find it, for
example, by entering the "AES" in the template filter. In
particular, the AES visualization template reproduces the
step-by-step process of encrypting a 128-bit message [5].
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Fig. 1. AES Visualization
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Another AES Cipher template (input text) can be used
to encrypt arbitrary text.
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Fig. 2. AES Cipher Template (input text). Part 1.

Plain text is entered in the Plaintext component, and the
corresponding encrypted text is obtained in the Ciphertext
component after starting the template. The AES
component works with bytes, so the source text is first
converted into bytes using the Message Decoder
component. It is possible to configure the plaintext format
and encoding in this component. The resulting encrypted
text sequence is converted to hexadecimal format with the
Message Encoder component. The template can be used
for message decrypting as well.
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Fig. 3. AES Cipher Template (input text). Part 2.

The AES component has several parameters and uses a
key. Such parameters are the following:

* Cryptographic algorithm: this is the AES / Rijndael
mode

* Action: encrypt or decrypt

* Key size: the number of bits in the key: 128/192/256

« Chaining mode: how encrypted data from one block is
used in the next

« Padding mode: for example, filling blocks with zero is
smaller than the size of the AES block.

On the other hand, CrypTool contains a cryptographic
analysis of the AES algorithm, in particular AES -
Ciphertext-only analysis.

Ciphertext to analyze (in Hex):
BE D& 58 BE 1D 8154 12 BB 6C 08 1A 53 CC 28 D6 39 37 CC 4C 79 55 52 08 2D 97 53 5100 98 B7 12

Keypattern:

FD-ES-F7-23-BE-6C-3B-FF-07-C0-D3-9D-04-* % 4—#=

Chaining mode: Keysize:
Electronic Code Book (ECE)

Fig. 4. AES — Ciphertext-only analysis.

128 Bits v

For example, cryptographic decryption of some text
subject to partial key information takes one minute (Intel
Core i5 2.7 GHz 4 GB of RAM). In total, about 16.8
million possible keys are sorted. The attack uses simple
entropy: encrypted text is more chaotic than the text in
any human language [6].

1 minute

Elapsed time:
Bits to be tested: 24

2 Malue Key Tert

1 3757 FD-EB-F7-AQ-BB-6C-38-FF-07-C0-D3-90-04-60-5E-D0 My namne is Ivan. | am student

2 4226 FD-EB-F7-AQ-BB-GC-38-FF-07-CO-D3-0D-04-28-B141  gwOEx[J 8P En&Y

3 4280 FD-EB-F7-A9-BE-G6C-38-FF-07-C0-D3-80-04-28-E2-B4  ==Y'Cosda\DEWWELDUCW f35
4 4280 FD-EB-F7-AQ-EB-G6C-3B-FF-07-C0-D3-90-04-20-BA-17
5 4280 FD-EB-F7-AQ-EB-G6C-38-FF-07-C0-D3-00-04-98-0F-FE
6 4280 FD-EB-F7-AQ-BE-GC-3B-FF-07-C0-D34
7 4280 FD-EB-F7-AQ-EB-G6C-3B-FF-07-C0-D3-00-04-C5-C5-
8 4304 FD-EB-FT-A 6C-38-FF-07-C0-D3-0D-04
9 4304 FD-EB-FT-A

Remaining time:

Keys / sec: 235613

e
3157 BesesAlEseliio fioaAl=A

" ""Fig. 5. AES_ Ciphertext-only analysis.

[1l. Conclusion

CrypTool is a convenient tool for use in cryptography. It
contains both ready-to-use templates and the ability to build
new custom algorithms. Built-in tools for visualization and
animation of mathematical transforms and modern
cryptographic algorithms give an excellent representation and
facilitate the understanding of such algorithms in the
information protection and development of appropriate cyber
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security software. Our future research will be devoted to
visualization of artificial neural networks for general cyber
security related problems [7], [8] and to digital signal
processing [9] for physical layer security [10] related
problems.
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