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Anomauia - Bbnokueiin Odiamume AK npo30pa MmMexHonozisa
npoOmu  HECAHKUIOHOGAHO20  0OCHMYNYy uepe3  CUCHIEMY
coyianvnux i cmapm-konmpaxkmie. Buwi nasuanvni 3axnaou
MOJCYmMb  GUKOPUCMOBYBAMU MEXHONI02II0 O10KUeln 013
PiBHOMAHIMHOI aKademiunoi OianbHOCMI, HARPUKIAOD 01
aominicmpysanns ouaauH-Kypcie. Maitoice Kodcna cepa
GUKNIAOAHHST MA HAGUAHHA MAE€ NOMEHUIAN OmMpPUMAmMu
6uz00y 6i0 mexnonozii Blockchain. Takoarc 6noxueiin uy0oeo
eupiuye npoonemy wiaxpaicmea 6 Uinomy 3A80AKU CE0IM
30ioHocmam  —  Oeyenmpanizayii,  y32o00xcenocmi ma
30amuocmi diamu AK 2100aANbHA cucmema.

KirouoBi croBa — imeHTH(IKAIS, 3aXKCT, OJOKYCHH, CMapT-
KOHTpakTH, ocsita, NLP, Ethereum.

Introduction

Blockchain  provides the main characteristics:
autonomy, decentralization, fault-tolerance, distribution,
open, immutability and transparency [1], which led to
interest of researchers into this area;

This paper proposes the high-level overview of the
system, the plagiarism detection algorithm with
multilanguage support, the smart contract which deployed
into test EVM (Ethereum Virtual Machine). Also, this
paper shows real-world outcomes, in-detail description of
the comparing algorithm using blockchain and SimHash,
comparing to other approaches and future vision of this
initial approach.

Related Work

So, the common approach to capture the plagiarism is
to apply NLP and found similarity score between selected
documents. The Anzelmi et al [1] goes this way. There is
lots of papers which using text mining to find the
information and algorithms like cosine similarity [2] to
compare them. Researchers also used Machine Learning
algorithms with combination of text mining approach [4].
Machine Learning and particularly Neural Networks can
be applied to such areas as software defined demodulation
of weak radio signals, which proposed in [5] papers and
efficient identity document detection [7] etc. Research [8]
shows the importance of introducing new ways to
improve education, especially online engineering
education.

In this paper, the SimHash [10] algorithm is used,
because of its performance based on billion pages.

Implementation
SimHash Approach

The main advantage of this algorithm is scalability and
speed. The original paper [8] shows practically usefulness
for identifying near-duplicates in documents belonging to
large file storage (multi-billion repository).

So, based on implementation areas and attributes of
SimHash, this algorithm was chosen as engine for
plagiarism detection. In this approach, we look through
set of documents S = {D1, D2, D3, ... Dn} and find
SimHash of every entry SHd = SimHash(D). After that,
every entry hash SHd compares to all documents S one by
one by corresponding distance between them. The result
of this operation will be number between [0, 1] which can
be translated to corresponding percentage. SimHash
algorithm gives power to cluster similar documents into
groups and detect plagiarism of many entries by one
query to the database. The main disadvantage here that
algorithm cannot show the accurate places where the
cheater copies from the original paper.

Text Processing and NLP

The first step is text extracting from PDF, DOC,
DOCX, PPTX formats. In this paper, online text mining is
currently not used, so research only focused on manually
adding test documents to test Ethereum blockchain.

The preprocessing algorithm performs the following
steps: Tokenizer — Removing stop words — Stemming —
Lemmatization — Conversion to word embeddings.

Ethereum Blockchain Smart Contract

In this paper, smart contract is not complicated because
it’s only need to store simhashes of the documents and
sha256 hash on blockchain. Solidity is used and Ganache
as a local blockchain. | propose the smart contract written
in Solidity with two functions: add SimHash and sha256
hash of document and retrieve all documents.

New Unified Algorithm

In this paper | propose the unification of existing
plagiarism detection methods, i.e. simhash and
decentralized blockchain technology into one algorithm
(Figure 1). The addition of cross-language plagiarism
detection also proposed, but not fully implemented yet.
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Figure 1 — New Unified Algorithm
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Evaluating similarity with unified algorithm

In this paper, | have implemented the evaluation
similarity pseudo algorithm:

Algorithm 2 Evaluation similarity pseudo algorithm

for each added Document do

process Document

generate SimHash for processed Document
if generatedSimHash can be found on the Blockchain then
added Document totally plagiarized (S + 1)
else
calculate similarity S
end if
return 10 most common SimhHashes and their S (similarity) score in range [0,
1]
end for

Figure 2 — Pseudo algorithm

Evaluation of experimental results

The dataset [10] for evaluation proposed in this paper
consists of 143,000 news articles from 15 major
publications, but used only 10,000. I can formalize this
task, as a classification with two classes (plagiarism - 0
and not plagiarism - 1).

I have performed testing on Processor 11th Gen
Intel(R) Core(TM) i7-1185G7 @ 3.00GHz, 2995 Mhz, 4
Core(s), 8 Logical Processor(s) with 32 GB RAM and
512 GB SSD drive, OS is Windows 10. The Python
library for visualizing metric results sklearn was used.

So, the results of testing my algorithm is given below on
the Figure 3 and Figure 4

precision recall fl-score support
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Figure 3 — New algorithm metrics
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Figure 4 — ROC AUC score,

After comparing new algorithm to TF-IDF algorithm
the overall performance was better by 7%.

60

Conclusion

The proposed unified algorithm operates well on
detecting exact or partial copies of the documents; also
the performance doesn’t downgrade with scalability and
size of the documents; changing words to their synonyms
or paraphrasing can be detected too; identification of the
multi-language plagiarism performs on the basic level, to
achieve more precise solution, the complex language
analysis must be conducted.
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