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Indopmaniiina Oe3nexa K 0CHOBA HANIOHAJBHOI 0e3NeKu

L P. Boonap?

JlepxaBHa iH(poOpMaLliiHA MONITHKA € BAXIMBOK CKIIATIOBOI0 30BHIIIHBOL i BHYTPIIHBOI IMOJMITUKKA KpaiHU Ta
OXOIMoe Bcl  cepu  KUTTERLUIBHOCTI  CycHilbeTBa. bBypximBumid  po3BuTOK — iH(popMmaniiiHoi chepu
CYIPOBOIKYETHCS MOSIBOIO MTPUHIIMIIOBO HOBHX 3arpo3 iHTEpecaM O0COOMCTOCTI, CYCIUIbCTBA, ASpKaBHU Ta ii
HallloHaNBHIN Oe3meni. Y CTaTri po3rIAHYTO CKJIaAoBi ACPKaBHOI iH(GOPMAIIHHOT TMONITHKH IIOAO
3a0e3nedeHHs iHQopMariiiHOT Oe3neku KpaiHW 1 BU3HAUEHI OCHOBHI HANpSIMKU MiSJIBHOCTI OpraHiB
Jiep>kaBHOT Biagu y 1iit cepi. [IpoananizoBani BHYTPILIHI Ta 30BHIIIHI iH(OpMaNiiiHi 3arpo3n HAIlIOHAIBHIH
Oesneni YKpaiHM Ta LUBIXM TapaHTyBaHHs IH(opManiifHoi Oe3meku kpaiHu. I[Hdopmaniiina Oe3neka
PO3IVISIIAETHCS K CKIAf0Ba HAIlOHAIBHOI Oe3leku KpaiHW, a Takok fAK IIodanbHa Ipobiema 3axHucTy
iHdopmarii, iHdopMariliHoro mpocTopy, iH(GOpMaLiiHOrO CyBepeHITeTy KpaiHu Ta iH(opMariiiHoro
3a0€3MeUYeHHST MPUAHATTS YPSANOBUX pillleHb. 3alpoNOHOBaHI  MIAXOMM WIONO 3a0€3MEUeHHS MpPOLECy
Oe3nepepBHOCTI () YHKIIIOHYBAHHSI CUCTEMH iH(OpMAaIiiHOi O€3MeKH Jep)KaBH 3 METOI) MOHITOPHHTY HOBHUX
3arpo3, BU3HAYEHHS PU3UKIB Ta PIBHIB iX IHTCHCHBHOCTI.

Kmiowogi cnosa: nepiaa, MONITHKA, 0€31eKa, 3aTPO3U, PEeCypcH

Abpesiamypu:

bl — Oe3neka iHdopMmarii

Hb — HallioHaJIbHa Oe3rexa

1P — iH opMariiHui pecype
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Beryn. 3axmmaroun cBoi iHdopMmariifHi iHTepecH, KOKHa Aep)KaBa Mae I0aTH IPO CBOIO
iHpopmamiitny 6e3nexy. I{poro » BiuMarae i 3MiIHEHHS YKPaiHCBKOI AepyKaBHOCTI. 30amaHCcoBaHa
nep>kaBHa iHpOpMaIiiHa MoiTHKa YKpaiHn (OPMYETBCS K CKIAIOBa YacTHHA i COMialbHO-
€KOHOMIYHOI TIOJIITHKH, BHXOIMYM 3 IIPIOPUTETHOCTI HAIlIOHAIBHUX IHTEpECiB Ta 3arpo3
HaIiOHANBHIA Oe3meri kpaiHu. I3 mpaBoBOi TOUKM 30py BOHA IPYHTYETHCS HA 3acafax IPaBOBOi
JIEMOKpPATHIHOI Jep’KaBW 1 BIPOBAIKYETHCS MUIIXOM pPO3POOKH Ta peawi3amii BiXMOBITHMX
HaIiOHANBHUX JTOKTPHH, CTpATeTill, KOHIENIiH Ta MpoTpaM 3TiAHO i3 YMHHUM 3aKOHOIABCTBOM. B
Vkpaini Ha3pima 00’ekTMBHAa moTpeda y  JEP)KaBHO-IPaBOBOMY pETYIIOBaHHI HAayKOBO-
TEXHOJIOTYHOI Ta iH(OpPMAamiiHOI HiAIBHOCTI, MO BixmoBimama O peamisM Cyd4acHOTO CBITY Ta

Boouap Ipuna Pomaniena, KaHAUJAT €KOHOMIYHMX HayK, IOLEHT, NOLEHT Kaeapu MIKHAPOAHMX EKOHOMIYHHX
BigHOCHH JIbBIBCbKOT KOMeEPIIiiTHOT akaaemil
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PIBHIO PO3BUTKY iH(OPMAIIHHUX TEXHOJOTiH, HOpMaM MDKHapOZHOTO IIpaBa, aje BOAHOYAC
e(heKkTHBHO 3axumana O BIAacHI yKpalHChbKi HaliOHATbHI iHTepecw. BimHocwHu, TOB’s3aHi i3
3a0e3rneueHHsIM THQOpMAIlifHOT Oe3leku, sSK HaHBaXIMBIMII CHOTOMHI UIS CYCIUTHLCTBA Ta
Jiep>KaBM BUMAraloTh HaWIIIBUIIOTO 3aKOHOaBYOTO PETYITIOBAHHS.

k

ITocTtanoBka mpodsaemu. I[IpoBenmeHHs Bmanoi iH(OpMamiiHOI TONITHKA MOXE CYTTEBO
BIUIMHYTH Ha pO3B’SA3aHHSA BHYTPIIHHOMONITHYHAX, 3OBHINIHBOMONITHYHUX Ta BIiliCBKOBHX
koHQmiKTiB. [HQOpMariiina Oe3reka € OAHIEID i3 CYTTEBHX CKIAJOBUX YACTHH HaIlOHATBHOI
Oesmekn KpaiHu, ii 3a0e3medeHHs 3aBIIKH ITOCITINOBHIM peanizarmii rpaMoTHO c(hOpPMYIHOBAHOT
HaIioHaIBHOI iH(pOpMaIiiHOI cTpaTerii B 3HaYHIN Mipi crpusuto 6 3a0e3MedeHHIO TOCSITHEHHS
yCIiXy IpH BHpIOICHHI 3aBAaHb Yy MOJNITHYHIN, COIiadbHIA, eKOHOMIUHIH Ta iHImHUX cdepax
JIepKaBHOI TisTBHOCTI.

BuBuennsam pomi nepkasu y (GopMyBaHHI iH(OpPMAIIITHOTO CycHniIbCTBa 3aiiMarOThCs
taxi BueHi sk Apicrosa L. [1], ITogenmos I'. [2] Ta iH. Psax myoninuctis Cynpyr B. [3], Spoukin
B. [4] po3pobrmmm ocHOBHI mpuHIMNM 3abe3nedeHHs iH(opMmamiiiHoi Oesnexkn. B Toif ke wac,
OKpEeMOTO  TOCHI/DKCHHS  BHMAraloTb  CTPYKTYPHO-QYHKIIOHATBHI  acleKTH  IIPOIecCy
rapaHTyBaHHS iH(pOpMaIiifHOi Oe3nexH.

MeT010 NOCTIKEHHS € BUSABJICHHS Ta aHATIi3 OCHOBHHX HAIPSIMiB JIep>KaBHOI iHpopMamiiHOl
MOJITHKM 3 METOI0 3aXWCTYy HaIiOHAJIBHOTO iH(opMaIiifHoro mpocTopy Ta TapaHTyBaHHS
iHpopMmaniitHOi Ge3meKn.

PesyabraTu gocaimxenns. Y cr.17. Koncrutymii Ykpaian 3a3Ha4eHO: “3aXUCT CyBEpEHITETY
1 TepuTopianbHOI ITiTiCHOCTI YKpainu, 3a0e3neueHHs 11 eKOHOMIYHOT Ta iHdopMaIliitHoi Oe3meku €
HaBaXJMBIMMMH  (QYHKIIIMH ~ JIep>KaBH, CIPaBOI0 BCHOTO yKpaiHCbKoro Hapoxy~ [5].
Iadopmaniitny Ge3neky ciig pO3yMITH SIK CyKYIHICTH 3ac00iB 3a0e3medeHHs iH(popMamiifHOTO
cyBepeHiTeTy YkpaiHm [6], 3axucr iHpopmariifHoi cdepr Big 30BHIHIX 1 BHYTPINIHIX
iHpopmamiitanx 3arpo3. Llg Oesmeka Mae Bkmoyarn — e(EKTHBHY NPOTHIIIO CYKYHMHOCTI
iHpOpMamifHIX 3arpo3.

HeoOxinuicTs rapanTyBanHs iH(opMariifHOi 0e3neKn 3yMOBIOETHCS, MO-TIEpIne, TOTPeOoio
3a0e3MeueH s HAIllOHANBHOI Oe3rekr YKpaiHu B IIJIOMY, MO-APYre, iCHYBaHHSAM TaKHX 3arpo3
iHopmamiitHii chepi kpaiHu, SKi MOXYTh 3aBIAaBaTH 3HAYHOI IIKOIW 3aTaJIbHAM HaIliOHAJIbHIM
iHTepecam, IO-TpeTe, BpaxyBaHHAM TOTO, IO 3a JOMOMOTOI0 iH(popMmarlil MOXKHa BIUIMBATH Ha
3MiHy CBIiTOMOCTI i MOBEMIHKY JfofeH. 3aBmanss iH(opMamiifHOT Oe3MeKH - CTBOPEHHS CHCTEMHU
npotuaii iHpopMamifiHuM 3arpozam [7] Ta 3aXHCT BIACHOrO iH(OPMamifHOTO NIPOCTOPY,
iHpopmamniitHoi iHppacTpyKTypH, iHGOpMamitHNX pecypciB nepkaBu. IIpy BHHWKHEHHI KpH3,
3arocTpeHHi KOH(MIIKTIB iH(popMaliiiHa 60poTEOa MOXKe IepepocTH B iHpOpMamiliHy BiHHY, SKa
3MIMCHIOETBCT 32  JomOMOror  iHdopmariifHoi  30poi.  I[lokasHMKaMu,  BHCTYIAIOTH
[IECTIPSIMOBaHICTh, MACIITA0OHICTh Ta KOMILIEKCHICTH JTill TOIIO.

Jesxi 3acobw, sKi 3apa3 IPUHHATO BITHOCHTH 10 iH(popMariifHoi 30poi, Taki, HAIPHUKIIAM, 5K
CHeIiabHI TICHXOJIOTIYHI Omeparlii, iCHyl0OTh Ta aKTHBHO 3aCTOCOBYIOTHCS JOCHTH IaBHO, iHIII,
30KpeMa, crenn(idHi KOMIT I0TepHi 3aco00M O00poTHOM, 3’SBIIIHCS JIMINE KiJTbKa POKiB TOMY. AJje
BCi BOHM MAalOTh JEIO CIIIbHE - BOHHM 3aCHOBaHI Ha ifei OMOCepeKOBAaHOTO BIUIMBY Ha
MaTepialbHUH CBIT.



I'omoHa iHpopMariiiiHa 3arpo3a HaliOHATBHIA Oe3merli — Iie 3arpo3a BILIMBY iHIIOI CTOPOHU
Ha iHpopMaIiiHy iHOPacTPYKTYPy KpaiHu, iHdopMalliiHi pecypcu, Ha CYCHIIBCTBO, CBIJOMICTB,
MiJCBIIOMICTh OCOOMCTOCTI, 3 METOIO0 HaB’si3aTh JepkaBi OakaHy (IJIs 1HIIOT CTOPOHH) CHCTEMY
IIHHOCTEH, MMOTJIANIB, IHTEPECIB 1 PIMIEHb Y KUTTEBO BAXIMBUX cepax CYCHUTBHOI W Iep KaBHOI
ISUTBHOCTI, KepyBaTH IXHBOIO IOBEHIHKOIO 1 PO3BUTKOM Yy OakKaHOMY [UIS IHINOI CTOPOHH
HampsiMKy. BiacHe, 1ie € 3arpo30i0 CyBEpeHITETY YKpaiHH B JKHUTTEBO BKIMBUX cdepax
CYCIIIBHOI ¥ IeprkaBHOI TiSUTBHOCTI, IO PEeai3oBYeThCS Ha iHpopMaliiiiHoMy piBHI. CTpareriane
iHpopMaIliiiHe MPOTUCTOSIHHSA € CAMOCTIHHMM 1 TMPUHIIMIIOBO HOBHM BHWIOM TIPOTHUCTOSIHHS,
3MaTHUM BHUPIIIyBaTH KOHQUIKT 0e3 3aCTOCYBaHHSA 30pOHHMX CHJI Yy TPaAWI[IHHOMY PO3YMiHHI.
Jlis BUBUGHHS 3aKOHOMIPHOCTEH iH(OPMAIIHHOTO NMPOTHCTOSHHSA Ta aHAJ3y HOTO KUTBKICHHX
XapaKTEePUCTUK HEOOXimHO QopMari3yBaT SK TOHATTSA piBHA iHpoOpMamiiHOi 030pOo€HOCTI
Jep)KaBH, TaK 1 MEXaHi3M EBOJIOLIl PEeCypCHOro MOTEHIiay KOHKPETHOI JepXKaBM Ta BIUIHB
30BHINIHBOTO OTOYCHHS. B maHoMy BHIIafKy 32 OCHOBY aHaNi3y BHOpaHmil iH(pOpMamiiHuil cTaH
VYkpainu.

Sk 6a30By pO3riITHEMO MOAETh BHPIMICHHS iHPOpMAmiiiHOTO KOHQJIIKTY ABOX KpaiH, sKa
CKJlaieHa Ha OCHOBI Moneni Pidapmcona - Kacmaposa [8]. B ocHOBY Mojeni mokiaaeni HacTyImHi
rimoresu:

- y mporeci iHQOpMaIifHUX aTak KOXKHA 3 JBOX KpaiH MparHe 3a0e3MednuTH 3pOCTaHHS
e(eKTUBHOCTI cBO€T iH(pOpManiiiHoi 30poi nponopuiiiHo piBHIO iH(GOpMaLiHOCTI CynepHHKa;

- EKOHOMIYHHMII IOTeHIlial KOXHOI 3 KpaiH Hamgae/oOMeXye BIDIMB Ha TEMIT 3POCTaHHS
iHpOpMaifHIX TTOTYXHOCTEH KpaiHH;

- JIep)KaBM IHINIIOIOTH 30UTBIICHHS piBHA IH(QOpPMANiHHUX IOTYKHOCTEH, KEpYIOUHCh
BJIACHUMH IParHEHHAMH.

Bsenemo mozmagenss N, (t), N, (t) piBHIB iHMOpPMAaIIHHIX MOTYKHOCTEH KOXHOI 3 CTOpiH
KOH(IIKTY, e t - gac. Toxi mepepaxoBaHi BUIIE YMOBH i MOZETi MOXKYTh OyTH opMaizoBaHi y
BUTILII CHCTEMH JIBOX 3BHYAWHUX AH(EpeHIiabHIX PIBHIHb:

N, =M, (L, - Np)I[1 — exp(—p;(k;N; —a;N; +g1))]
N, = My(L; — Np)[1 — exp(—p,(k,Ny —a;N; + g,))], (1)
e My, M, , Ly, Ly, p1, P2, a1, @2, Ky, Ky € HO3MTHBHIME KOGdimieHTaMu, IO HE 3aIeXaTh Bi 9acy.

IMapamerpu moneni (1) 3a ananorieto T. Caari [4] BH3HaUeHI HACTYITHUM YHHOM:

k1, k, - koedimienTn peaxmii Ha iHGopMamiifHi aTakwy;

a;, a,- NOKAa3HUKY BUTPAT Ha TeHepartito indopmartiitaoi 30pof;

g,8,- KoedimieHTH mpeTeH3ii (arpecuBHOCTI), IKIIO BOHU MTO3UTHBHI, a00 KoedirieHnTH 100poi
BOJIi, SIKIIIO BOHU HETraTHBHi;

M;, M,- BapTicTh HasBHOTO iH(pOPMaiHHOTO 3a0e3NeYeHHS;

L;, L,- rpann4Hi 3HaYeHHS piBHIB iH(OPMAIIfHIX TOTYKHOCTEH;

D1, P2~ KoedilieHTH CTyneHs BaKIUBOCTI iIHPOpMaiifHIX BUTpAT.

Mogems (1) normyckae iCHYBaHHS YOTHPHOX OCOOJIMBHX pO3B’SI3KiB, IO BH3HAYAIOTH
KOOpPMHATH ITOJIOKEHb PIBHOBAIU:

a) Ny = Ni, N7 = N3 6) N} = Nj, N7 =L,
B)N; = Ly, Ny = N; NP = N3 N; =L @
ne Nji,N3- e pilmeHHs cHCTeMU JiHIHNX anreOpaidHnX piBHIHB.



Hexait ¢ynkuii u; = r?(x; —x;) i up =rJ(X, — X;) XapaKkTepusylOTh MOJITHKY KOXHOI
KpaiHu B cepi iHdopmartiifaorO IIPOTUCTOSHHS, ne 3MIiHHI
x; =N; —Nj, x,=N,—N; MaTh 3HaYeHHA BIIXWICHb BiJ pPIBHOBAXHUX pIBHIB
inpopmartiitaoi morykuocti. Tyr 19,79 - craniomapri mapamerpn ynpasiiHHA. 3 BpaxyBaHHIM
BUNIANY QYHKIIT U, U, cuctema (1) HaOyBae BUTIISNY:

% =M;(3; —x)[1 — exp(p;(a;x; — kyx))] + 10 (x; — %)
%, = My (8; — x2)[1 — exp(p2(azxz — koxq))] + 12 (x; —xy) 3)

Mo>xHa 3p00UTH Taki BUCHOBKH: KOXKHA JeprKaBa, 1[0 € YaCTHHOIO CBITOBOTO iH(opMariiifHoro
MPOCTOPY, Ma€ BUPOOUTH KOMIUTEKC 3aXOiB IS BIIACHOTO CTAJIOrO iH(OPMAIIHHOTO PO3BUTKY B
YMOBaxX XOPCTKOI KOHKYPEHIII 3 ypaxyBaHHSM UYMHHUKIB iH(popMmariiHoi Oesnexu. [nsa mporo
HEOOXiIHO:

- pO3yMiHHSI IHPOPMAIIIHHIX aTaK Ta MPOTHCTOSHHS HIM.

- CTBOPEHHS IIPOTPaMMHOT0 3a0e3MedeHHs MPOTUCTOSHHS iHpopManiifHnM aTakam;

- aHaJTIi3 MOKA3HWKIB iHGOpMAaLiitHUX 3arpo3 3 METOI0 BIOCKOHAIICHHS MEXaHI3MiB IPHIAHATTS
pIIICHB B CHCTEMaX JEP)KaBHOT'O YIIPABITiHHS,

- 3a0e31eYeHHs MaKCUMAIBHOTO 3aXMCTY Bl 30BHIIIHIX BIUIUBIB,;

- QaHAJTI3 CTaHYy 1 TEXHIYHUH ayauT BCiX 3ac001B KOMYHIKAIIii;

- KOHCOJIJamis MisIbHOCTI OpTraHiB JepkaBHOi Biamu Ta 3MI y cdepi momiTHIHOTO
iHpOPMYBaHHS CYCITUTBCTBA JUIA HEHTpaii3arlii HEraTHBHOTO IICHXOJIOTIYHOTO BIUIMBY B YMOBaX
KpH3 Ta KOH(ITIKTIB.

B Vkpaimi Bci Buam iH(MOpMAIifHUX TEXHOJOTiH, IXHROTO BHPOOHHMIITBA Ta 3aco0un
3a0e3MeUeHHs [UX TEXHOJOTIH CTaHOBIATH CIEHiaNbHy cdepy isUTBHOCTI, PO3BHTOK SKOI
BH3HAYAETHCA JEpKaBHOIO iH(poOpMamiifHOIO TONiTHKOI0 Ta HarmioHansHOI —Iporpamoro
inpopmarnzanii. Busnauenns 3aBmanp HarioransHOT mporpamu iH(opMaTH3altii, mpiopuTETHHX
HanpsIMiB pO3BHUTKY iH(popMaTH3alii, 00cATiB, Keper i MopsAAKy ix OoKeTHOTO (hiHAHCYBAHHS
mokanaeTbess Ha Kabiner MinicTpiB Ykpainu i mopidHO 3aTBepmKyeThcs BepxoBHoro Pamoro

VYkpainu.
Hamionaneny Oesneky Ykpainu B iHGOpMamidHIM cdepi i posrisgaTé sSK HTETpaTbHY
IUTICHICTh YOTHPHOX CKJIQHOBHX — NEPCOHANBHOI, MyONigHOI (CycHiibHOI), KOMepuiiHOI

(xopriopaTiBHOI) ¥ nepykaBHOI Oe3meku. Tomy B mporeci BH3HaYEHHS XapaKTepy PU3MKIB CITif
OpaTu 70 yBaru HACTYITHI €JIEMEHTH:

- KOHIeNTyaJbHE 3acamyl IONiTH4HOi Oe3mekn [9], 1i MpWHIMINB, CTaHTApTIB Ta IMPaBHII,
MTOTO/HKEHUX 13 YWHHUM 3aKOHOJIABCTBOM ¥ TIPUHIIATIAMH 3a0e3TedeHHs 0e3MepepBHOCTI CHCTEMHU
iHpOopMariiiHOi O0e3MeKn 0COOMCTOCTI, CYCITITLCTBA, KOMEPLUIHHUX (KOPIIOPATHBHUX) CTPYKTYp Ta
JIep>KaBH;

- BU3HAUYEHHs 00 €KTIB Ta I[IJIEH;

- BH3HAYCHHS NPUHHATHHUX 3 IMOTIAY 3a0e3lMedeHHs IHTEpeCiB ycix CYO’€KTIB CTPYKTYp
BCTAaHOBJICHHS KOHTPOJIFO Ham 00’e€KTaMH O€3MeKH, a TaKOK OLIHKM PHU3WUKIB Ta YHPaBIiHHS
PHU3UKAMU;

- BH3HAUYCHHS CTAaTyCHO-(pYHKIIOHANBHUX pOJIEH, OYIKyBaHb Ta MipH BIATIOBINaJIBHOCTI
3a/IiTHIX Cy0 €KTIB BKITIOUHO 31 3BITHICTIO IIPO TOJi1, SIKi HECYTh IMOTEHIIIHHi 3aTpo3H.



VYkpaiHa TakoX IPOBOJUTH aKTHBHE CIIIBPOOITHHIITBO y Tairy3i Oe3neku iHpopmarii B paMKax
nporpamu  HATO “Besneka uepe3 Hayky”’. Ll mporpamMa BHKOPUCTOBYE TaKi MeXaHi3MHU
MATPUMKH y Tary3i iHpOpMaiiHOi Oe3meKn:

- TPAaHTH Ha HAJIATO/DKEHHS Ta YKPIIUICHHS iCHYIOUHX 3B SI3KiB;

- CTBOPEHHS JIOCTIJHHUIBKIX I[EHTPIB;

- MATPUMKA IPOEKTIB JOCTIIKCHB.

IIpomec 3abe3medyeHHs  Oe3MEpEepBHOCTI TapaHTYBaHHS iH(OpMAIlITHOI Oe3nmeKu MOoXKHa
MTOJIUTATH HA IICTh OCHOBHUX CTafii (puc.l).

Po3yminHs Ge3nepepBHOTO (PyHKIIOHYBAaHHS
cucTeMn 3a0e3nedeHHs iHpopManiiHol 6e3mexn

ACpIKaBH Crparerii
Oe3repepBHOTO
(G YHKITIOHYBaHHS
CHCTEMH
3a0e3neueHHs
iHpOopMaIiiHOT
6e3nexn
JiepKaBu

YpaBniHHS MPOTPaMOI0

Bukonanns,
YTpUMaHHA Ta
ayIuT

6e3repepBHOCTI

Po30ynoBa Ta «IIprKUBICHHD» Po3pobka Ta BipoBaKEeHHS
6e3nepepBHOI KYIBTYPH [UIS BCi€l
CTPYKTYpH

Puc. 1. IIpornec 3a0e3neueHHs Oe3nepepBHOCTI (HYHKIIOHYBaHHS CHCTEMH iH(OpMaIiiHOi Oe3meKu
JiepXaBu [aBTOpChbKa po3podka]



Amnanizyroun puc. 1 6aummo, 10 BCi eTamy B3a€MOIIOB’sI3aHI B paMKax JIepKaBHOI CHCTEMHU
3a0e3neueHHs iHGopmariiiHoi Oe3nexu. JlepkaBHa TOMITHKA 3a0e3nedeHHs iH(OpMAIiiHOT
Oe3IeKn KpaiHu BH3HAYAa€ OCHOBHI HANIPSIMKH HisJIGHOCTI OpTaHIB Jep KaBHOI BIagH y will cdepi.
i nanpsmm oOyMOBIEHi 3MiCTOM HAIlIOHAJBHUX IHTEPECiB Jep)KaBH, CYCIIbCTBA Ta
ocobucrocti. Ilo cyTi e € BipHHM, OCKUIBKH 3aBJaHHSAM 3aXOXiB 3 iH(popMaIliifHOi Oe3neKku €
MiHIMI3aIlis ITKOAM dYepe3 HENOBHOTY, HECBOEYACHICTH a00 HENOCTOBIpHICTH iH(oOpMarmii 4u
HETaTUBHOTO 1H(GOPMAIIfHOTO BIUIMBY dYepe3 HACTigKK (YHKIIOHYBaHHS iH(OpMamiiHIX
TEXHOJIOTI, a TakoXX HECAaHKIIOHOBaHEe NOIMpeHHs iHpopMmamii. Came ToMy iH(opmamiiiHa
Oe3reka mependavyac HaIBHICTH MIEBHUX JEp>KaBHAX IHCTUTYTIB 1 yMOB iCHYBaHHS ii Cy0 €KTiB, 110
BCTAaHOBJICHI MDKHAPOTHIM 1 BITYU3HSIHIM 3aKOHOTABCTBOM.

PosrisiHeMo ocHOBHI CTPYKTYpHI O70KH pHC.1.

1. PosyminHs Oe3mepepBHOCTI (DYHKITIOHYBaHHS CHCTEMH 3a0e3ledeHHs iH(OopMariiHol
Oesmexn nepkasu. Ll daza moB’s13aHa 3 ieHTH(IKAMIEI0 KPUTHIHO BAKIMBUX TOYOK (00’€KTIB)
3axucTy. MeThcs TakoXk NMPO BHOKPEMIICHHS OCHOBHMX BHYTPILIHIX Ta 30BHIMIHIX 3arpo3, Mo
MOJXYTh CTaTH KPAUTHIHUMH JJISI CHCTEMH.

2. Crparerii 3a0e3medeHHs Oe3nepepBHOCTI (YHKIIOHYBaHHS CHCTEMH. B I[bOMy BHIAnKy
3aBIAaHHSI 30CEPEIKYIOThCS Ha BH3HAYCHHI Ta 10001 albTEePHATHBHIX PIllICHb MO0 BiJHOBIICHHS
CHCTEMH 3 METOI0 MiHiMi3amii 3arpo3. [lomyk pimeHs Oamancye MK COOIBapTICTIO CHCTEM
3aXHCTY Ta iIXHBOIO €PEKTUBHICTIO.

3. Po3poOka Ta BrpoBamkenHs. Ha it ¢asi 3ycrimisa 30cepemkyroThesl Ha CTPYKTYypYBaHHI Ta
nIoKyMeHTyBaHHI [Iporpamu Ge3nepepBHOCTI Jep)KaBHOTO YITPABITiHHSA.

4. Po3BUTOK KYIbTypH iH(pOpMAIIHHOI Oe3MeKn epKaBy nependadae 3a0e3edeH s Mponecy
PO3pOOKHM J1epKaBHOT IHTETPaIbHOI CHCTEMH 3aXHCTy iH(popMarii.

5. BukoHaHHS, MiATPIMKA Ta ayAWT MIPOIECY PETYIIOBAHHS Oe3MepepBHOrO () YHKITIOHYBaHHS
cucreMn iH(pOpMAIiHHOI Oe3MeKn JepKaBh 32 YMOB PISHOMAHITHAX KPH3 Ta KOHQIIIKTIB.

6. YipaBiiHHA IIporpamoro iHhopMarliifHoi Oe3NeKn AepkKaBy MIIIXOM pOo3Moninry (yHKIIH,
1o rependavae BiqIOBINANBHICTD, CTpaXyBaHHs (TapaHTil) Ta KEpyBaHHSA y KOHTEKCTI peaiizarmii
3arajlbHOTO TUTaHy Oe3NepepBHOCTI (DYHKITIOHYBaHHS CHCTEMH 3a0e3ledeHHs iHQopMarlidHoi
0e3IeKn TepKaBH.

SIKImo0 HAHOCHTBCS INKOXA B pPE3yIbTaTi HEJOCKOHANOCTI IH(GOpPMAIiHHUX BiTHOCHH,
BUKOPHCTaHHI HesKicHOi iH¢opMarii Tomo, TO [e CBIAYUTH PO 3HIDKEHHS iH(pOpMAamiiHOl
6esmexn [10]. Lle mae 3Mory po3rianaTy sIK HEBUpIIIeHi Ipo0IeMu rapanTyBaHHS iH(opMaIiitHol
6e3mekn B YKpaiHi:

- HEeTOCKOHAIICTH iH(OpMAIliifHOT MONITHKY Ta ITOJIITHKH iH(QOpMAIIiiHOT Oe3neKn aepKaBu;

- HEIOCKOHAIICTh HOPMAaTHUBHO-NIPaBOBOi 0asm B cdepi  iHdopMamiifHMX BiTHOCHH Ta
iHopmamiitHoi Oe3neKy;

- HETOCTAaTHIO PO3BUHEHICTH iH(POPMAIliHHOT iHYPACTPYKTYPH JIepIKaBH;

- BBEJCHHSI 1HO3EMHHMH JiepKaBaMH OOMEKEHb IO BIIHOIIEHHIO N0 YKpaiHu MI0A0
PO3MOBCIOIKEHHS iH(pOpMarii Ta OTpIMAaHHS HOBHUX iH(OpMaiHHIX TEXHOIOTIH;

- TPOTHIIpaBHA IiSUIBHICTH IIOCaHOBHX OCi0, pi3HEX QopMyBanb Ta Tpyn y cdepi
iHpOpManifHAX IHTEPECiB TPOMAIIH Ta IEePXKaBH;

- HETOCKOHAIICTH JIepKaBHOI cHCTeMU 3abe3eueHHs iH(opMalliiiHoi Oe3nexw;



- MOXJINBICTP BWHHUKHEHHS Hellepen0adeHnX CHTyallii y cHCTeMaX Ta Iporecax, 1o
0a3yI0ThCS Ha BUKOPHUCTAHI iH(OPMAIIfHIX TEXHOJIOTIH.

BucHOBKHM i mepcneKTHBH MOJAJBLIIMX HAYKOBHX Po3podok. JlepkaBHa iH(DopMmariiiiHa
MIOJITHKA ITOBMHHA BiOWBATH HaralbHI MUTAHHA, IO CKIATHACT Y MDKHApOmHIil chepi Ta chepi
iHdopmamiitHoi O6e3mexn Tomo. HeoOXiqHnM € 3a0e3medeHHs 3aKOHOMABUOTO 3aXHCTY IpaB Ta
iHTepeciB Beix cy0’ekTiB iH(poOpManifHNX BimHOCHH. HalicKiamHIITAMEI TYT € Taki 3aBIaHHS, IO
nependavaloTh rapMoHiifHe 3a0e3neueHHs iHpopMaIliifHoi 6e3neKn AepkaBy, 0COOH 1 CYCIiIBCTBA
3 OJHOYACHMM BHOKPEMJICHHSM HaralbHUX TIPIOPUTETIB, JO SAKUX CIiJ  BiIHECTH
CTBOPEHHS/BITHOBIICHHS OCHOBHMX TOYOK 3aXHCTy CHCTEMH HalliOHaJbHOI Oe3mekn B
iHpopMamiliHiil chepi, NpaKkTHUHY peai3allifo HaBEIACHOI BUIIE CXEMH CTBOPEHHS €(PEKTHBHOI
cucreMn iH(opMamniifHOl Oe3rekn Nep)kaBH, Meperisiy COUCKY HOBUX iH(opMamiiiHuX 3arpos,
YCYHEHHSI HassBHUX 13 BU3HAYCHHSIM CTYIESHS MOXJIMBIX HACTIAKIB Ta PIBHIB IX iHTEHCHBHOCTI.

OCHOBHI aKIIEHTH JIep>KaBHOI iH(OpMAIIiifHOT TIOJTITHKN MTOBHHHI 0a3yBaTHCh Ha 3a0e3redeHH1
IpaBa Ha JOCTOBiIpHY, IIOBHY Ta CBO€YacHY iH(popmamiro, cBOOORY cioBa Ta iH(popMamiiiHy
ISUTBHICTh, HEONYIICHHS BTPYJaHHSA B 3MICT Ta BHYTPIIIHIO OpraHizamito iHQopmarifanx
TPOIECiB, KPiM BUITA/IKIiB, BH3HAYEHUX 3aKOHOIABCTBOM BimmoBimHo mo KoHctuTymii Ykpainy;
30epeKeHHI Ta BIOCKOHAJICHHI BITYM3HIHOTO HANiOHAJIBHOTO iH(OpPMAIIfHOTO NPOAYKTY Ta
TEXHOJIOTIH, 3a0e3rnedeHHi iHpopManiiiHol Ta HaliOHATEHO-KYIBTYPHOI ineHTH]iKamil YKpaiHu y
CBITOBOMY iH(OpMAIiHHOMY TIPOCTOpi; TapaHTYBaHHI Jep)KaBHOI IIITPHUMKHA Ta PO3BUTKY
pecypciB HAyKOBO-TEXHITHOI PO YKIIii Ta iHPOpMamiHIX TEXHOJIOTIH.
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HNudopmanuoHHas 6e30MaCHOCTh KAK 0CHOBA HAIIMOHAJIbHOI 0e30MacHOCTH
Boouap Upuna Pomanobua*

*KaHOUOam KOHOMUUECKUX HAYK, O0YeHm, 00yeHm Kagheopbl MeHCOYHAPOOHbLX
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locynapctBeHHass HWH(OPMALMOHHAs TMOJMTHKA SIBISETCS Ba)KHOW COCTABISIONICH BHEIIHEH U
BHYTPEHHEH MONUTUKU CTPaHbl M OXBAaTBIBACT Bce c(ephl KHU3HEACATEIbHOCTH 0011ecTBa. bypHoe pa3Butue
nH(OPMAMOHHOH Ccdepsl COMPOBOXKIACTCS IOSBJICHHEM NPHHIMIMAIGHO HOBBIX YIpo3 HHTEpecam
JMYHOCTH, OOIIecTBAa, TOCYAapcTBa M €ro HalMOHAIbHOH Oe3omacHocTH. B cTaThe paccMOTpeHBI
COCTABJISIFOIIME TOCYIApCTBEHHOM WH(POPMALMOHHOW TMOJMUTHKA MO OOeCIeYeHnuo HH(OpMaluoHHON
0e30MMacHOCTH U ONpeeicHbl OCHOBHBIE HAIIPABJICHUS JEATEIbHOCTU OPraHOB I'OCYJAapCTBEHHOW BIIACTH B
atoii ctepe. IlpoaHam3upoBaHbl BHYTPEHHHE M BHEIIHHE WH(POPMALMOHHBIC Yrpo3bl HaIMOHAILHON
0e30macHOCTH YKpauHBI U IyTH obecredeHus HH(OpMaMOHHOH Ge3omacHocTu cTpaHbl. MHbopMannoHHas
0€30MMacHOCTh PacCMaTPUBACTCS KaK COCTABIIAIONIAS HAIMOHAIBHON O0e30IacHOCTH CTpaHBl, a TaKKe Kak
rinobanpHas mpobieMa 3amuThl MHGOPMAMK, HHGOPMALMOHHOTO IPOCTPAHCTBA, WH(OPMAILIOHHOTO
CyBEpEHHUTETa CTpaHbl M HHGOPMALOHHOIO OOCCIEUEHUS NPUHATHA IPABUTEIbCTBEHHBIX PpELICHHUH.
[IpenmoxeHsl MOAXOABI IO OOECHEYEHHIO MpoIecca HENPePHIBHOCTH (YHKIMOHMPOBAHUS CHCTEMBI
nH(OPMALMOHHOK 6€30I1aCHOCTH T'OCYAAPCTBA C IIENbI0 MOHUTOPHHIA HOBBIX yI'PO3, OMpeIeNeHNs PUCKOB U
YpPOBHEH UX HHTEHCHBHOCTH.
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National information policy is an important component of foreign and domestic policy of the country and
covers all areas of society. The rapid development of the information field is accompanied by a
fundamentally new security interests of the individual , society, the state and its national security. The
components of the state information policy on information security and the basic activities of public
authorities in this field are reviewed in the article. The internal and external information challenges facing
Ukraine and ways of ensuring information security are analyzed. Information security is seen as a component
of national security , as well as a global problem of information security, information space, information
sovereignty and information support decision-making. The proposed approach to ensure continuity of
operation of the process of information security to monitor new threats, the risks and levels of intensity.
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