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TH®OPMAIIINHA BE3INEKA IIIJIJIITKIB B IHTEPHET MEPESKI

Bapusopa K.C.
ITepesacnaB-XMeJTbHUIBKMI TepyKaBHNI ITeJaroriqHnii yHIBEpCUTET
imeni I'puropia CroBoponn

IaTepHeT Hece B cobi Besmknii iHdpopMaIliliHNII Ta OCBiTHIV MOTEHIiaJ, ajie BOJHOYAC MICTUTD i PU3UKM, 0CODIMBO
Juia migunitki. CaMe TOMY y CTaTTi po3riAmaeTbea IpodseMa iHMOPMaLiHOTO 3aXMCTy HMiATITKIB y BipTyasbHOMY
mpocTopi. ¥ CTaTTi MmiAKpecaIoeTbcdA, 0 AJA e(EeKTMBHOro 3abe3mneuveHHA iHQoOpMaIliiiHoi Oe3meku MOifjiTKiB
HeOOXiTHO JOTPUMYBATHUCH €IHOCTI BMMOT Ta CIIBIpalli BUMTeJsiB i 6aTbKiB y 1IboMy nurTaHHi. BusHaueHO 3axo0am
mozo 3abesnedyeHHa iH(MOPMaLiiiHOI Oe3nekn MifJITKIB: MpaBOBi, TEXHIYHI Ta IIPOrpaMHi, BUXOBHI Ta OpraHisaliiiHi,
MOpaJIbHI Ta €TUYHi, 3aXVCT MICUXIKM 1 3I0POB’A JIIOAMHN. 3a3HAUAETHCA, 1110 HABYAHHA i BUXOBAHHA HiJJITKIB 3
muTaHb iHQOpMaliiiHOl 6e3neKM MOBMHHO CIPUATH PO3BUTKY iH(OPMAIiHO-KOMYHIKAIIHIX KOMIIETEHTHOCTE,
cepen AKMX: IPaMOTHMII 1 yCHIiIIHMI moiryk iHdopMariii; KpuTudHa oLiHKa iH(opMalii; TBOpeHHHA, IepeTBOPEHHA
i mpeseHTania iHpopMaLilfHOrO 3MicTy; IIPaBOBi 3acaay TBOPEHHA Ji MOIIMPEHH:A iH(POPMAaLilfHOrO 3MIiCTy; eMIaTisa
71 06pa30TBOpPeHH; Oe3reKa i IPMBATHICTD; YIACTb Y MEPEIKHNX CITLIIBHOTaX.

Kuaro4osi cnoBa: minmiTky, inTepHer, iH(popMalliiina Oe3nexa, oH-JIaliH Oe3rneKa HifJIiTKiB.

HOCTaHOBRa npobaemun. CydacHi MiAJITKY K-
BYTb B iHOpMAaIiliHy CyCIiJabCTBi, Ae 0yab-
AKUI MeJIifHMII IPONYKT — Iie, B IIEBHOMY CEHCi, pe-
KJIaMa CIIoco0y JKUTTHA Ta TUX UM IHIIMX LIHHOCTEI,
AKI BILIMBAIOTHL Ha pe3yJsbTatu ix Bubopy. IlimmiT-
KOBa IICUXiKa HEPiJKO BUABJIAETHCA HEIiITOTOBJE-
HOIO 710 iH(popMmamiriHoro Bubyxy i 6e3 ageKBaTHOrO
3aXMCTy IIOCTa€ JOCTAaTHbO BpasymBowo. Takum um-
HOM, TOCTPO IIOCTa€ IIUTAHHA CTOCOBHO iH(pOpMAIlii-

Hoi Oe3meky mimJIiTKiB. YMiHHA moOMpaTy, aHAJIZY-
BaTH, OILIHIOBATM ¥ BMKOPMCTOBYBATHU iH(POPMAIliIO
€ CbOrOJHI aKTyaJIbHUM [JIA MTiNJIiTKiB. Ajke im
Opakye SKUTTEBOTO AOCBiNy, MOPAJIbHOI MO3UIIii Ta
OpMHINIIOBOCTI. ITiAJITKM CXUIBHI 10 HEKPUTUYIHOTO
HACJIyBaHHA, OTOTOYKHIOIOTH cebe i3 mobaueHuUM,
KOIIIOIOTh YUMHKM ¥ n1ii cBoix kymupis. Came TOMYy,
B CYYaCHUX yMOBax NOTPiOHI MexaHizmu (imbTpa-
1mii, a Tako}K iHCTPYMEHTM 3aXMCTy Bim HeDasKaHMUX
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iH(popManiiHMx oTOKiB. BogHowac y mimuriTkiB corifg
dopMyBaTI KOMIIETEHTHOCTI po0OTK 3 iH(popMaIlie€ro
B IHTepHET Mepexi.

Anamiz ocTaHHIX JOCHIIKeHb 1 MyOJiKaIiil
IIpobsiemn indopmariiiHol Oe3meKky MmigpocTardoro
TIOKOJIIHHA € OJHMMM 3 HalBasKJIMBIIINX y IIpolieci
BIUXOBaHHA Ta HaBuaHHA. CTaHOBJIEHHS HayKOBO-
ro HaIpAMKY iHQopMmarliiiiHa Oe3mexka IOB’s3aHe 3
iMeHaMM TaKUX BUJATHUX yueHUX, Ak B.A. I'epacu-
menko, ILJ. 3ersxna, A.O. Mamok, B.B. MeJabIkos,
B.B. Xopomko, B.I. Ipoukin. Ta in. IIntanua iadop-
MaliriHoi 6e3meKu B memaroriuxiil Hayli € HOBOIO Ta
MaJI0 JOCJIJIMKEHOI0 Tajly3310 MIMKIMCLUIIIIHAPHOTO
3HaHHA. MeTonuky HaBUYaHHA iHpopMaliiinoi 6e3me-
KU B IIIKOJII Ta HiITOTOBKY HEITPOMiJIbHMUX crerjiaJic-
TiB, B0KpeMa BUNTEJIB iHPOPMATUKY, PO3PODIIAIOTE:
M.O. AbiccoBa, O.A. Asryd’eBa, JL.B. Acraxosa,
B.O. I'pinuk, I.M. Kipxko, II.C. Jlomacko, B.IL ITona-
kxoB, E.B. Tarosa, I"H. Yycagsirina. [Tpobaemy 3abe3-
IleYeHHsA iHQopMaIliiiHoi 6e3neKy IIKoJApa B yMO-
Bax 3H3 pocaimxyrors M.I. Bouapos, T.O. Mannx,
H.I. Carraposa, O.FO. ®enocos Ta iH.

BupnisieHHss He BuUpilIeHMX paHille YacTUH 3a-
raJpHOi mpodsemu. IInranHAM iHdopmaniinoi Ta
KOMIT'IOTepHOi Oe3rnexku y cimeifHOMy Ta IlO3aKJac-
HOMY BUXOBAaHHI B Halliyl KpaiHi OpuAiigeTbCA e
HeJOCTaTHbO yBaru. He [0oCTaTHBO BPaXOBYIOTB-
cs 0coOJIMBOCTI IICMXOJIOrO-BiKOBOI Ilepiogmsarnii y
dopmyBanHi iHopMmariiiHo 6esneuHoi ocobucTocTi.
Amxe metonu 3abe3nedeHHsa iHopMalriitHoi He3me-
KM HOiJUITKIB Ta BMXOBHUII BILIMB Ma€ OyTM ajex-
BaTHUI BIKOBMM OCOOJIMBOCTSM Ta PIBHIO PO3BUTKY
IUTVHY, IJIA TOTO 11100 OTpMMAaTy ONTUMAJBHUI pe-
3yJIbTAT BUXOBHUX 3aXOiB i 3abe3meunTn 6e3meyny
corfiajizanio ocodu B iH(popMaIiiHOMy cepeOBUIIIII.

Mera crarri. ['osoBHa Mera miei poboru 1mo-
JIATa€ B KOMILJIEKCHOMY PO3IJIALI NUTAHb HaBYaH-
HA Ta BUXOBAHHHA, IIOB’A3AHMX i3 B3aCTOCYBaHHA
iH(bopMAaIifTHO-KOMIT IOT€PHIMX TEXHOJIOTII MiAJIiTKa-
MI, 3 ypaxyBaHHAM IpodbseM iHdopmaliriHoi 6es-
IIeK) HEIIOBHOJIITHIX KOPUCTYBaUiB.

Bukaag ocHoBHOro marepiany. oA miagmiTkis
InTepHeT crae wacTuHOIO KUTTA. BoHmM 3HaloMm-
JIATBCA 3 HOBUMU JIIOJbMU 1 IPOBONATH YMMAJIO Yacy
B OH-JIAJiH, IIIYKAalOThb HeOOXimHY iH(popMalliro, Axa
Ma€ BIZHONIEHHA [0 IXHIX IIKIJIbHMX 3aBIaHb abo
BinnoBifae ixHiMm iHTepecaMm. 3aBaAKM OiJbII BUCO-
KOMY PiBHIO I'PaMOTHOCTI Iie BiiKpuBae 6araTo MosK-
JIMBOCTEN BUKOpUCTaHHA IHTepHeTy. BomHouac, 4n-
MaJIO AiTeN i MmiJIiTKiB, BUKOPUCTOBYOUM IHTEepHeT,
HaBiTb He 3aMUICJIOIOTBCA IIPO Te, AKa Hebesnexa
4Jeka€ Ha HUX [3, c. 60].

BonHowac BapTO 3a3HAUNTH, II[0 €CTETUYHI CMaKM
Ta MOpaJbHI AKOCTI MiJUIITKIB HAa Cy49acHOMY eTalri
POPMYIOTECA MEePEeBa’kHO IIiJi BIIMBOM CTUXIHUX
paKTOpPiB CYCHIJIBHOTO OTO4YeHHA. AmKe iHdopma-
1[id, fAKa MICTUTb eJIeMEeHTM HAaCUJIbCTBa, >KOPCTO-
KocTi, arpecii, popmye BimmoBimHi MOpaJsibHI AKOCTI,
€CTeTUYHI CMaKM, IO MOJEJIOIOTh IIOBEMIHKY ITiJi-
pOCTaruoro IOKOJHHA. TakoiK, iCHye IIpUYMHHO-
HACJIIKOBMII 3B’A30K MK «PO3BaYKaJIbHUM MeJia-
HACUJIBCTBOM» 1 IIpOABaMM arpecii cepepn MiIJIiTKIB.
Heratusra indopmaria BnumBae Ha IiHHICHI opieH-
Tanii ocobucTocTi i MAMITKY, y AKUX 1€ HEIOCTAT-
HbO c(POpPMOBaHA IICMXiKa, BBAYKAIOTH, III0 HACUJIb-
CTBO — MNPUMHATHUI UIJIAX BUPIIIEHHA COLIaJIbHUX
KOH(QUIIKTIB. Bce 1e miaTBepmxye i Toit dpakt, 1o
JIOCUTb YaCTO HEIIOBHOJIITHI IPaBONOPYIIHUKN cepey
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MIPUYYH, AKI IITOBXHYJIM IX HA CKOEHHA 3JI0YMHY, Ha-
31BAIOTh ITePeryiA BiANIOBIIHNX BimeoMaTepiais.

OxpiM 11bOTO, BUKOPMCTOBYIOUM IHTepHeT mijmiT-
KU (IOOPOBLIBHO YN HEYIIEPEIYKEHO) Mi3HAIOTHCA IIPO
CEKC i CeKCyaJIbHICTDb IIIIAXOM JIOCTYILY IO IIOPHOTpa-
¢iunnx marepiagiB. Takosk iICHYIOTb BUIIAIKU ITOTPA-
IUIAHHA B CEeKCyaJibHe PalCTBO uepes CIIJIKyBaHHSA
3 ocobamy, fAKi IIPOIOHYIOTH 3HAMOMCTBA, IIPOCATH
HagicaaT (POTOKAPTKM, a IIOTIM BUKOPMUCTOBYIOUM
MOHTAa’K, PO3MIIIIYIOTh iX Ha ITOpPHO-caiiTax [4, c. 7]

S3aHEIIOKOEHHA BUKJIMKAE 1 TOM (paKT, 1110 OCTaH-
HIM YacoM cepeJ MiJJITKIB CTaJI0 IOIMYJIAPHUM PO3-
IIOBCIOJI?KeHHA Bifeo- Ta (poTo300paskeHb 3a OOIo-
MOTOI0 MOOLJTBHOTO 3B’A3KY i3 HACUMJIBHUIIBKMM Ta
aMOpaJbHMUM 3MIiCTOM: HOOMUTTSA OJHOJITKIB, cTaTeBi
aKTM, PI3HOMaHITHI popMM NPUHMMKEHH:, TaK 3Ba-
Horo Oyuinry (amrs. bulling, Big bully — xyuiras,
3abiaka, rpybiaH, reanTiBHUK). I]e TOHATTA 03HAUAE
3aJIAKyBaHHA, (Pi3VIHMIT abo IICUXOJIOTIYHMIT Tepop
CTOCOBHO 0c00MCTOCTI 3 6OKY Ipyny MiAJITKIB, CIIps-
MOBaHMII Ha Te, 1100 BUKJMKATK B Hel cTpax i Tum
caMuM migxoputu ii cobi. BukopucranHA MOOIIBHUX
TesiepOHIB, YaTiB, iHTEpHET-CATIB AK IHCTPYMEHTIB
OyJiHry oTpMMaJio Ha3By «KibepOyuinr» [3, c. 61].

OpnHi€r0 3 OCHOBHUX IIpoOJIeM [OJA BYUTEJIB i
0aTBbKIB € He KOHTPOJLOBAHICTL [HTEPHETY AK IKe-
pera iHdopMmarrii, Bimomocrelt i narnx. OCKIIBKM IJI0-
OaJibHA KOMIT'IOTEPHA Mepeska MIiCTUThL H6araTo mMaTe-
piaJiB, AKl He TINBKM He € KOPUCHUMMU OJIA OiTel i
MJUTITKIB, aJjie 1 MOKYTb 3aBJATH LIKOAY IX IICUXid-
HOMY, MOPaJIbHOMY 4l HaBiTh (Pi3MYHOMY 370POB’IO.

Iast Toro o6 3axXmMCTUTH IJITKIB Bif mcuxo-
JIOTIYHOTO, MOPAJIBHOTO Ta (Pi3MYHOTO HACUJIBCTBA
B IuTepHeTi, a TaKOK 3arpo3 i BUKJMKIB, AKI Hece
cboroniHi iHgoOpMmaniiHuit mnpocTip, HeoOXinHa B3a-
eMomia cim’i Ta 3araJIbHOOCBITHIX HaBYaJbHUX 3a-
KJIaJZliB, 30KpeMa MO0 HIUTAHHA (POPMYBAaHHA Y
MiJUIITKIB KOMIIeTEeHIlii1 Oe3neuHoi poboTu 3 iHdop-
Marniero B IntepHeri [2, c. 45].

OpumMm 3i nAxiB 3abesnedeHHA iH(oOpMaIiiHOI
Oe3meky IiMJIITKIB € opraHizallisg 0e3medHOro oco-
O6ucTicHOrO iH(OPMAIITHOTO MPOCTOPY AK Y IIIKOJI,
Tak i B cim’i. OpranisyBaTu 6e3neunnit indopmariini-
HUJ TIPOCTIp MOMKJMBO IILJIAXOM peaJstizaiiii 3acobiB
Ta 3aXO0iB IIONO iH(opMalliifHOI Oe3neKkn mimIiTKIB,
cepen AKUX. MIPaBOBi, TeXHIYHI Ta IpPOTrpaMHi, BU-
XOBHI 1 opraHizarirzi, MopaJibHi i1 eTuyHi [6, ¢. 75].

IIpaBoBi 3acobu — 1ie crielliaJbHi 3aKOHM i1 iHIITi
HOPMAaTVBHI aKTM, IIpaBuUia, IPOIEAYPU Ta 3aX0ON
1110710 3a0e3MeueHHAa 0COOMCTICHOTO iHPOPMAITiITHOTO
cepenloBUIIIA MiJUIITKIB Ha 3aKOHOJABYIl i IIpaBOBiil
OCHOBI 1J1A peaJiizallil €IMHOI epsKaBHOI MOJITUKK
y ccpepi BaxucTy miTeit Bim iHdopMaLiiHux mMaTepi-
aJiiB, 110 3aBAAIOTH HIKOAM iX 37I0POB’I0 Ta IICUXIIT.

Texniuni i mporpamHi 3axoam nependavarOTb
BIKOPMCTaHHA Pi3HOrO POy amapaTHOro i mporpam-
HOrO 3a0e3medeHHA I IIePeIKOJKaHHA HaHe-
CeHHA MaTepiaJibHOI Ta MOPAJIBHOI IIKOAM IMiJJITKY
(mporpaMyu BaTBKIBCBKOrO KOHTPOJIO, MEPEKHUX
dinpTpiB, TeXHIYHMX 3ac0O0iB 3aXMCTYy JaHUX).

BuxoBHi 3axoan — (pOpMyBaHHA y IiAPOCTAIOYOTO
TIOKOJIIHHA KYJbTypM Oe3IeKy, BiAIOoBigaJbHOCTI 3a
3nivicHeHi fii B iHhopMaIiifiHOMy IIPOCTOPi, BUXOBaHHA
1 yKpPINJIeHHA NyXOBHO-MOPAJIbHIX LIHHOCTEN, maTpi-
OTV3MY, TOTOBHICTb OATBHKIB i ITe/1aroriB 10 IPUITHATTSA
HO3UITII AMTUHM Ta IIOBaru A0 il caMOCTIIHOCTI.

OpraHizamiriHi 3axoaqm — 1le perjiaMeHTallid iH-
dopmaniiinoi AiATBHOCTI HiNJITKIB, KOHTPOJIL 3a
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BUKOPMCTAHHAM MepesKeBUX cepBiciB 1 cHisnbHOT,
110 BUKJIIOYae abo IocJsadJiroe HaHEeCeHHS IIIKOI
ocobucToMy iH(OPMAIIHOMY CepeOBUIIY ANTIHIL

MopaJjibHi Ta eTHYHI 3aX0qM BKJIIOYAIOThL B cebe
JOTPMMaHHA MiJUIiTKaMM IIif dac 3IifiCHEeHHd iH-
¢opmarriitHoi AiAJIBHOCTI HOPM 1 IpaBUJI TOBEIiH-
KI B CYCIIJIBCTBI, a TaKOX Mepe)KeBOi KyJIbTypu
I eTMKM, HII0 YTBOPIOIOTbCA 3 PO3MNOBCIOIYKEHHAM
iH(popMAaIifiHMX TEeXHOJOrill y cydacHOMY iHopMa-
HifiHOMYy cycmisbeTsi [1, c. 16].

Bapro 3asmaumTy, mo O6aTbKIBCBKMII i BUXOBa-
TeJbCBbKUII KOHTPOJIb 3a TUM, II0 caMe IiJIiTKU
pobaaTe B IHTepHeTi € wacTo MajoedeKTMBHUII 3
OIJIAAY Ha HEJOCTAaTHIO KOMIIETEHTHICTh IIeJaroriB i
0aTbBKIB III0JI0 3aCTOCYBaHHA IIPOrpaM-(iabTpiB, 10
OJIOKYIOTH 3BEpPTaHHSA JI0 BiloMUX ajipec i3 CyMHiB-
HuUM 3MicToMm. Bimommii cmerjjiaJgicT 3 nmTaHb Oesre-
ku giteit B Iarepueri Ilappi Adrad cnpaemnmBo
MiKPECIIOE, 10 HAMKpAIMil (PLIBTP, AKUIA MOYKe
nivicHO 3abesneunTy Oe3nery IUTUHM B MepesKi i
pos3B’azaTu OararTo iHIIMX mpobjeM, — y TOJIOBI B
caMoOl IWTMHM, & JOPOCJUM MOTPiOHO TIJIBKM «Ha-
JamTyBaTn» Ien QiapTp. OTiKe OCHOBHA pPOJb Yy
3abesredyeHHi BJylacHOI 0e3reKy HaJIeKUTb 0cobuc-
TOCTi, TOMY IIPOBiIHY POJIb Yy HEJIOIYIIEeHH] JOCTYILY
OiJIiTKIB 70 MaTepiajiB, HECYMICHUX i3 3aBJaHHA-
MM HaBYaHHHA, 0COOJIMBO 3a IepeBasKHOI BiICYTHOCTI
KOHTEeHT-(PIIbTPYIOUNX NIporpaM y IIKOJi i BroMa,
€ HAaBYAHHA | BUXOBAHHA 3 METOI (POPMYyBaHHA iH-
dopmarriiino 6esneunoi ocobucrocti [2, c. 48].

CytreBy posb y 3abesnedenHi iHdopmaminHoi
Oes3IleKy HENOBHOJITHIX Mae BifirpaBaTu cucrema
ocBiTn. Bona 3000B’sA3aHa 3abe3neuyBaTyl yMOBU
OeameuHoi coriaguizallii 0cobucToCcTi y KOMIT IOTEPHO
OPiI€EHTOBAaHOMY HaBYaJIbHOMY CEpPeNOBUIIl Ta (op-
MyBaTH KyJbTypPy I KOMIIETEHTHICTb B raJysi iH-
dopmarriitnoi Hesmnexn.

IlepmroyeproBo BUMTENAM OCHOB B3[0pPOB’A Ta
incopmaTuKyM, KJIACHMM KepiBHMKaM Ta 3aCTyIIHM-
KaM IMpPeKTopa 3 BUXOBHOI poboTu cuif iHiniroBaTu
IIPOBeIeHHA 3araJibHMX 0aTbKiBCBKMX 300piB 110710
OUTaHb 0e3IeKM MPM BUKOPUCTAHHI migjiTkamu IH-
TepHeTy Ta IXHBOTO CIIJIKYBaHHA B PiSHOMaHITHUX
coriasibHMX MepeskaxX. BaTbkiB y4HIB Ha OaTbKiB-
cbKUX 300pax IOTPIOHO HEePEeKOHYBATU Y BaMKJIV-
BOCTI JOBIpJIMBOTO CIIJIKYBaHHA 31 CBOIMU JiTbMU
Ha IIpeMeT BUABJIEHHA COLIaJIbHMUX 3B’A3KIB depes
Iareprer Ta 3MI, caix HamaBatu iM mopanu 1040
0e3meKy CTOCYHKIB i3 HeBimoMMMM JIOOBMU, AK Yy
no0yTi, Tak i BipryasbHOMYy CBiTi [6, c. 76].

OxpiMm LIbOTO, HA YPOKaX OCHOB 370POB’A BMUBUA-
10Tb TeMy «ColiaJbHI YMHHMKY 370poB’s» (7 Kjac),
AKa PO3IVIAfA€E NMUTAHHA 3aXMUCTY BiJl YKOPCTOKOCTI,
IVICKpUMiHaIii 1 HacusiA. K HONOBHEHHA Ha ypo-
Kax iHQOpMaTUKY B XO[1 BUBYEHHA TeMu «BcecBiTHA
Mepeska IHTepHeT» BapTO 3yIMHUTHUCA Ha TOMY, IO
y4eHb y TaKOMy Billi He 37laTeH aJIeKBaTHO OIiHIO-
BaTM JOCTOBipHIiCcTL iHQopwmarlrii, Hajmanoi IuTepHeT-
Mepeskero. Tomy BumrenaM iHpOPMATHMKM i Yac
BUBYEHHA i€l TeMM I yUYUTEJIO OCHOB 3JI0POB’S B
Xomi BUKJIATaHHA yPokiB Temn «IIpodpinakTika cori-
aJIbHO HeDe3meuHNX 3aXBOPIOBaHb» (poamity «Corri-
QJIbHI YMHHVKY 370POB’d»), a KJIACHUM KEPIBHUKAM —
y II03aKJACHI BUXOBHI poboTi, ciif 3acrepiratu
y4HIB Bif Hebesmeky, AKy Hece IpoIaraHia XMOHMX
IIIHHOCTEeN, KOMepIiiliHa peKJiaMa Ta POMaHTU3aIlid
Hacwwia. Tak, ckamiMmo, TesebadyeHHA JEMOHCTPYE
IpuBabJIVBI POJIBOBI MO, aJie IeAKi 3 HUX CIIOTBO-

PIOIOTH YABJIEHHA IIPO A0OPO i 3J10 Ta POMaHTU3YIOTh
"Hacuyid. IliUIiTKM 9acTo CrpuitMaloTh Ife 3 IIigHe-
CEeHHAM, Hi0M CTaloThb Ha MicIle repos. ¥ 1l cuTyarrii
NIOTPiOHO BaIlIPOIIOHYBAaTM YUHAM yABUTU cebe He Ha
Micti repod, a Ha Micii sxepTBu. Ik 01 BoHM cebe mo-
YyBaJIM B POJIi IIEPEMOKEHOTO 1 CKPUBIISKEHOTO?

Y BoCBMOMY KJiaci Ha YpOKax OCHOB 3JI0POB’d
BUBYalOTh TeMy «IHdopmariiiina Oesmneka», y AKiii
pO3IIANaTbCA HOHATTA «iH(opMmalii», BapTo 00-
TOBOPUTY INTAHHA BIUIMBY iH(QopMalirinoi 30poi
Ha 3J0POB’A Y4YHIB, MeTOnM Ta 3aco0u 3amobiraHHA
BILIMBY HeraTuBHOI iHdopwmariii Tomro. Ha ypoxax
iH(popMaTHKY TPOBOAAYM AVCKYCilO, Mmif 4ac AKOi
0OrOBOPIOIOTLCA 11l MUTAHHSA, CJIIJ MiBECTH YUHIB 10
BUCHOBKY, III0 BiJl BIIMBY HeraTuBHOI iH(opmalrii
MOXKHa yOepertucs, SKI0 YCBiIOMJIIOBATI MOKJIV-
Bi Hacxuinky. BaskamBo HiAKpecauUTM y4HAM, II0 3
OyIb-AKMX ONUTAaHb CTOCOBHO iH(popMaIriiiHoi Gesmne-
KJ BOHM 3aBXKIV MOXKYTb 3BEPHYTMCA 3a IIOPAJIOI0
o BumTeJiB i 6aTekiB [7, c. 10].

OCHOBHMM 3aBIaHHSM CIIJILHOI B3aemoznil 6aTb-
KiB i BUMTeJIB B IpoIeci HaBYaHHA 1 BUXOBaHHA IIi/I-
JITKIB 3 muTaHb iHdopMariiHoi 6e3nexy IOBMHHO
O6yTn popMyBaHHA y HUX iH(OpPMaIifHO-KOMYHIiKa-
HiTHMX KOMIIETEHTHOCTEN IIIOJ0 KOPMUCTYBaHHA I[H-
TepHETOM. 30KpeMa cepeJl TAKUX KOMIIETEHTHOCTEeN
CJI BUmiaNTI:

1. I'pamoTHMIT 1 ycmiuiHuii MOULyK iH(popMAaLii:
posmizHaBaHHA iH(popMalifiHUX 1OTPed; Qopmy-
JIIOBAHHA NUTaHb, 110 BimoOpaskaloTh iHOpMAaIliiiHi
noTrpedu; 3HAHHA NPO iCHyBaHHA OaraThoxX iHQOpP-
MalilHUX JPKepeJt; IoIyK, Bubip i oninka indopma-
HiriHoro m:Kepedia; 30epiraHHa iH(opMalii.

2. Kpurwubna oniHka iHgopmamii: pPO3yMiHHS
3MicTy iH(pOpPMAIiTHOTO ITOBiOMJIEHHA; BMOIp 1 OIi-
HIOBaHHA iH(opMalil; IpUMHATTA pillleHHA NIPO Te,
10 € (pakToM, a III0 TOYKOK 30PY; BUPI3ZHEHHA pe-
KJIAaMHUX TeKCTiB.

3. TBopeHHA, MepeTBOPEHHA i Mpe3eHTaIlisA iH-
copmaniriHoro 3micTy: TBOPEHHA HOBOTO iH(OpP-
MAlIlifIHOTO B3MiCTy; NIepeTBOPEeHH:A 3HaliJIeHOro B
Iarepueti abo panimie camMOCTiTHO CTBOPEHOTO iH-
dopMmariitHOro 3MicTy; Ipe3eHTalisa HOBOTO abo me-
peTBopeHoro iHgopMalifHOro 3MicTy.

4. IIpaBoBi 3acagu TBOPEHHSA ¥i MOIUIMPEHHS iH-
chopmaniriHoro 3micry: yCBIIOMJIEHHSA IIPABOBOTO I
eTUYHOIO BMMIpiB TBOpeHH:A iH(opMmariii; 3HaHHA,
AKUN iHdopMaIliiiHNil 3MICT MOMKHA IIepeTBOPIOBATH
BIIIIOBIAHO 10 IpaBOBUX 3acajl; 3HAHHA CBOIX IIpaB
AK TBOpLA iHdopmanii, poamiiienoi B InTepHeri;
ycBimoMJIeHHA pidHUL Misk [HTepHEeT-KOMYHIKAIiE0
7 CIIJIKYBaHHAM II03a IHTepHeTOM.

5. EmMmnaria i o0pa30TBOpeHHs. 3HAHHA IIPO Te,
10 IHTepHET € MPOCTOPOM CITIJIBHOI KOMYHIKallii 3 iH-
VMM JIIOAbMI; BUABJIEHHA €MIIaTii B Mepeski; CTBO-
PpeHHA 00yMaHOro i aZleKBaTHOTO BJIACHOTO 00pasy.

6. Bezmeka i mpuBaTHICTH: 3HAHHA IIPO 3arpo3Y,
noB’A3aHi 3 mepedyBaHHAM B [HTepHeTI; YMiHHA 3aI10-
Oirt HeGesnekaM B IHTepHeTi; 3Mi/ICHEHHA KOHTPOJIIO
HaJ iHQOpMAaIli€o, AKa Iepeac€TbCA IHIIMM; YCBIiIOM-
JIeHHA pisHuii Misk IHTepHeT-KOMYHIKali€lo I CIIIKY-
BaHHAM I103a [HTepHETOM; 3aCTOCYBaHHSA TiTN€HIYHMX
3acaji, I0B’A3aHNX 3 BUKOPMCTAHHAM KOMII'IOTepa.

7. YgacTp y conjiaJIbHUX eJIEKTPOHHIX MepesKax:
PO3Ii3HAHHA eJIeMeHTIB IHTepHeT-KyJbTypH; aK-
TYBHA yYacCTb y MEPE)KHUX COLIaJIbHUX CITJIBHOTAX;
iHIIIaTVBHICTE B PO3BUTKY MEPEKHNX COIaJbHIX
CIIJIBHOT, CTBOPEHMX IJIA CHINBbHMX it [5, c. 37].
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BucaoBku i npomosunii. Takum umHOM, iH(OP-
Malirina Oesnexka 0OesmocepenHbO B3AJEMKUTH Bif
piBHA 1 AKOCTI OCBiYEeHOCTI MOJIOZOTO ITOKOJIIHHA,
CTyIeHs 3pisocTi ocobmcrocTi ¥ roroBHOCTI ii 1O
camopeadtizaliii B cycmisnberBi. Came TOMy BUHMKAE
rocTpa HeoOXigHICTh PO3IIMpPEHHA 3MIiCTy 3arajibHOI
cepeaHbOI OCBITYM, BUKOPUCTAHHA HOBUX KOMIIOHEH-
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TiB, OB’A3aHUX i3 HABUYAHHAM MiAJITKIB iH(opMa-
mirinoi Oesnexkn. OCHOBHOIO 3aIllOPYKOI YCYHEHHHA
OCHOBHMX IIpobjeM iHdopwmariiiHoi HebOe3nmexu Bip-
TyaJIbHOTO CBITYy € 00’€¢qHaHHA 3yCUJIb BUNUTEJIIB,
0aTBKIB i IrpoMaAChKOCTI 3aAJia OiJbII e(PeKTIBHOTO
HaBYaHHA MiUITKIB MmpaBmjaM O0e3MIe’HOro II0BO-
JI’KEHHA y CBITOBINI Mepesxi.
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Bapsieoga E.C.
IlepesacnaB-XMeapHNIKNI TOCYAaPCTBEHHBIN yHIBEPCUTET
nmenu I'puropmua CroBopozsl

NHO®OPMAIIMOHHA{ BE3OITACHOCTD IIOJPOCTROB B MHTEPHET CETN

AHHOTAA

JInTepHeT HeceT B cebe OOJIBINOI MH(OPMALMOHHBIN 11 00pa30BaTeJbHbI IIOTEHIMAJ, HO OJHOBPEMEHHO CO-
JIEPoKUT 1 ONAacHOCTM, OCODEHHO AJIA MOAPOCTKOB. VIMEHHO IIOSTOMY, B CTaTbe paccMaTpMBaeTcs IIpobieMa
MH(MOPMAIIMOHHOM 3aIIMUThI IIOAPOCTKOB B BUPTYaJbHOM IIPOCTPAHCTBE. B craThe momguepkmBaeTcs, UTO AJIA
apderTUBHOrO 0becriedeHna MHPOPMALMIOHHO 6€30IacHOCTY OAPOCTKOB HEOOXOAMIMO COOJIIONATD €AVIHCTBO
TpeboBaHNUIl U COTPYIHMUECTBA yUUTeJIell 1 poauTesielt B #ToM Bompoce. OnpesieseHbl acleKThl 10 obecrede-
HMIO MHGOPMAIMOHHOY 6e30I1acHOCTM IIOIPOCTKOB: IIPABOBbIE, TEXHNYECKNE VM IIPOrPAMMHbIE, BOCIMTATEb-
Hble ) OPraHM3aLMOHHBIE, MOPAJIbHbIE M DTUYECKMe, 3alluTa IICUXMKU U 3I0pOBbiA dejoBeka. OTMedaeTcH,
4TO0 00yUueHMe U BOCIMTaHNe IIOJPOCTKOB II0 BOIIPOcaM MH(MOPMAIMOHHON 0€30IIaCHOCTM JOJIKHO CIIOCOOCTBO-
BaTh Pa3BUTUIO MH(POPMALMOHHO-KOMMYHUKAIIMOHHBIX KOMIIETEHINI, Cpeyi KOTOPBIX: I'PAMOTHBII U yCIIeI-
HBIIl IIOMICK MH(OPMalIuy; KpUTHYecKad OIleHKa MHMOpMalMy;, co3[aHue, IpeobpasoBaHyue ¥ IIpe3eHTaIVs
MH(MOPMAIMOHHOTO COJEePXKaHUsA; IIPAaBOBble OCHOBBI CO3JAaHMUA M PACIPOCTPaHEHNMs MH(MOPMAIMOHHOTO CO-
JIepsKaHNUA; OMIIATUA U co3JaHue 00pas3oB, 6€30IIaCHOCTb M IIPUBATHOCTD, yIACTVE B CETEBBIX COODIIECTBAX.
KurodeBble cjioBa: IOAPOCTKY, MHTEPHET, MH(MOPMAIMOHHAA 6€30I1aCHOCTD, OH-JIaliH 6€30I1aCHOCTD IIOJJPOCTKOB.

Varyvoda E.S.
Pereyaslav-Khmelnitskiy Gregory Skovoroda State Pedagogical University

INFORMATIONAL SECURITY OF TEENS IN THE INTERNET

Summary

Internet contains great the potential of information and education but simultaneous contain some risks
especial for teens. Therefore, the article examines the problem of informational security teens in virtual
space. The article emphasizes that the effective maintenance of teens informational safety requires
of teachers and parents in this regard to comply with the requirements of unity and cooperation. It
analyses the measures to ensure the information security of teenagers: legal, technical and programmatic,
organizational and educational, moral and ethical, mental and health protection. It is noted that the
education and upbringing of teens on issues of informational safety should promote the development of
information-communications competences, including: literate and successful information search, critical
evaluation of information, creation, transformation and presentation of information content, legal principles
of creation and distribution of informational content, empathy and image making, security and privacy;
participation in the online communities.

Keywords: teens, Internet, informational security, online safety of teenagers.



