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BHyTpilIHii ayauT K NPEeBEHTUBHA CKJIAJA0BA
B cucTeMi KidepOe3nekn 0aHKy

Cexmop ¢hinancosux nocnye € Haubinbuw npueabaUSUM O Kibepamax ma KiOepulaxpaicme uepes MONCIUBICTb
OMPUMAHHA  3N08MUCHUKAMU 3HAYHUX (piHaHco8ux ma Heinancosux euzio. [lna nioguwyenHs egexmugnocmi
3abe3neuenns Kibepbesnexku OAHKY HeOOXIOHUM € NOCUNIeHHS! POJli NPEGeHMUBHUX [HCIMPYMEHMI8, OOHUM 3 OCHOBHUX
AKUX € eHympiwHil ayoum. Mema cmammi noasgeae y po3pooyi meopemuro-mMemoOuUyHUx OCHO8 CUCmeMu
BHYMPIWHB020 ayoumy Kibepoesneku OAHKY, 3 Oemanizayiero ii CKIa0o8uUx ma HAYKOBOMY OOIDYHMYSAHHI NPUHYUNIE
@yuKyionysants, Ha OCHOBI Y020 MOJCHA Oyn0 O eupiuysamu 3a60aHHs 3a0e3neyenHs ehexmueHo20 KOHMPOLIO
KibepbOesneku. Ymouneno cymuicmo iHpopmayitinux axmusie 6auKy K 00’ €Kmie 6HympiuiHb020 ayoumy Kibepoesnexu.
s ghopmysanus komniekcHo2o po3yMinHsA KOHMPOAbHO2O Cepedosuula CUCMEMAmu308ano 3azpo3u Kibepbesnexu
b6anky ma cnocobu ix peanizayii 6 po3pizi piznux 06’e€xkmis Kibepdezneku. Po3xpumo opzanizayitino-ynpasiincoKy
niocucmema 3abesneuenns kibepbesneku 6auky. Busnaueno, wo cucmema enympiuinbo20 ayoumy Kibepoesnexku s61se
cob010 cyKynuicmo 63acmonos’ szanux eiemenmis (Yini ma 3a80annus, 00’ ckm, cy0’ €km, MeXamizm), wo GYHKYioHyoms
HA OCHOBI 3A2ANbHUX MA CReYiaNbHUX NPUHYUNIE Ma 00360J10Mb 00" EKMUBHO OYIHUMU DIGeHb 3aXuleHocmi ma
30epedicenns  enacmugocment IHQOpMayiiHux akmueie ma ingopmayitinoi HGpacmpykmypu OaHKY 6 YMO8ax
NOCMINHO20 6NAUBY 308HIWHIX Mma abo | euympiwnix 3a2po3, @ MAKONC OOMPUMAHHA GUMO2S HAYIOHANLHO20 Md
MIICHAPOOHO20 3aKoHooasécmed. Hasedeno nepenix 3a80amnn, AKi NOGUHEH 30IUCHUMU NEPCOHAN CYIHCOU HYMPIUHBO2O
ayoumy 0Onsa oyiHKu egexmugHocmi cucmemu 3abesneuenHs Kibepbesnexku 6auky. Budinemo enemeHnmmuuil CcKiao
cucmemu BHymMpIiWHb020 AyOUmy ma GUIHAYEHO NPUHYUNU, AKUX HEOOXIOHO OOmpumyeamuch Oisi 00CACHEHHS 1020
yineti ma 3a80aHb.

KuarouoBi cnoBa: suympiwmiti ayoum 6 Oauky, Kibepbesneka OaHKy, Kibep-pusuku OaHKy, 3aepo3a empamu
Kibepbesneku banky, ayoum xibepbesnexu 6aHxy.
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Internal Audit as a Preventive Component in the Bank’s
Cybersecurity System

The financial services sector is the most attractive for cyber-attacks and cyber fraud because there is the
possibility to receive the financial and non-financial benefits. In order to increase the efficiency of ensuring
cybersecurity of the bank, it is necessary to strengthen the role of preventive tools, one of the main of which is internal
audit. The purpose of the article is to develop the theoretical and methodical foundations of the internal audit system of
a cybersecurity bank. In particular, the authors carry out the detalization of the components of internal audit system
and the scientific substantiation of the principles of it operation, on the basis of which it would be possible to solve the
problem of ensuring effective monitoring of cybersecurity. The essence of the bank’s information assets as objects of
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internal audit of cybersecurity was clarified. To form a comprehensive understanding of the control environment,
cybersecurity threats of the bank and ways to implement them in the context of various cybersecurity objects were
systematized. The organizational and managerial subsystem for ensuring cybersecurity of the bank was disclosed. It
was determined that the internal audit system of cybersecurity is a set of interrelated elements (goals and objectives,
object, subject, mechanism) operating on the basis of general and special principles and allow an objective assessment
of the level of security and preservation of the information assets and information infrastructure of a bank under
constant impact external and / or internal threats, as well as compliance with national and international legislation. A
list of tasks to be performed by the internal audit service to assess the effectiveness of the cybersecurity system of the
bank was provided. The elemental composition of the internal audit system was highlighted and the principles that must

be followed to achieve its goals and objectives were defined.

Keywords: internal audit in bank, banking cybersecurity, cyber risk in banking, emerging cybersecurity threats,

audit of the banking cybersecurity.

IMocranoBka mnpodaemu. Cekrop OaHKIBCBKHX Ta
(iHAHCOBUX TMOCIYr € HaHOUIBII NPUBAOIMBUM [UIA
Kibeparak Ta KiOepiIaxpaiiCTB depe3 MOXKIMBICTh
OTPUMAaHHS 3JIOBMUCHHUKAMH 3HAYHUX (HIHAHCOBUX Ta
He(IHAHCOBUX BUTI.

3a nmannmu IBM, ¢inancosuii cekrop y 2016 pomi
aTakoBaHWN Ha 65 % wacrimre, HK OyAb-SKWH THIIAH, y
pe3yabTari yoro BTpaueHo Outein, HDK 200 MinbiioHIB
sanuciB (Ha 937 % Oimbine, HiK y 2015 pomi) [28]. V
2016 poui 8,5 % 3apeecTpoBaHMX IHIKACHTIB BUTOKY
iHpopMmarii 3adikcoBaHo B (HIHAHCOBOMY CEKTOpi, MpH
oMy (IHAHCOBI YCTAHOBH TIOCTPAXITAM BiJ IHX
inpaeHTiB y 300 pasiB wyacriime, HDK MiANPHEMCTBA
iHomX ramyseit [37].

VY nmocmimkeHHiI TiI00ambHUX OaHKIB, TPOBENCHOMY
IHcTUTyTOM MDKHapoAHuX (IHAHCIB y MapTHEPCTBI 3
Ernst & Young, sk roJOBH pan OHPEKTOpPiB, TakK i
BiMOBiAabHI 32  PU3HK-MEHEHKMEHT, BBaYKalIk
3abe3nedeHHsT KiOepOesneKy KIIOYOBUM CTpaTerivHuM
npioputerom [33].

[Tompu 3HauHy yBary OaHKIB 10 JOCIIIKCHHS BHUJIIB
kibep3arpos3, NpUYMH, MO OOYMOBIIOIOTH IX TIOSBY,
maHAmadT 3arpo3 TMOCTIHHO PO3BUBAETHCS, MPUBOITIN
JIO CKJIAJIHIMIOT KiOep-eKOCUCTEMH, a HACIIIKU peaizaril
kibep3arpo3  eKCHOHEHIIHHO  3pocTatuMyTh.  Lle,
Hacamriepes, OOyYMOBJIIGHO  PO3BUTKOM  IpoBoOi
iH(pacTpyKTypH, BIIPOBAPKEHHIM (hiHaHCOBHUX
TEXHOJIOTTH Ta aKTHBHOKO AisuThHICTIO FiNTech-dipm, mo
po3MuBaTuMe KOpAOHH MK TpaaUIiHHUME
OaHKIBCHKUMU Ta HeOaHKIBCHKUMH MOCTYTaMH,
3aroCTPIOBaTUME KOHKYPEHIIII0 Ta CTBOPIOBAaTHME HOBI
JoKepena 3arpo3 sl KibepOesneku OankiB. [IpoGiema
MTOCHITIOBATHUMETRCSI THM, IO OaHKIBCHKI iHQOpMamiiiHi
CHUCTEMH CTaBaTUMYTh BCE OUIBII B3aEMOIIOB’SI3aHUMH,
omeparliiiHi mporecu — OUThII aBTOMAaTU30BaHHMH, MPU
IBOMY BXK€ HasBHa iH(pacTpykTypa iHQopMamifHUX Ta
KOMYHIKAI[IfHUX TEXHOJOTiH He Oyna po3poOiicHa 3
npiopureToM KibepOe3mekw, MO NOTpedyBaTmMe il
ajianTanii 10 HOBUX YMOB JIisUTbHOCTI.

3Bakaroun Ha 1e, (OpPMYBaHHS 3aXOMIB IS
3armo0iranHs HACTAHHIO CHTYaIlii, IO KIAaCH(]IKyIOThCS
aK  Kidep3arpo3a abo IIaxpaicTBO, € BaXIUBOIO
HAyKOBOIO Ta MPUKIANHOI 3ajadero. Y  paMkax
IOCTIKeHHsT peiTuHroBoro areHrctBa PWC VYkpaina
BHUSBIICHO, MO «... OUTBIIICTh KOPIOPATHBHUX paJ
TUPEKTOPIB HE NOTPHUMYIOTHCS MPEBEHTHUBHOTO MiIXOIy
1m0 (GopMmyBaHHS CTpaTeriii 3abe3meucHHs KibepOesneku
Yy iHBecTHLIHHMX maHiB 1i po3utky» [20]. Binrak
aKTyaJbHMM s OaHKiB YKpaiHM € CTBOPEHHSA

MPEBCHTUBHOI CHUCTEMH 3a0e3ledyeHHs KibepOesmekH,
OJIHUM 3 BXJIMBHUX €JIEMEHTIB SKOi € BHYTPILIHIH ayauT.

AHami3 ocTaHHiX JociaimKeHb i myOJsikamiid.
Baromuii BHECOK y CTAaHOBIICHHSI Ta PO3BUTOK TEOPETHUKO-
METO/IOJIOTTYHUX 3acaji BHYTPILIHBOTO ayauTy B OaHKaXx,
Ha SIKMX MaioTh Oa3yBaTHCh pO3poOKHM Yy cdepi
BHYTPIITHBOTO ayAWuTy KibepOe3meku, 3poOwim Taki
BITYM3HSHI Ta iHO3eMHi BueHi, sK: A. 'epacumorund [17],
O. Kipees [3], JI. Koctupko [5], M. Mapkesuu [11],
M. ITuceMeHHA [18], 0. CapaxmaHn [3, 5],
A. Apcran6exoB-®enopos [1], C. bank [4],
I'. Benornazosa Ta imm [2], H. Coxommuceka [22],
A. Bapakat (4. Barakat) [26], K. Poccirep (C. Rossiter)
[34] Ta irmi.

BaxmBicTh €QEeKTHBHOT CHCTEMH BHYTPIIIHBOTO
ayIMTy JUId TIONEepe/PKEHHs IIaxpaiictBa y cdepi
CJIIEKTPOHHUX OaHKIBCBKUX MOCTYr Ta iH(opMaIiitHux
0aHKIBCBKHX CHCTEM JOCHIIKyBaJio 0arato iHO3eMHEX
HaykoBliB, cepen Hux: O.x. Akinbomi (O.J. Akinyomi)
[25], A.A.Boarenr, T.0O.Boarear Ta X.Akya
(A.A. Boateng,  G.O.Boateng, H.Acquah) [27],
C.Tanpdi Ta M. Mypeman [30], . Ierpamky Ta
A. Tiany (D. Petragcu and A. Tieanu) [31], P. Canawme,
I'. Anp-Bemax, M. Anp-Hcyp 12  A. Anp-Xispu
(R. Salameh, G. Al-Weshah, M. Al-Nsour, A. Al-Hiyari)
[35], M. Vna, 3. Icmain Ta 3.M. Cigek (M. Ula, Z. Ismail,
Z.M. Sidek) [38], A.K. Ycman ta M.X. [lax (A.K. Usman
and M.H. Shah) [39] ra irmii.

[epeBaxkHa OUIBIIICTh MOCTUDKCHb IUX Ta IHIIAX
IHO3EMHHX  HAyKOBIIB  ypPaXxOBYIWOTh  crHenugiky
0aHKIBCBKMX  CHCTEM Ta 3arpo3  KibepOesmekw,
NpUTaMaHHUX KOHKPETHUM KpaiHam Ta perioHam. Tomy
OTpUMaHI HaYKOBI PE3yNIbTaTH MOXYThH JIHMIIE YAaCTKOBO
Oyrn  BpaxoBaHi  IpH dopMyBaHHI  CHUCTEMH
BHYTPILIHBOTO ayAUTY IUIs 3ano0iraHHs 3arpo3aM BTPaTH
kibepbesmeku B 6aHKax YKpaiHw.

KommiekcHi TEOPETUYHI po3podKH, 1o
OOIPYHTOBYIOTh ~ CHCTEMY  BHYTPIIIHBOIO  ayIUTy
kiOepOe3rnekn sIK IMPEeBEHTHBHY CKIAZOBY B CUCTEMIi
KiOepOe3nekn OaHKy, y BITUM3HSHIN HAayKOBIH JiTepaTypi
MPAaKTUYIHO BiICYTHI.

VBara HayKOBIIIB, B OCHOBHOMY, 30CEPEKYETHCS Ha
OKpeMux 00’e€KTaxX cucTeMH 3abe3neueHHs KibepOe3neku
6anky. Tak, O.Mensanuerkom y [12-16] mocmimkero
ayauT iHpopmManiiiHOi Oe3meku OaHky mpu poOoTi 3
CIIEKTPOHHUMH TpomnMa. OCHOBHA yBara akIEHTYEThCS
Ha  KJIIOYOBHMX  HampsMax IEpeBipKH,  30KpeMma,
opraHizaliifHO-TeXHIUHI Ta mpaBoBili 3abe3medeHoCTi
0aHKiB JuIg  3amobiraHHs — 3arpo3aM  CTabiIBLHOTO

Accounting and Finance, Ne 2 (84)’ 2019 125



(YHKIIOHYBAaHHS CHUCTEM eNEKTpOHHHX rpormei. Kpim

TOrO, JOCHIAHHK  PO3MJISAAAE METOAM  COIHANbHOT
iFKeHepii Ta crocoOu MoMepeKEHHS IIBOTO THITY 3arpo3
kibepOe3meri.

O. [lonouu Ta K. BoitHoBchbka y [19] po3pobuin
METOJIOJIOTII0 ayAWuTy ENeKTPOHHHUX TpoImeil B OaHKax
Ykpainu SIK CKJIa/I0BO1 CHUCTEMH KOHTPOJIIO
iHpopMaIifHOT Oe3meKu, 30KpeMa, HHMH BUCBITICHO
KJIIOYOB1 HAIIPSIMU ayJHTY.

Brcoko OIIHFOIOYM BKJIAJ BITYU3HSHUX Ta IHO3EMHHX
aBTOpIB y  JOCHIMKEHHS  THTaHb  3amoOiraHHs
Kibep3arpo3am B 0aHKIBCHKiH AiSUIBHOCTI, Y TOMY YHCII 3
3aCTOCYBaHHSIM BHYTPIIIHBOTO ayAUTY, CIiJI 3a3HAYUTH
Mpo  HEOOXiTHICTh TMOJAIBIIOTO TMOTJIUOICHHS —IUX
TEOPETUYHMX JIOCTIPKEHb 3 YpaxyBaHHSIM cHenuQiku
IISUTBHOCTI OaHKIB YKpaiHu.

Mera crarTi Tonsrae 'y po3poOill  TEOPETHKO-
METOJAMYHUX OCHOB CHCTEMHU BHYTPIIIHBOTO ayJIUTY
kibepOe3mekn OaHKy, 3 Oeramizamicro i CKIaJOBUX Ta
HayKOBOMY OOIpYHTYBaHHI IPHHLMUIIB (YHKIIIOHYBaHHS,
Ha OCHOBI 4Ooro MOXKHa Oylio O BHpINIyBaTH 3aBAaHHS
3abe3neueHHs €EKTUBHOTO KOHTPOJTIO KibepOe3nexu.

Memoouxa docnioscenns. JIis IOCATHEHHS MOCTaBIEHOT
METH aBTOpPaMH IIPOBEICHO CHUCTEMATWYHHN, JIOTTYHHHA Ta
NOPIBHSUIBHUI ~ @HaNl3  Ta  y3aralbHEHHS  HAyKOBOI
JITepaTypu, BUKOPHUCTAHO TaKi METOAW W NMpHHOMH Teopii
Mi3HAHHS, SK aHANi3 Ta CUHTE3, BCTAHOBJICHHS NMPHIMHHO-
HACIIKOBUX 3B’S3KIB PO3BUTKY MpOLECIB Ta SIBHIII,
TaOMMIHUN Ta TpadiTHUI METO/HL.

Buxknag ocHoBHOro Martepiaay. 3Baxaiodyu Ha
3pOCTaHHS 30BHIIIHIX Ta BHYTPIMIHIX 3arpo3, IIo
BIUIMBAIOTh Ha piBeHBb KibepOesmekw OaHKIB YKpaiHH,
rocrasna HEOOXIqHICTb po30ynoBu CHUCTEMH
BHYTPILIHBOTO AayAUTy $IK NPEBEHTHBHOI CKJIAaIOBOi B
cuctemi kibepOesmeku. Ilapagurma mpeBEeHTUBHOCTI
peai3yeThCsl Ha OCHOBI HE3aJICKHOT Ta 00 €KTUBHOL
OIIHKH TIOTOYHOTO PiBHSA 3aXHUIIEHOCTI OaHKy Bif
30BHIIIHIX Ta BHYTPIIIHIX Kidep3arpo3, po3poOKH
pEeKOMEHJaliii 3 YCYHEHHS BUSBICHHX HEIONIKIB Yy

AyauT, aHani3s i KOHTpPoONb
cucreMi 3abe3nedeHHs KidbepOe3neKkn Ta MOHITOPHHTY iX
CBOEYACHOTO BIIPOBAPKEHHSI.

BHytpimHil ayaut kibepOe3nekun 0aHKy MPOMOHYEMO
pO3MIIAAaTH SK IEepioIMdHy CHCTEMY 300py Ta OLIHKH
iH(opMaIlil UIT BUSHAYCHHS TOTO, YX 3a0€3MEYyIOTh BCi

cucTeMrd  0aHKy  HaleXHHH  CTaH  3aXHUIIEHOCTI
iHpOpMaIIHHUX aKTHBIB Ta iHopmaniitHoi
HPPACTPYKTYPH, 30epeKeHHS BIIACTUBOCTEH

inopmariiHux akTHBiB (IOCTYITHOCTI, MLTICHOCTI YH
KOH(INEHIIHHOCTI) HA LLIBOBOMY pPiBHI BiANOBIHO M0
BCTAQHOBJICHUX KPHUTEPilB B yMOBax IMOCTIHHOTO BIUTHBY
30BHIMIHIX Ta a00 / BHYTPINIHIX 3arpo3 3 JOTPUMAHHAM
BHUMOT HalliOHAIFHOTO Ta MDKHApPOIHOTO 3aKOHO/IaBCTBA.

CucreMy BHYTPIIIHBOTO  aymUTy  MPOMOHYEMO
pO3TJIsIaTH K HEBIUIUIBHY CKIQJOBY 3a0€3MeYCHHS
kibepOe3mekn OaHKy, IO SIBISIE COOOI CYKYITHICTH
B3a€MOIIOB’I3aHUX €JeMEHTIB (LIl Ta 3aBaaHHs, 00’ €KT,
Ccy0’ekT, MexaHi3M), W0 (YHKIIOHYIOTh Ha OCHOBI
3aTaIbHAX Ta CIICLIUIBHAX NPHHIHUIIB Ta JO3BOJSIOTH
00’€KTHBHO OI[IHUTH PIBEHb 3aXUIIEHOCTI Ta 30€peKeHHS
BIIACTUBOCTEH HpOopMaLiitHIX AKTUBIB Ta
iHpopMmamiiHol  iHpacTpykTypun OaHKy B yMOBax
MOCTIffHOTO BIUIMBY 30BHINIHIX Ta abo0 / BHYTPINIHIX
3arpo3, a TakoXX IOTPHMaHHS BUMOT HaliOHAJBHOTO Ta
MDKHapOJIHOTO 3aKOHOJIaBCTBA.

O0’ekTaMM BHYTPIIHBOTO aymuty € iHdopmaniiiai
aKTHBW — MarepialibHi a00 HeMmaTepianbHi 00’ €KTH, IO €
iHpopMartieto abo MIcTATh iH(dOpMalLlito, CIYrylOTh IS
00po0OKw, 30epiranHs abo nepenavi iHGopMarlii Ta MarOTh
IIHHICTH AJ1s1 OaHKY.

Jus QopmyBaHHS  00’€KTHOTO cepefoBUILa
BHYTPIIIHBOTO  aygWTy B cucTeMi 3a0e3medeHHs
kibepOe3nekn OaHKy HEOOXiTHO BpPaxOBYBaTH 3arposw,
0 TEHEepYeThCcAd SK 30BHIMIHIM, TaK 1 BHYTPIIIHIM
cepenoBuiieM (tab. 1).

Iepenik cmoco6iB pearizallii 3arpo3 KidepoOe3meku
0aHKy, Ha SIKMX Ma€ KOHIICHTPYBATUCh ayIHT, HABEACHO B
TabuIli 2.

Tabnuys 1
Kaacugikanis 3arpo3 kiéepoe3nexku 6aHKy
O3Haka Bun 3arpo3u
1 2
— BHyTpiliHi (BTpara, 3HHMILICHHS, BHUKPAACHHS, BHUKPHUBICHHS ab0 pO3rOJONMICHHS

3a Kepenom

iHdopmartii, BUTIK iHpOpMAILIii);
—30BHiHI (Mogudikalis 3MiCTy, MOpPYIIEHHS KOH(MIISHUIHHOCTI, MOPYIUISHHS JOri4HOT
LLTICHOCTI, MOPYIICHHS MpaB BIACHOCTI Ha iH(GOPMAIi0, TOpYIIeHHs (PI3MYHOI IITICHOCTI,
MPUPOAHI Ta TEXHOT'CHHI KaTacTpodu, IO IMOPYIIYIOTh HOPMAIBLHUI PEXUM POOOTH
iH(pOPMAIITHIX CHCTEM TOII[O)

3a MOXOMKEHHIM

— 00’ekTUBHI (IIPHPOJIHI), MIO XapaKTEPU3YIOTHCS BIUIMBOM Ha 00 €KT 3aXHCTy (i3MYHUX
nporeciB 200 CTUXIHUX MPUPOAHUX SBUII, IO HE 3aJI€KATH Bifl JIIOIHY;

— cy0’€KTHBHI, 110 XapaKTEPHU3YIOTHCS BIUIUBOM Ha 00’ €KT 3aXHCTY AiSIIBHICTIO JIFOJUHU;

— pe3ynbTaTH CoiaabHOI itkeHepil ((imuHr, papMiHT, MPETEKCTHHT, CKPIMIHT Ta iH.)

3a cTymeHeM BILUIMBY Ha
iH(pOopMalLliiiHy cHCTEMY

— macuBHi 0e3 BIUIMBY Ha CTaH iHOOPMALIHHOI CHCTEMH;
— aKTHBHI 3 MOPYIICHHSAM HOPMaJIBHOTO Iporiecy (YHKIIOHYBaHHS iH(opManiifHOi cucTemMu
OaHKy

3a uinecnpsMOBaHICTIO

— HEHaBMHCHI (IIOMHJIKOBI, BUIIAKOBi, HeoOayMaHi, O€3 3JI0r0 HaMmipy Ta KOPUCIMBUX
1ijei) aii nepcoHany Ta KOpUCTyBadiB OaHKIBCHKHMX IOCIIYT,
— HaBMHUCHI (B KOPHCJIMBUX LUISX, 3 MPUMYCY TPETIMH 0c00aMH, 3i 3IMM YMHCJIOM TOILIO)
HepcoHaly, KOPUCTYBadiB OaHKIBCBKMX MOCIYTr, 3JOYMHHHX Tpynm Ta (OpMyBaHb,
TOJIITHYHHX | eKOHOMIYHHX CTPYKTYP, @ TAKOXK OKPEMHUX 0ci0
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Ipooosocenns mabn. 1

1 2
— PO3TOJIOIIEHHS;
3a criocoboM peaiizarrii — BUTIK;
— HECaHKI[IOHOBaHH1 TOCTYII.
. — peabHi;
3a cryneHeM cpopMOBaHOCTI N
— IIOTEHIIHI.
3a MOXKJIMBICTIO — IPOTHO30BaHi;
MIPOrHO3YBaHHS — HE MPOTHO30BaHi;
— peajbHa;
. .. — IMOBIpHa;
3a HMOBIPHICTIO BUHUKHEHHS . .
— MaJoOWMOBIpHa;
— HEelMOBIpHa.

3a XapakTepoM BILIUBY

— siBHA, TIpsiMa (3arpo3u, pearizallis IKUX mopyluye Oe3nexy iHhpopMaLiiiHUX aKTHBIB);
— HesIBHA, OIOCEpEeKOBaHa (3arpo3u, [0 CTBOPIOIOTH YMOBH Ul MOSIBH IIPSIMHX
3arpos);

3a maciTadaMu HaCIIiaKiB

— KaracTpodiyHi;
— KpUTHYHI;

— cepeHi;

— HE3HAYHI.

3a MOXKJIMBICTIO HEUTpai3awii

— MOXKIIUBO HEUTpaJIi3yBaTH;
— MOYKJIUBO YaCTKOBO HEHTpaTi3yBaTH;
— HEUTpasi3yBaTH HEMOXKJIUBO.

Ioicepeno: pospobaeno asmopamu na ocnosi [, 9].

Tabnuys 2
Iepeaik cnoco6iB peaJizauii 3arpo3 kidepoe3neku 0aHKy

PiBHi kibepOe3nexn

Crniocodu peanizartii 3arpo3

®izuuHmMif piBeHb

— BUTIK iH(OpMAIIii;

— 3HUIIECHHS / pyiHyBaHHs / AUBEpCii;

— HECaHKIIOHOBaHUH (DiI3MYHUI JOCTYII;
— po3kpaznanHs / KpaabKka.

MepexeBHii piBeHb

— aTaKy «BiMOBa B 00CITyroByBaHHI»;

— BIPOBADKCHHS allapaTHUX 3aKIIaJI0K;

— IiIMiHa JOBIpEHOro 00’€KTa Mepexi Ta Iepefada 3a KaHaJaMH 3B’s3Ky, IOBIOMIIEHb Bix HOro
IMeHI 3 IIPUCBOEHHAM HOTO IIPaB JOCTYILY;

— NOpPYIICHHS MITATHUX PEXHUMIB POOOTH MEpEeKeBOro 00IaIHAHHSL.

PiBeHb MepexeBux
JIOJATKIB 1 CepBICiB

— aHaui3 Tpadiky;

— aTaK¥ «BIIMOBA B 00CITYTOBYBaHHI»;

— BUKOPHCTAHHSI CIEIiaTi30BaHUX TIPOTrpam;

— BIIPOBAJKEHHS IIKINTUBOTO MPOTPAMHOTO 3a0e3IeUeHHS;

— MOPYILIECHHS ITaTHUX PEXKUMIB POOOTH MEPEIKEBUX JTOIATKIB,;

— CKaHyBaHHS MEpEXi, CIpsAMOBaHE Ha BUSBICHHS BIIKPUTHX IIOPTIB Ta CIYXO0, BIOKPUTHX
3’€HAHb.

PiBeHs omepamiifHux
CHCTEM Ta CHCTEM
yIIpaBJiHHS Oa3zamu
JaHUX

— KOITIFOBaHHS;

— KpaJikka / BTpara mapoJiis;

— Moxudikarist / BUTATCHHS JaHHUX;

— HerpaBuiIbHa (HEMOBHA) KOHDIrypallist ccTeM 3axucTy iH(popMarii;

— HECAHKIIOHOBAHU I JIOTIYHUIA JOCTYII [0 ONepaliifHuX cicTeM/ CHCTEM YIIPaBIiHHS Oa3aMu JaHuX
3 BUKOPUCTAHHSM CIIEIiaTi30BaHOT0 IPOrPaMHOro 3a0e3MeYeHHS;

— MmiZiMiHa 1IeHTU(IKATOPIB KOPUCTYBAYa,

— NOMIMPEHHS IIKIIJIMBUX MIPOTPaM.

PiBeHb OaHKIBCHKHX
TEXHOJIOTTYHUX
MPOIIECiB Ta Mporpam

— Mmopudikarist / BUIATCHHS JaHHUX;

— PO3MOBCIO/DKEHHs / TIepeiaya JaHuX;
— YK JTIOKyMEHTIB,;

— KpaJiKKa IOKYMEHTIB Ta KapTOK;

— KpaJiKKa MapodiB.

PiBens OizHec-
MPOIIECiB

— caboTrax;
— XaJIaTHICTH Ta IOMUJIKH,
— MIKITHULTBO.

Horcepeno: pospobneno asmopamu.
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3Bakaroul Ha 30UIBLICHHS KIUTBKOCTI omnepauiiiHux
MPOIIECIB, y TOMY YHCII KIOYOBHUX, L0 HEPEIAIOTHCS
CTOpOHHIM  oOprasiamismM  (HampuKiaja,  iHTEpHET-
mpoBaiiiepy, WIAPSIIHUKA, IO 3HIACHIOIOTH MOHTaX
oOnajHaHHS), 3pOCTa€  3aJEKHICTH  OaHKIB  BiA
kibepbe3mexkn X cTopiH. Y BiINoBigs Ha 1e, B OaHKY
Mae Oyru  mepembadeHa  MOXKIHUBICTE  ayguTy
KibepOe3mnekn CTOPOHHIX OpraHizaiii s 3a0e3reueHHs
TOro, mO0 iX MISUIBHICTG BIAMNOBIZajda BCTAHOBJIEHUM

CTaHJapTaM Ta HE CTBOpIOBala 3arpo3d BTPaTH
Kkibepbesmex.

Jlo peamzauii 3aBgaHp BHYTPIIIHBOTO — ayJIUTy
KiOepOe3rnekn JIONy4aeTbesi CIy)K0a  BHYTPIIIHBOTO

ayauTy OaHKy. AYIHT TaKOX MOXe OYTH MPOBEICHO
HUISXOM  3aJy4eHHs FOpUANYHEX /[ Gi3MYHUX 0ci0 13

AyauT, aHani3s i KOHTpPoONb

HaJICKHUM piBHEM KOMITIETEHIIT Ta JIOCBITY
(ayrcopcumr).
Cnigx  HaroJoCUTH Ha  TOMYy, IO  CiIyx0a

BHYTPIIIHBOTO ayOUTy € TPETHOIO JIHIEI 3aXHCTy BiX
KiOep-pu3uKiB, NpH IBOMY He Oepe Oe3mocepeaHboi
ydacTi B YIOpaBliHHI HHMH, a il pOJIb 3BOAUTHECS IO
OIIIHKH aJIeKBaTHOCTI CHCTEMU 3a0e3neueHHs
KibepOe3mneku IiisiM Ta 3agadaM OaHkKy [24], owuiHkm
3araibHOi €(PEeKTHBHOCTI i, 10 BUKOHYIOTHCS TIEPIIOI0
Ta JAPYror0 JiHIAMHU 3axucTy (MiAPO3ALTH MEHEHKMEHTY
Ta iHpopMaIliiiHoi 6e31eKH, BiAMOBIAHO) B YIPABIiHHI Ta
3HI)KEHHI PU3UKIB KibepOeseKH.

B3aemo3B’s130k Cy0’ €KTIB 3a0e3MeveHHs
kibepOe3mnekn OaHKy 31 CITy»00I0 BHYTPIITHBOTO ayTUTY
HaBEJICHO Ha PUCYHKY 1.

Crpateriyauii piBeHb

TakTnuHuii piBeHb

OnepauiiiHuii piBeHb

KonerianpHi kepiBHI opranu

Mepexa ¢iniit. biznec-

CrocrepexHa paja «

Kowmirern 3 ynpasininas
iHpopManiliHOIO 6e31eKoI0

migpo3au. JlonoMibKHi
migpo3aum. KazHauelcTBo

[paBninHs

Uiren [lpaBminHs, SKWii Kypye Ilinposain 3 ympastiHHs
pHU3UKaMu
PH3HK MEHEPKMEHT
. A —

Cay:x0a BHYTPilIHbOI0 ayIUTYy
1

Puc. 1. Opranizaniiino-ynpasJincbKa migcucrema 3ade3neveHHs Kidepoe3neku 0aHKy

IDicepeno: nobyoosano asmopamu.

OTxe, BHYTpIIHIA ayauT KibepOesnekn Mae
COpPSAMOBYBAaTHCh Ha OLIHKY €(QEeKTHBHOCTI CHCTEMH
3a0e3neueHHs KibepOes3neku I TOro, o0 BU3HAYHTH,
YM BIAMOBIIAE BOHA CTpATErii Ta IAM HisUTbHOCTI OaHKY
Ha PUHKY B MMOTOYHUX yMOBax Kibep-exocucremu. st
JIOCSITHEHHSI TTOCTaBJICHOT METH CJIii BUKOHATH 3HAYHY
KUTBKICTH pI3HOCTIPIMOBaHMX 3aBJaHb, a came [19, 21,
28, 30, 32]:

— MIEPeBIpUTH  BINMOBIOHICTH HASBHOI  TMOJITHKH
KibepOe3nekn YHHHOMY 3aKOHOJABCTBY, MDKHAPOIHHUM
CTaH[apTaM Ta PEKOMCHIAIIISIM;

— BUSBUTH HENONIKM Ta OI[HUTH €(eKTUBHICTh
TIOJITUKK KibepOe3nekn 0aHKy, BHYTPIITHbOOAHKIBCHKHX
CTaHJAPTIB, PETIAMEHTIB Ta IPOLEYD;

— OLIIHUTH MOTOYHHI piBCHB 3aXHUIEHOCTI
iHpOpMaIIHIX aKTHBIB OaHKY;
—IPOBECTH  aHANI3  pPH3HKIB, TIOB’S3aHUX 3

MOXJIMBICTIO peaii3ailii 3arpo3 KibepOe3meKku o0
iH(pOpMAaLifHIX aKTHBIB;

— OIIIHUTH  e(EeKTUBHICTH
pHU3HKaMH;

yIpaBiiHHSA — Kibep-

—Ha OCHOBI pe3yJbTaTiB aHAIITHYHOI poOOTH
BHSIBUTH MOJKJIMBI BPa3JIMBOCTI iH(GOpPMAIIfHIX aKTHBIB
0aHKy 70 3OBHIIIHIX Ta BHYTPIMIHIX 3arpo3 BTpaTH
KibepOe3mneKy;

— BUBYHTH HasiBHI 3ac00M KOHTPOITIO KibepOe3meku 3a
OTepaliiHUMH, aMIHICTPATUBHUMH Ta YIPaBIiHCHKUMHU
acTmeKTaMH, 3a0e3neduTH eQeKTHBHE BHKOHAHHSA HOPM
KibepOe3neku Ta BIJIIOBIIHICTE BCTaHOBJICHUM
CcTaHAapTaM KibepOe3neKu;

— pO3pOOHTH peKOMeHJalil INOJ0 BIPOBAIKECHHS
HOBUX Ta IMiIBUIIEHHS  ©(EeKTUBHOCTI  HasBHHX
MeXaHI3MIB 3a0e3MeueHHs KioepOe3meKH.

VY 4uCHo0 NOAAaTKOBUX 3aBIaHb CIY)XOM BHYTPIIIHBOTO
ayoUTy MOXYTh TaKOXX BXOJWUTH pPO3pOOKa IONITHK
KiOepOe3neky Ta iHIMX HOPMAaTHUBHUX JOKYMEHTIB LI0JI0
3axucty iH(pOpMaliiiHUX aKTHBIB Ta y4acTh B iX
BIIPOBA/DKEHHI; IIOCTAHOBKA 3aBJaHb JUIS [IEPCOHAITY, 110
CTOCYIOTBCSl 3a0e3ledeHHsl 3axucTy iHpopMauiiiHuX
aKTUBIB Ta TOTMEPEDKEHHS peani3amii BHYTPIIIHIX Ta
30BHIIIHIX 3arpo3 KidepOesmeni; y4acTb Yy HaBYaHHI
nepcoHany y cdepi 3abe3neueHHs kibepOe3nekn OaHKY
romio [19, 21, 28, 30, 32].
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JlocarHeHHsT WX HiIed Ta 3aBIaHb 3a0e3MEUyETHCS
Yyepe3 CTBOPEHHS Ta IOCTIHHY MOJEpHI3alil0 MeXaHi3My
BHYTPIIIHBOTO ayaHUTy KiOepOe3meKH.

VY3araipHIOIOYM PO3POOKM HAYKOBIIB, MeXaHi3M
BHYTpIIIHBOTO  aymuty y cdepi  3abe3mnedeHHs
KibepOe3mekn TMPOIOHYEMO BH3HAYATH K CYKYITHICTH
METOJ0JIONYHOT, METOAUYHOI Ta TEXHIYHOI IiJCHUCTEM,
oo 3a0e3NneuyroTh iIeHTHU(IKAII0 Ta CTPYKTYypH3aIlio
00’€eKTiB, IMOCTAaHOBKY LiJIel Ta 3aBAaHb, BHOIp METOMIB
Ta MpOLENyp JUIl OTPUMAHHS JOCTATHIX Ta HAJIEKHUX
ayJIMTOPCHKUX JIOKA3iB, SKi JO3BOJIAIOTH apryMEHTYBATH
BUCHOBKM Ta  pEKOMEHAalil Juisi  3a0e3ledeHHs
HeoOXimHOTO piBHA KibepOe3mekn OaHKy, SK 1€
IIPE/ICTABIICHO HA PUCYHKY 2.

Le#t wmexanidM Mae (yHKIIOHYBaTH Ha OCHOBI
CHCTEMH MPUHIUIIB BHYTPIUIHEOTO ayauty. [Ipu mpomy
3arajbHi IPUHLUIKA BHYTPIIIHHOTO ayJUTY 3aJHIIAI0THCS
BXIMBUMU. [IpH CTpyKTypH3allii NPUHIKIIB BBAKAEMO
3a joniiebHe BHKopucToByBatd minxinm FO. CmobonsHuk
Ta BUAULATH:

— OCHOBOTIOJIOKHI ~ NMPHWHIHWIK, IO  BiIOWBAIOTH
CYTHICTh BHYTDIIIHBOTO ayIUTy SIK CYCIIUIBHOTO SIBHINA
(TeopernuHa cKIag0Ba): HE3ANEKHICTh, 00 €KTHBHICTS;
CHCTEMHICTB, KOMIUICKCHICTB; KOMIICTCHTHICTB;
e(eKTHBHICTS;

— METOZOJIOTIYHI MpPUHIMIIK, [I0 € OCHOBOIO HOro
MPaKTHKH:

1) npuHIHTH
00’ €KTHUBHICTE,
KOMIIETEHTHICTE,

2) MPUHIUITH oprauizarii:
OTIEPATHBHICTb; IUTaHYBaHHS |
JOKYMEHTALLisl; KOMYHiKallist [6].

OkpiM HaBEACHWX BHIIE MPUHIMIIB, JOILIBHO
BpaxOBYBaTH TaKOX OUIBIN crenudiuHi TPUHIUIIH,
OpIEHTOBaHI Ha ayaIuT B CHUCTeMi 3a0e3meucHHS
kibepOe3mnexn GaHKy:

— aKTYalbHICTh: BIIIOBIIHICTE MeXaHi3My
BHYTPIMIHBOTO ayAWTy YWHHIA HOPMAaTHBHO-TIPABOBIH
0a3i, MDKHapOJHHM PEKOMCHIAIlISIM Ta CTaHIapTaM Ta
Kibep-exocucremi;

— TIOBHOTA. ayIUT Ma€ OXOIUTIOBAaTH BCi 00’€KTH Ta
chepu aynuty kibepOesmeku, BpaxOBYBaTH BCi 3arpo3u
Ta (pakTOpW, IO MOXKYTh BIUIMHYTH Ha €(QEKTHBHICTH
MexaHi3My 3a0e3IeueHHs KibepOe3nekn OaHKy;

— HaOiffHICTh.  HAsBHI  MIJACHCTEMH  MEXaHI3MY
BHYTPIIIHBOTO ayJUTY JO3BOJSIOTH 3pOOHUTH TOCIIIOBHY
OIIIHKY KiOep-pu3uKiB a00 BUMIpIOBaHHS 00’ €KTa ayuTy
Ta OOTIPYHTYBaTH ayAUTOPCHKI BUCHOBKH;

— IEepIOMYHICTh BiIIIOBIIHO JO LUICH BHYTPIIIHEOTO
ayauTy. e(eKTHBHA CUCTEMa BHYTPILIHBOTO ayIUTy Mae
nependavyaTH MOXJIMBICTh IPOBEJCHHS MOTEPEAHBOTO,
PEryIsIpHOTO, BHIMAAKOBOTO Ta HidHOTO (HEpoOOUYOro)
aynuty [21, 23, 29, 32, 36].

BucnoBkn. 3a  pesympTaraMuM  JOCIHIDKEHHS
BHSIBJICHO, M0 JIaHAMAPT KiOep-eKOCHCTeMH TOCTIHO
3MIHIOETbCS, CTBOPIOIOYM  HOBI  3arpo3W  BTpaTH
Ki0epOe3rnekn OaHKIB Ta MPU3BOASYU A0 3POCTAHHS PIBHS
Kibep-pu3ukiB. Y IMX yMOBax OaHKA MalOTh MaTH
e(eKTHBHY CHCTeMy 3a0e3leueHHsT KiOepOe3meKu s

YECHICTB,
npodeciiina

mpodeciiHol  eTHKU:
KOHQIACHIIIHICTS

CHCTEMATHYHICTE,
30aJIaHCOBAHICTD,

AyauT, aHani3s i KOHTpPoONb

YCYHEHHS HAasBHHX Ta IIOTCHIIfHMX 30BHIMNIHIX Ta
BHYTPIIIHIX 3arpo3.

BaxumBy poip UId  TomepeKeHHS Kibep3arpos
Bimirpae BHYTPINIHIA aymuT, MO Hamae 00 €KTHBHY
OILIIHKY IIOTOYHOMY piBHIO KiOepOe3neku B OaHKY,
BUSIBIISIE CIIa0Ki Miclsi B CHCTEMI 3a0e3IedeHHs
kiOepOe3nekn Ta ympaBiiHHS —KiOep-pu3ukamu Ta
BHPOOIIsiE peKOMEHAIIi 010 1X YCYHEHHS.

BaytpimHiii ayauT KiOepOe3neku BH3HAYEHO SK
NepioJuYHy cucreMy 300py Ta OLiHKM iH(opmanii ajs
BU3HAYCHHS TOrO, Y 3a0e3MedyroTh BCi CHCTEMH OaHKy
HaJISKHUH CTaH 3aXUINEHOCTI IHPOPMAIIfHUX aKTHUBIB Ta
iHpOopManiiHOT IHppacTpyKTypH, 30epexeHHS
BJIACTUBOCTEH iH(GOpPMALIHHUX aKTUBIB (HOCTYMHOCTI,
[iTiCHOCTI UM KOH(DimeHIifiHOCTI) HA MUTLOBOMY piBHI
BIIIIOBITHO /IO BCTAaHOBJICHUX KpHUTEPiiB B yMOBax
MOCTIfHOTO BIUIMBY 30BHIMIHIX Ta abo0 / BHYTPINIHIX
3arpo3 3 JOTPUMaHHSIM BHMOT HAI[IOHAIBHOTO Ta
MDKHapOJTHOTO 3aKOHOJIaBCTBA.

ABTOpPM BH3HAYWIM, IO CHCTEMa BHYTPIIHHOTO
ayauTy — KibepOe3mekn — sIBISiE  COOOI0  CYKYIHICTB
B3a€MOIIOB’I3aHUX €JeMEHTIB (I[UIi Ta 3aBaaHHs, 00’ €KT,
cy0’€eKT, MexaHi3m), 110 (YHKI[IOHYIOTh Ha OCHOBI
3arajJbHUX Ta CIHEIIAIbHUX IMPHUHIMIIB Ta JIO3BOJIAIOTH
00’€KTHBHO OIIHUTH PiBEHB 3aXHUIICHOCTI Ta 30epeKeHHS
BIIACTUBOCTEN iHopManiitHux aKTHBIB Ta
iHpopMmamiiHol iHpacTpykTypun OaHKYy B yMOBax
MOCTIHHOTO BIUIMBY 30BHIIIHIX Ta a00 / BHYTpIlIHIX
3arpo3, a TakoX JOTPUMAaHHs BUMOI HallilOHAIBHOIO Ta
MDKHAPOTHOTO 3aKOHO/IaBCTBA.
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