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3ABOAHHA 3AXUCTY HALIOHAIBLHOIO IIj¢OPMALI,II7IHOFO NMPOCTOPY
3A 4OCBIAOM BEAEHHA r6PUAHOI BIMHU P® HA CXOAl YKPAIHU

Y emammi npoananizosano ingopmayitini mexnonoeii, siki 3acmocogysanucst P@ nio yac eedenns 2ibpuonoi
sitinu Ha Cxo0i Ykpainu. Busnaueni 3a80amnHs, siKi He0OXIOHO supiwumu 0Jisi 3aXUCmy YKpaiHCcbKo2o iHghopmayiiHo-
20 NPOCMOpy Ma 8U3HAYEHO 0COOIUBOCI 3a0e3neyenns iHghopmayiinoi be3neku 8 Ykpaiui na cyuacnomy emani.

Knrouosi cnosa: ingopmayitina besnexa, ingpopmayitini mexunonoeii, 2ibpuona gitina, Yxpaiua.

BcTyn

IMocTanoBKka mnpobaemMu. AHadi3 JiTepatypu.
Cremudika aiit Pociiicekoi ®eneparii (PD) B ribpumiit
BiliHI, fIKa, TIOEIHYIOYH MITITAapHi, KBa3iMiJiTapHi, AUII-
JomaruyHi, iH(pOpMaliifHi, €KOHOMIuHI 3aco0u, He
rpe0yloun SIIEpHUM INaHTaKeM, SCKPaBO JEMOHCTPYE
HaMaraHHs JOCATTH B YKpaiHi Ta B IHIIMX KpaiHax
CBITy BJACHHX, HE 3aBXIH 3PO3YMUIMX MiKHApPOIHII
CIIUIBLHOTI MOJITUYHUX LiJIEH.

Topuaauii iH(GOPMAIIHHO-MEIIHHUI XapaKTep po-
ciiicekoi arpecii Bxe cranoM Ha 2014 pik TIOBHOIO Miporo
BUSIBUB HETIPUITYCTUMO CJIaOKi mo3uiii Ykpainn B 3a0e3-
neyeHHi BacHol iHpopMaliiiiHoi 6e3nexy, 30kpema [1]:

1) kpuTHYHA KiTBKICTH Mejia, sKi mepebyBaroun B
iHpopMaliiiHOMy mpocTopi YKpaiHH, TOpPYLIyIOTb il
3aKOHH Ta 3arpOXKYIOTh 11 HAI[lOHAIBHIHN Oe3merti;

2) HEZIOCTATHLO 3aXHMINEHMH Bil HETILIEH30BaHMX
TPaHCILINA BITYM3HSHUN TeJIepaaionpocTip, crabinbHe
TEXHIYHE MOKPHUTTS SKOTo M NOCI € 3HAYHO MEHIIHMM 32
TEPHUTOPIFO IepkaBu (HAaBiTH O€3 ypaxyBaHHS OKyIOBa-
HUX PaioHiB);

3) HeaseKBaTHA BHMOTaM 4acy CHCTEMa HOPMATHB-
HO-TIPaBOBOTO Ta {HCTUTYIIHHOTO 3a0e3Me4eHHs] PO3BUTKY
iH(pOopMaIiifHOI cepH, 30KkpeMa, BIACYTHICTh KOHIIETITYa-
JIBHOT JISpyKaBHOT ITOJITUKY iH(QOpMAIIiHHOT Oe3neKy;

4) HegocraTHbO (haxoBa, CIa0KO OpraHizoBaHa i
HAATO 3ajekHa Bim BiacHWKIB 3MI skypHamicTChKa
CIIUILHOTA;

5) 6pak mieBHMX iHCTHUTYIIi Ta MEXaHi3MiB ormepa-
TUBHOT'O pearyBaHHs Ha iHpoOpMalliliHi 3arpo3u sIK TeX-
HIYHOTO, TaK 1 IICHXOJIOTIYHOTO XapaKTepy.

Bce ue cBimunTh, mo craHom Ha kineup 2013 poky
B YKpaiHi IpakTHYHO HE OYyJI0 HiTICHOI CHCTEMH 3aXHC-
Ty HalliOHAJIBHOTO MEIIHOTO i, 30KpeMa, Telepamioin-
dhopmariiitnoro npocropy. Cepen iHIIOro, e MPU3BO-
JHJIO IO CTBOPEHHS YMOB IUISl MAacOBOI Ta Oe3MeperKo-
THOI TpaHCIAUIl ayAioBi3yalbHOTO TPOIYKTY, 3MiCT
SKOTO TIPSIMO TIOPYLIyBaB 3aKOHOJABCTBO YKpaiHH y
chepi iHpopMaliiHOT OE3MEKH.

Crinx 3a3HaYMTH, O TEMa 3aXHUCTY 1 PO3BHUTKY Ha-
[IOHAJIBHOTO iH(OPMaNifHOTO MPOCTOPY BXKE KiJbKa
JIECATHIITD € MPHUBOJIOM JUIsl 3allCKJINX HAayKOBHX JIHC-
kyciit. Ii pospobmsnu Taki 3akopjonni daxipii, sk

M. Kacrenbe, A. Moib, 3. Bikesuncekuii, @. Xoddmas,
A. Bopdonomees [2-6] Ta 6araro inmmx. It mpobie-
MaTHKy aKTUBHO JOCII/DKYIOTH 1 BITYM3HSHI HayKOBLI.
30kpemMa, nHHUTaHHAMH 3abe3rnedeHHs i1H(OpMaliiiHOT
Oesmekn nepkaBW TpuCBsAYeHI mparni B. opOymiHa,
B. omapesa, B. Octpoyxosa, B. Ilerpuka, I'. Camyxka
[7-12] Ta iHmux.

BomHodac HeoOXimHuil piBeHb iH(pOpMAmiHHOL
0e3MEKN rapaHTy€eThCsl KOMIUICKCOM 3aX0liB (HOpMaTH-
BHO-TIPABOBHX, OPTraHi3allifHIX, TEXHIYHHUX) COIPAMOBA-
HUX Ha 3armo0iraHHs, BUSABJICHHSA W HEHTpaTizallito THUX
oOcTaBwH, (pakTOpiB i Ail, IKi MOXYTh 3aBJaTH 30UTKIB
YM 3aIIKONTH peaizalii iHpopmaliitHux npas, norped
Ta iHTEepeciB KpalHH 1 T rpoMasiH.

3a3HaueHe HaOyBae OCOOJIHBOI AaKTyalbHOCTI B
YMOBax POCIHCHKOI arpecii Ta (pakTHYHOT BIICYTHOCTI B
VYkpaini HamioHaabHOI cuCTeMH 3abe3mnedeHHs iHdop-
MamiiHoi Oe3neKH.

Metorw crTaTTi € aHami3 iHPOpPMALIHHIX TEXHO-
JIOTiH, sKi 3actocoBye P® y ribpuaniii BiifHI mpotu
Ykpainu, Ta BU3HAYEHHS 3aBJAaHb I0JI0 3aXUCTY HAIlio-
HaJILHOTO 1H(OPMAIIIfHOTO POCTOPY.

Buknag ocHoBHOro martepiany

[Hopmaniiini 3axomm, sSK CKIANOBI TiOpUAHOT
BiiHM P® mportu YkpaiHH, 110 NPOBOJATHCS ILIIXOM
3aCTOCYBaHHS MaHINYJISTUBHUX TEXHOJIOTIH, GOPMYIOTh
iH(pOpMaIiiHe 1MoJIe Ta BU3HAYAIOTh BEKTOP CIIPHAHATTS
HACCJICHHSIM KpaTHHU THX YM 1HIITUX TOJIH.

3a pesymnpratamu coronutyBaHHs [13], KokHUIt
perioH Hamoi nepkaBH repedyBae mif pisHUM iH)OP-
MauiiHuM BIuBOM. OQHHMM 13 3aBIaHb I[OIO JOCIII-
JoKeHHs1 OyJo 3’scyBaTH, KOMY BiJJIalOThb IIepeBary
tenermagadi Cxony Ykpainm. Otmxke, Ha JloHOaci Kinb-
KICTh TEJErIAJauiB IOJITHYHUX HOBHMH TeJCKaHaIiB
«Iutep», «Ykpaina» cranoButh 60 %, pociiicbkux HoO-
BuH — 78 % risimanbkoi aymuropii. Came cepen risija-
4iB [IMX TeJEKaHajiB OIMMHUIOCS OUIBIIE THX, XTO XOTIB
6u 00’ equaTHcs 3 Pociero.

[MTokputTst I’ATH HaWOUIBII PEHTHHTOBHX YKpaiH-
cekux TenekanamiB  («1+1», «IHTep», «VYkpaiHa»,
«CTB», «ICTV») Ha TepuTOpisfX, MiAKOHTPOIBHHUX
«JIHP» Ta «JIHP», 3HauHO HMXKUe, HIXK Ha PELITi TepH-
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topi#t [liBmas Ta Cxony Yxkpainu. HatomicTs pociiichki
kananmn («PTP», «<HTB» ta «OPT» ) Tam Moke mepe-
DISAIATH KOXKEH APYTHH KUTenb. Sk mpuknan, ocoOmm-
BUi MemiananamadT MatOTh TEPUTOPIl, OJIM3bKI 10 JIiHIT
(dporTy. MicueBy MeniifHy iHQpacTpyKTypy Tam 3pyi-
HOBAHO; TIOKPUTTS TEJIEBI31IMHUM CUTHAJIOM HEJOCTATHE,
HATOMICTh € JOCTYIl IO NPONaraHJUCTChKHUX JDKEpe
Tak 3BaHUX «/JHP» Tta «JIHP» — BigmoBigHO mOBipa o
HarioHaeHUX 3MI € nyxe Hu3bKor. YacTka Jroneit
(24 %), onuranux Ha JlonOaci, mepekoHaHi: «YKpaiHa
He3JaTHA MOJO0JATH ICHYI0Ul mpoOjIeMH Ta TpPyXHOII»,
1110 CBiIYHUTH MPO MECUMICTHYHI HacTPOi periony [14].

Pe3ynbTaTl iHIIOTO COIIOJIOTIYHOTO JOCIIIKESHHS
[15], mpoBeneHoro KuiBChbKMM MiKHAPOIHHM IHCTHTY-
ToM cormionorii (6epesers 2015 poky) Ha 3aMOBIIEHHS
TpOMaJSTHCHKOro 00’ eHaHHs «TeleKkpuTrKa», 3acBiadu-
JM, 10 MEUIKaHII THMYacOBO OKYIIOBaHHX TEPHTODIH
(TOT) HMoubacy MOTOKYIOTECS i3 MeCeKaMH POCIHCh-
Kol mpomaranan. 49% pecroHICHTIB Ha IUX TEPUTOPISIX
Ha3MBalOTh NoAil, mo BinOymucs 3umoro 2014 poky —
(haImcTChKUM TIepeBopoToM, a 67% BOaYaTh HOro
NPUYMHOIO OJNirapxiyHy 3MoBy Ta Masimyssimii CIHA.
ono memikaHuiB tepuropii [lonOacy, siki MiJKOHTPO-
JIbHI YKpaiHi, TO pe3y/bTaTH MBOTO AOCTIIKCHHS POTH-
nexHi (27% i, simnoigmo, 24%). Lle minTBepmKye ToOM
(hakT, WO pe3yNBTATUBHICTH POCIMCHKOI IpomaraHau
MOB’s13aHa 3 PEriOHOM IMPO>KMBAHHS PECIIOHJICHTIB 1 MO-
JKITUBICTIO JIOCTYITY JIIOJICH 0 ajbTePHATUBHUX JDKEpEN
iHpopMmarii. Kpemms BxHWBac aKkTHBHUX 3axOIiB IS
indopmaniiiHoi i3omuii Hacenenus TOT Jlonbacy Bin
HE3aJIeXHHX 3ac00iB MacoBoi inopmarii (3MI) Ta inTe-
rpyBaHHs Horo B pociiiceke MeziiiHe mose, 3abe3nedyo-
YH JIOCTYI TUIBKU JIO POCIHCHKHX ab0 MiJKOHTPOJIEHHUX
Kpemitro 3MI.

HuHi 0CHOBHUMH BU3HAYAIBHUME (AKTOPAMHU, IO
HEraTMBHO BIUIMBAIOTh Ha IH(GOPMAIiHHUIA TPOCTIp B
Vkpaini, € [16]:

— MOCTiiHI BTpaTH cepex 0coboBoro ckiany (3aru-
0J1i, TIOJIOHEH], MOpaHeHi), SKi BeAyTh J0 (HOPMyBaHHS
HEIOBIpH 10 YKPaiHCHKOTO BOEHHO-TIOMITUYHOTO KepiB-
HUIITBA, 0 HIOWTO He3MaTHE KOHTPOIIOBATH CUTYAILIIO,
IO CKJIanacs B YKpaiHi;

— HEJOCKOHAJa HaI[lOHAJbHA CHCTEeMa iH(popma-
[ifHOT Oe3MeKn CIpHsie 3HKCHHIO PiBHA MATPIOTU3MY;

— BIJICYTHICTh ITO3UTHBHOI JMHAMIKA B paiioHax
BelIeHHS OO0HOBHUX [iii crnpuse (OpMYBaHHIO JIyMOK,
CIPSMOBAHMX Ha MOCTA0NEeHHS YKPaiHChKOI HalliOHAJb-
HOi inmeosorii, pos3mapyBaHHS yKpaiHChKOi Hamii 3a
NPUHLIMIIOM IOUIYKY pO30DKHOCTEH cepe]] pi3HUX eTHi-
YHHUX TPYIH, BIIMIHHOCTEH KyJIbTyp perioHiB YKpaiHm,
MOBHHX 1 ICTOPHYHHIX 0COOIMBOCTEN TOIIIO;

— aKTHBHICTh 30BHINIHIX iHGOPMALIHHUX 3aXOMIIB 3
6oky Pocii BrumBae Ha (popMyBaHHS OCHOBHOTO TBEp-
JOKEHHS TIPO MPUHHATHICTG A YKpaiHu (eaeparIbHOTo
JIep>)KaBHOTO YCTPOIO Ta 3aBepuIeHHs OoWoBHMX [iif Ha
cxoJi kpaiHu Ha ymoBax Kpemus.

Iadpopmaniiina ckimamoBa TiOpuaHOi BiMiHEH Pocii
NpoTH YKpaiHU Tpu3Beia JO0 HEOOXITHOCTI BXKUTTS

HeraiHUX 3aXO0JiB IIO/O0 3aXHCTy HAI[lOHAIBHOTO iH(O-
PMaIIifHOTO IIPOCTOPY:

— 3aIlpOBa/DKEHHST  aIMiHICTPAaTUBHUX OOMEXEeHb
TPAaHCIIOBAHHSA Ha YKpaiHCBKIA TepuTOpii mporpam
POCIHCBKUX TPOIATaHANCTCHKUX TeJle- i paJioKaHaliB
Ta MOIIMPEHHS iHIIOI Mac-MeiiHOT mpoayKuii (y Tomy
YHCITi KHATH POCIHCHKOr0 BHPOOHHIITBA), sKa aecTadi-
Ji3y€e CyCIHibHY CUTYaIlif0 B YKpaiHi i hopMye 3arpo3u
HallOHAJIbHIN Oe3reld;

—3a00opoHa B’i3My apTHCTIB, MO0 MYOJIYHO TMia-
TpUMYIOTh aHekcifo KpuMy Ta BoeHHY arpecito Kpemis;

— BIZIHOBJICHHSI YKpaiHCBKOTO MOBJICHHS Ha IIpH-
¢ponToBux ta TOT;

— CTBOPEHHS HE3aJIeKHOI'0 CYCIIIBHOTO MOBJIEH-
HS1, PO3BUTOK BJIIACHOTO KiHOBHPOOHHIITBA.

OCHOBHUMH MaHIITyIITHBHAMH TE€XHOJIOTISIMH, SIKi
BUKOpHCTOBYE P® y ribpuaniii Bifinu mpotu Ykpainu,
€. HArHITaHHS TCUXOJIOTIYHOTO IIOKY, e(eKT TMepBHH-
HOocTi (yZap Ha BHIEPEMIKEHHs), e(PEeKT MPHCYTHOCTI
(mif, sKi MOKIMKaHI IMITYBAaTH PEAbHICTh y «pemopra-
’kKax 3 MicIb 001B») TOIIIO.

Opnniero 3 TexHoiorid “iHdopmaniiiHoi 0OpoOkn”
HaceneHHs JoHOacy cTaB TpuiioM, SKHH 3aCTOCOBYE
kaHas “Poccust” — opraHizailisi BUCTYIIB CBiAKIB HOMiH
HAa TMNATOTOBICHOMY IATPYHTI Ta THPaXyBaHHI
LEHTpaJIbHUM TeJie0aueHHsIM MoTpiOHOT Bepcii.

Kpim Toro, cepes nmpuiioMiB, siKi 3aCTOCOBYIOTHCS
€ TaKi:

— BUOyAyBaHHs «(halbIINBUX acoMiallii» MK Ie-
BHOIO Tpareli€lo Ta IHIIUMHU IHUUAEHTAMH 32 Y4acTi
BICBKOBHX;

— «ImiATacoByBaHHS (DAKTiB» Ta OIMTYBAaHHS «0Ye-
BHJIIIIB MMOMAIN», SKi CBiAYaTh MPO HABMUCHUNA XapakTep
3JI0YMHIB. 3a JIOMIOMOTOI0 MifTacyBaHHs (pakTiB, MOIMIN-
PEHHS 4yTOK CTBOPIOETHCS IITy4Ha aTtMocdepa, a Oyab-
sIka CepHO3Ha MoJlisl Ha TepuTopii Tak 3BaHux «JIHP» ta
«JIHP» 00pobnsieTbCst B pamMKax CIpaBkHBOI «iHpop-
MarliifHoi O10Kaam» Ta JO3yBaHHS iHPOpMAIIi.

TakoX BUKOPHUCTOBYIOTbCS O0pasd HaIMipHOTO
3aCTOCYBaHHSI CHJIM; IIEPECyBaHHs BIHCHKOBOI TEXHIKH
SIK ecKasarii KOH(MIIKTY; HACHIAKIB BIHCPKOBHX 3JI0YH-
HIB Ta «TaeMHOI 3MoBH» [17].

MaHinyasTUBHA TeXHOJOTis «mouyTH JloHOac»
VBIMIIDIa 1O aKTUBHOIO BXKUTKY IPONAraHJUCTCHKOI
«vamuan» P® me 3 Becan 2014 p. Bona Hece B cobi
IIUPOKY «iZICEO», Mifl KO MOXKHA MPOBATUTH OYJib-
SIKAH MPeMET TOPTiB olirapxis 3 Biaanoro [18].

3aciyroBye Ha yBary Iij 4ac pociiicekoi arpecii
TaKuii MeTo/1 iH(OPMAIIfHOIO BIUIUBY, SIK iH(pOpMAIii-
HE BKUJIAHHS.

IMin «inpopmaritinuM BkumauHam» [19] posymi-
€THCS TIOIIMPEHHS 110 3aBYaCHO ITATOTOBJIEHUX KaHalax
creljiabHOro MacuBy iHdopmalii 3 MeTor GopMyBaTH
B [UTBOBOI ayTUTOPIi IEBHI MECCEKi.

Pazom 3 Tmm, iHpoOpMaliiiHe BKHIAaHHS HE CIiJ
OTOTOXKHIOBATH 3 JIe3iH(OPMAIIi€l0, OCKUIBKY, BKHIAHHS
MOJKE€ HECTH SK JOCTOBIpHY, TaK 1 HEIOCTOBIpHY iH(OP-
Mallio.
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BigmiaanME pricaMyl BKUAAHHS BiJl iHIIMX METO-
IIiB MOXYTb OyTH:

a) 3abe3meueHHs] MPUXOBAHOCTI B MpoLeci I0Csr-
HEHHS LUTHOBOI CIIPSIMOBAHOCTI i3 3aCTOCYBaHHSM IIEB-
HUX 3axofiB iH(popMmariiHoro BmmBYy. [Ipum mBOMY
iHpopMarliifHe BKHIAHHS MAcKY€TbCS TIIiJl 3BUYANHI
MEIIMHI CIOXKETH,;

0) 3ayueHHs  JpKepend  iHpopMmamii  KpaiHu-
NPOTUBHHMKA B Mpouec noumwmpeHHs iHpopmamii. Crixn
3ayBa)KMTH, 110 Lel e(eKT peTeNbHO BUBYAETHCS 11Ie Ha
eTarl IulaHyBaHHS iH(OpMaILiiHOrO BKUIIAHHS, OCKLJIb-
KU BiH CTBOPIOE «APYTY XBHJIIOY», CIPALbOBYE IIPHHLIMII
«momino». Ha mpakruiii, mMaixe 3aBxau iHpopmalis 3
POCIHCBKMX JDKEpeN MiAXOIUTIoBaiacs YKpPaiHCHKHMU
a00 1HO3EMHHAMH Meia.

OCHOBHMMH KaHaJaMH MOUIMPEHHs iHpopMamii-
HO-TIPOIAaraHIUCTChKUX 3axoaiB P® mporu Ykpainu €:
pociiiceki 3MI (pamio, TenmeGaueHHs, APYKOBaHi Ta
OHJIAI{H-BU/IaHHS TOIIO); MiAKoHTpoibHI 3MI Ha TOT
Honbacy; 3apyOikui pociiiceki 3MI  (30kpema
«Sputnik», “RT™).

HatinommpenimmM 00’€KTOM 1 OZHOYACHO 3aco-
O6oM BemeHHs iHpoOpManifHUX 3aX0AiB Yy Mepexi IHTep-
HET € COMiaJbHI MEpeXi Ta CyMHIBHI IHTEPHET-CAiTH.
Bonn ctamm omHHUM 3 BaXUIMBHX IHCTPYMEHTIB iH(Op-
MariiHO-TICUXOJIOTIYHOTO BIUIMBY, B TOMY YHCJi BIUIU-
BY 3 METOI0 MaHIMyJIFOBaHHSI OCOOMCTICTIO, COIiaNbHHU-
MU TPYIIaMH i CYCHIJIECTBOM B IILJIOMY.

Ocranni gocmimkenns [20] miarBepKyOTh Te3y,
mo pociiiceki 3MI (taki six «Sputnik», «RT», «<HTB»
TOIIIO) HE BiMIrparoTh 3HAYHOI POJIi B CHCTEMi TIOIIH-
PEHHS KPeMIIIBCBKUX HapaTHBIB cepej rpoMaasH YKpa-
iHu. BoHu € mxepernoM HapaTuBiB Il MICIIEBUX IPOPO-
cificeknx 3MI, 30kpemMa CyMHIBHHX Mefia, a TaKOX Ha
HHUX MOXYTh nocuiatucsi Micuesi 3MI, y Takuii crioci6
MOUIMPIOIOYHM TPAKTYBaHHS IOMIH, CHPSIMOBaHUX Ha
MiITPUMAaHHS IPOPOCIHCHKOT Tponarany.

[oTy>XxHUM KaHAJIOM MPOPOCIHCHKOI MpoTaralan i
ChOTO/IHI € YKpaiHChKa MpaBociaBHa 1epksa (MockoB-
CBKOT'O MaTpiapxary), 30KpemMa Ti rajaysi, Iio miamopsi-
KOBYIOTECs Mocksi. KepipaumirBo P® 1i BukopucTOoBYE
JUTS MOOiTi3aIii MOTEHIIHHUX MPHOIYHUKIB HOTO i1e0-
norii. HeopHopa3oBo Tparuisuiucst BUMAAKH, KOJIU Tpe/-
CTaBHHKH L€ IIEpKBH Pi3HUX PiBHIB BUCTYMAJIH 3 aHTHU-
3aXiTHUMH MeceDKaMu abo BUIPABIOBYBAJIH arpecHs-
Hy nomituky Pociiicekoi ®eneparii.

Takox areHTaMu BIUIMBY Oyjium i € OI3HECOBO-
MoJiTHYHI TpymH, ApyxHi 10 Kpeminsa. Came BoHHM KOH-
TPOJIOIOTh MisUIbHICTh TMOJIITHYHUX MAPTid Ta BOJIOJI-
I0Th MTOTY)XHUM MeJlia pecypcoM B YKpaiHi.

OTxe, B yMOBax npoBeneHHs PO necTpyKTHBHOTO
iHpopManiiHOTO BIUIMBY Ha ITLOBY ayAWTOpPiI0 YKpa-
fHM Ta IHIIMX JepKaB CBITY MOXHa BH3HAYUTH TaKi
OCHOBHI HampsIMU BXKUTTA 3aXOJiB MIOAO 3aXUCTY HAIli-
OHANIbHOTO 1H(pOpMaLiiiHoro mpocTopy [21]:

— pO3pO0JIEHHST HOPMaTUBHO-NIPABOBOI 0as3u CTO-
COBHO 3acajI IepKaBHOI MOMITHKH Y cepi iHPpopmariii-
HOl Oe3meku, sska O BHM3HAYaJla B3a€MOJII0 CHJIOBHX

CTPYKTYp YKpaiHH 3 MICUEBHMH OpraHaMy CaMOBpSIy-
BaHHS, JEpXKaBHUMH (HEIEP)KaBHUMH) YCTaHOBAMH,
IPOMAaJCHKO-TIOMITHIHUMU opraHizarismu, 3MI toro;

— CTBOPEHHSI €IMHOTO MIDXKBIJJOMYOTO OpraHy,
SIKUA 31MCHIOBaTUME KEPIBHHUIITBO, KOOPIHMHAINIO Ta
KOHTpOJIb 3axOAiB iH(opMmamiiiHOT Oe3meku, 30Kpema
indopmariiiiHoro mpotudopcTBa (HaMpUKIAM, MiXBiTo-
mua komicist mpu PHBO);

—3aBeplleHHsT (OpMyBaHHS HALIOHAJBHOI CHCTEMH
3a0e3neyeHHs iH(GOopMAIIiiiHOT Oe3MeKH, aeKBaTHOT MaCIIl-
TabaM i cipsiMoBaHOCTI 3arpo3. Ha nmepskaBHOMY piBHI 11€
O3HayYa€ IMOCHICHHS BHYTPIIIHIX CHOPOMOXKHOCTEH IIOHO
npoTuaii iHpopMaLiifHuM 3arpo3aM, Ha MiXKHAPOJTHOMY —
(hopMyBaHHSI KOOTIEPATUBHOT'O CITIBPOOITHHIITBA,

— CTBOPEHHS CUCTEMH KOMIUIEKCHOTO MOHITOpPHH-
Ty MaTepiajiB MOIYJSIPHUX ayJiOBi3yalbHUX Ta JIPYKO-
BaHux 3MI, a Takox momyssipHux [HTEpHET-pecypciB;

— CTBOpEHHS HOBOi KOMYHIKAIiHOI cTpaTerii,
3/1aTHOI MIBHAKO W e(eKTHBHO pearyBaTH Ha Cy4YacHi
BUKJIMKHU Ta 3arpo3y, a TAaKOX BHU3HAYHUTH Ta OLIHHUTH iX
XapakTep 1 3HAYYIIICTh;

— (hopMyBaHHS JepHKaBHOI NPOrpaMy, CHpPSMOBa-
HOI Ha MIiJBUIICHHS B CYCIUIBCTBI PIBHSA MeaiarpamMoT-
HOCTI (po3yMiHHsI HeOe3MeKH Bi HEraTHBHOTO iH(Op-
MaIiffHOTO BIUTHBY);

— Y3aKOHEHHS JiSUTbHOCTI, BUKOPHUCTAHHS 33 €]H-
HUM 3aMHCIIOM pecypcy NpalliBHUKIB HeIepKaBHUX
YCTaHOB, 3BUYAWHUX I'POMAJsH YKpaiHU JUIsl BUKOHAH-
Hi 3aBIaHb 3aXHCTy IHGOPMAMIHHOTO MPOCTOPY Ta
npotuii iHpopMaLiiHUM 1 KIOEpHETHYHHUM 3aX0/aM,;

— [IPOJOBKEHHS. CTBOPEHHS CHCTEMM HalliOHajb-
HOro iHQopMmyBaHHA MmIs (QopMyBaHHA 00’ €KTHBHOI
JIyMKH TIpo nozii B YkpaiHi, 30KkpeMa 3a KOpJOHOM. Y
LIOMY 3B'S3Ky HEOOXIZHO B HAMKOpPOTIINI TEpPMiH Bil-
HOBUTH MOBJIeHH: kaHaiy “Ukraine Today”;

— 3a0e3MeUeHHs Creu(piYHUME 3aco0amu, ski O
CIPHSUIM HA Cy4YaCHOMY PiBHI PO3BUTKY iH(opMamiiHuX
TEXHOJIOTif BHpIMICHHIO 3aBJAHHSA 3aXUCTy 00 €KTIiB
iHpOpMaIiiHOI 1HPPACTPYKTYpH IEPKaBH Ta BXKHUTTIO
MPEBEHTHUBHUX 3aXO0IiB;

— YIOCKOHAJICHHS CUCTEMH HAYKOBUX JOCIHiIKEHb
y cepi iHQopMarIiiftHOT Oe3MeKH.

BucHoBKMu

1. OCHOBHMMH CTpATEriYHUMH HampsMaM¥ Hera-
TUBHOTO iH(OpPMAIITHOTO BIDIMBY POCIHCHKUX Ta TIPO-
pociticekux 3MI 1 Hamasi 3aIMIIA0THCS: AecTadlTi3alis
CYCIUTBHO-TIOJITHYHOTO JKUTTSA B YKpaiHi, TUCKpEAHUTA-
i BOEHHO-TIOJIITHYHOTO KepiBHUITBA, 30poitHux Cui
YkpalHH Ta TPECTIKY BIHCBKOBOI CITy’KOM, a TakKoX
NEPEIIKO/DKAHHS ~ €BPOIHTErpaliiHuM  TparHeHHIM
VYkpainn.

2. Pociticrka @enepariisi MPOAOBXKYE PO3IMIUPIOBA-
TH IPUCYTHICTH MIPOPOCIHCEKOTO KOHTEHTY Ta MeIiHHIX
pecypciB B iHpopManifHOMy HpOCTOpi 3axiTHUX KpaiH
cBiTy. Pociliceki criercimyx0u HaiOiLIpII aKTHBHO TIPO-
BOAATH iH(OPMAIIHO-TPONAraHAUCTChKI  3aX0oau 3
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Biticokoso-mexuiuni npooiemu

[IPOBOKYBaHHSl AHTUYKPAiHCBKMX HAaCTpPOIB, Hacamile-
pen, y [onpmi, Itanii, HiMmeyunHi 3 METOIO 3aroCTpeHHS
BiTHOCHH HAIIoi Iep>KaBH 3 IIUMHU KpalHaMU Ta mociao-
JICHHA MIATPUMKH Y KpaiHU Ha MDKHApOAHIN apeHi. [lpu
I[bOMY BHKOPHCTOBYIOTHCS JIOSUIbHI J0 P® momiTuyHi
CWJIM, OKpeMi Jep)KaBHI Misidi, TpOMaJIChKO-MOMITHYHI
00’eTHaHHS Ta IHIII OpraHi3allii.

3. B ymoBax npoBenennsi PO nectpyKTUBHOTO iH-
(hopmaliiiHOro BIUIMBY Ha LILOBY ayAUTOPil0 YKpaiHU
Ta IHIIUX JepKaB CBITY 3aXOIM IIOJ0 3aXUCTy HAIllOHA-
JBHOTO 1H(OPMAIIITHOTO MPOCTOPY MOUIHFHO IMPOBOAH-
TH 32 3a3HAYCHUMH OCHOBHHMMH HalpsiMaMH SIK Ha Jiep-
JKaBHOMY, TaK i Ha Bi/IOMYOMY PiBHSIX.
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3AA0AYN 3ALLNTBI HALMOHAIIBHOIO MHGOPMALIMOHHOIO NPOCTPAHCTBA
no onbITY BEAEHNA TMBPUAHOUN BOUHbI P® HA BOCTOKE YKPAUHDI

A.H. Kocoros, A.A. Cupsik

B cmamve npoananusuposansl un@opmayuonnsie mexnonocuu, Komopbvie npumenanucy PO 6o epems euoenus cubpuonoli
sotinbl Ha Bocmoxe Yxpaunvi. Onpedenenvt 3a0auu, Komopbsie HeoOX00uMo peuiams 075 3auumol YKPAUHCKO20 UHGOPMAYUOH-
HO20 NPOCMPAHCMEa ma onpedeieHvl 0COOEHHOCMU UHPOPMAYUOHHOU 6e30NACHOCTU 8 VKpauHe Ha cO8PeMEHHOM Smane.

Knroueswie cnosa: ungopmayuonnas 6e3onacnocms, UHGOpMayuoHHble MEeXHON02UU, SUOPUOHAS BOUIHA, VKpauHa.

TASKS OF DEFENCE NATIONAL INFORMATION SPACE
ACCORDING TO HYBRID WARFARE ON EAST OF UKRAINE

0. Kosogov, A. Siryk

The article analyzes the information technologies, which are used on the Osd of Ukraine. Identified the problems to be
solved to protect Ukrainian information field and peculiarities of information security in Ukraine today.
Keywords: information security, information technologies, Ukraine, hybrid warfare.
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