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TeopeTnyHi OCHOBH 3aXHCTy iH(OpMaIlli B KOMIT FOTEPHUX CUCTEMAX.
CyTHicTh TpoOJIEMU Ta 3aBIaHHA 3aXUCTy 1H(GOpMaIlii B iHpopMaIinHux
Ta TEJICKOMYHIKAIlIMHUX MEpexKax.

[Tpobnemu 3axucty iHGOpMAaIIii B KOMIT IOTEPHUX MEpEkKax.

3axuct 00’ €ekTiB iH(MOpMaIlii, iHGOpPMAIIITHUX CUCTEM MiAIPUEMCTB,
YCTaHOB Ta OpTaHi3aIliii BiJi MPOTUIIPABHUX MOCITAHb.

3axuct iHQopMallii Ta BUKOPUCTAHHA 1HPOPMALIMHUX TEXHOJIOTIN B
1HTENEKTyaJIbHIi BIACHOCTI.

Opranizaliisi KOMIT FOTEpHOT O€3MeKH Ta 3aXUCTy 1H(hOopMaIlii.



3axucT iHpopMmallil B KOMIT FOTEPHUX CHCTEMax

TEOPETUYHI OCHOBHU 3AXUCTY IHOOPMAIIIL B
KOMII'IOTEPHUX CUCTEMAX

OCHOBHI OHATTH 3aXuUCTy iH(popMmalii B
KOMII’OTEPHHUX CHCTEMAaX

Ilo-cnpassicnbomy — 6e3neunolo  MOJiCHA
gsadicamu quuie cucmemy, Wo GUKIIOYEHd,
3aMyposana 6 bemoHHUI KOPNyc, 3aMKHeHA
8 MpumiujeHHi 31 ceuHYyesUMU CMIHAMU U
OXOpOHAEMbCA 30POliHOI0 8apmoio, ae iy
YbOMY 6UNAOKY CYMHI6U He 3aIUuiarombo
MeHe.

FOo0orcun X. Cnaghgpopo

Mema: 03HallOMUTH CTYJCHTIB 3 OCHOBHMMHU IMOHSTTSAMHU 3aXHUCTY
iHpopMallii B KOMIT'IOTEpPHUX CUCTEMAX.

Ilpogpeciiina cnpamoganicms. JaHa JEKIS € CKI3J0BOI0 YaCTUHOIO
npodeciiHol MiArOTOBKM BUMTENS iHGOpPMATUKK 10 MaOyTHHOI mpodeciiHoi
JUSUTBHOCTI.

OcHoeHi NOHAMMA. iHopMaris, iH(hopMaItiiiHi pecypcu,
iHbopMaTu3allist, KOMIT IOTEpHa cUCTEMA, 3aXUCT 1H(opMaIlii, BUTIK iHPopmalIlii,
PO3TOJIONICHHS, HECAHKI[IOHOBAaHUN  JIOCTYI, HECAHKI[IOHOBAaHMI  BIUIMB,
HEHABMUCHUH BIUIMB, KOH(D1ICHIIHHICTD, ITICHICTh, TOCTYMHICTh, XEITyBaHHS,
mudpyBaHHs, iHdGopMalliiiHa Oe3mnexa.

Ilnan nekuir.

1. Ilpeamer Ta 00’ €KT 3aXUCTY.

2. OCHOBHI IOHATTH.

Oopani memoou: ex1is-6ecija.

Haounicmp: cxemaTUuH1 300paXKeHHS.

ITumanna no memi 011 cCamoCmiiiH020 6UEHEHHA.

1. IctopuuHi BiTOMOCTI 3aXHUCTy iHGOpMAITii.

3anumanHA 01 CAMOAHAI3y MA CAMONEPEBIPKU:.

1. Tadopwmariis, iHbopMmarltiiiHi pecypeu, iHhopMaTH3aIlisl.

2. Komrmr'torepna cucrema.

3. 3axuct  iHdopmarii, BUTIK  iHPopMaIlii,  PO3TOJOIICHHS,
HECAHKIIIOHOBAHUI JOCTYTI, HECAHKIIIOHOBAHUI BILIUB,
HEHABMUCHUH BILIUB.

4. KoH®ileHIIMHICTh,  IIIICHICTh,  JOCTYIHICTh,  XEIIyBaHHS,
mudpyBaHHS

5. Tadopmariiina Ge3rmnexa.

Pexomenoosana nimepamypa: [4; 3, 345-371; 1, 86-92]
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3axuct iHpopMallil B KOMIT FOTEPHUX CHCTEMax

TECTOBI 3ABJAHHA

3arajabHi BizoMocTi i3 3axucry iHpopmamii
1. ABTOpOM iJiel, 3aBIAKH SKiif 3HAYHO MMi3HIIIEC BUHUKJIA TEXHOJOTIS CTBOPEHHS
IPOrpaMHUX BipyCiB, MIPUIHITO BBAYKATH aMEPUKAHCHKOTO MpOrpamicTa
a) bo6a Moppiccona c) bo6a Tomaca
b) PoGepta Moppiccona d) JIxona bpannepa

2. Yus cynoBa copaBa Oysia OJHIEIO 3 NEPIIUMX CHpaB B OOBUHYBAay€HHI B
3/1iCHEHH1 KoMI'toTepHOro 3inounny B CIHIA.

a) bo6a Moppiccona c) bo6a Tomaca

b) PoGepta Moppiccona d) I>xona bpannepa
3. SIkuii BYeHMIA yniepiie BBIB TEPMiH KOMI'IOTEPHUIA BipycC.

a) ®pen Koen c) xon don Heiiman
b) PoGept Moppiccon d) JI>xon Bpannep

4. Tlepi antuBipycHi yrwiita (1984 pik) Oyiu Hamucasi...

a) /xon bpannep C) Auau XOIKHHCOM
b) PoGept Moppiccon d) ®pen Koen

5. HalinomupeHiiow aHTHUBIPYCHO MPOTPaMoI0 pOCIiCHKOTO BUPOOHMIITBA €:
a) AutuBipyc Kacmepcpkoro c) Nod32

b) ToxTop Web d) Avira AntiVir

6. Illo Ha Bamy JgyMKy MoOKe OYTH CKJIQJIOBOIO YacTHHOK 1H(OpMaIliifHOTO
ITOB1JOMJICHHS:

a) andasirt; 8) cueHan; J1) CHUMBOJI?

0) 3Hak; T) peueHHsl;

7. OCHOBHI TpWHIMIHK iHPOPMAIIfHUX BIIHOCHMH, a caMme: TapaHTOBaHICTh
npaBa Ha iH(OpMAaIlilO; BIAKPHUTICTH, JOCTYMHICTH iH(opmarii Ta cBoboma ii
oOMiHy; 0O0'€KTHBHICTh, BIpOTiHICTh iH(OpMAaIlil; MOBHOTa 1 TOYHICTH
iH(hOopMaIlii; 3aKOHHICTh OJICpKaHHs, BUKOPUCTAHHS, TOMIUPEHHS Ta 30epiranHs
iHbopmMmartii copmyTbOBaHO y:

a) 3akoni Ykpainu «IIpo indopmarrtiro»;

0) JepxasHiii mporpami «lHbopMmalliliHi Ta KOMYyHIKaIliifHi TEXHOJOTIi B
OCRBITI Ta HayIIi»;

B) 3akoni VYkpainm «IIpo 3axuct iHdopMmallii B aBTOMATH30BaHMX
CUCTEMaXx»;

r) 3akoni VYxkpainm «IIpo Konnenuito HamionaieHoi nporpamu
iH(hopMaTU3aLii».

8. Indopmarris — 1e:
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3axucT iHpopMmallil B KOMIT FOTEPHUX CHCTEMax

a) JIOKyMeHTOBaHi a00 MmyOJIiYHO OTOJIOIIEeH] BIJOMOCTI PO MO/l Ta SIBUIIIA,
o BiAOYBalOThCS B CYCIUIBCTBI, JEpaBl Ta HAaBKOJUIIHHOMY MPUPOTHOMY
CEpEJIOBMIIIL;

0) 06po0IIeHi aHi, 1110 BXkKe Nepe1atoTh EBHUI 3MICT;

B) BIJIOMOCTI, SIKI MO>KHA HaKOMHU4YyBaTH, 30epiratu, oOpoOisiTi y Toil abo
1HIIMI croci0, nepeaBaTu KoMy-HeOy/1b, BUA03MIHIOBATH (HOpMY;

r) peJisLiliHi 6a3u JaHKUX 13 YCTAHOBJIECHUMHU 3B'sI3KaMU MK TaOJIUISIMU.

9. BnactuBicTh KOMIOHEHTa OyTH JOCTYIHUM JJIs  BUKOPUCTAHHSA
aBTOPM30BAHUMU Cy0'eKTaMu B Oy1b-AKUii Yac — I1e:

a) IOCTYIIHICTh KOMIIOHEHTa(pecypcey);

0) Oe3neka iHpopMaLiiftHOT cUCTEMU;

B) I[UIICHICTh KOMITIOHEHTA(peCypcy);

r) KoH®ieHIifiHICT iHpOopMAITii.

10. OnuH 13 HaWOIIBII MOMIMPEHUX BUIIB KOMITIOTEPHUX MOPYIICHB, SKHIMA
HOJISirae B OJIep KaHHI KOPHUCTyBaueM JOCTYIly 10 00'€kTa, Ha SIKUH y HBOIO
HEMAE JI03BOJTY 3TTHO 3 MPUIHSITOIO B JIaHii CHCTEMI MOJITUKOIO0 O€3MeKH — I1e:

a) HECAHKITIOHOBaHUI1 TOCTYII;

0) Oe3neka iHpopMaliiftHOT cUCTeMU;

B) ILTICHICTh KOMITOHEHTA(PeCypcy);

T') JOCTYTHICTh KOMITOHEHTa(PECypcCy).

11. V Oyap-sKiit 3axXuIIeHii cucreMi nepeadadeHi 3acoou, siKi BAKOPUCTOBYIOTh
3a HaJI3BUYAWHUX CUTYyalliid, abo 3aco0u, sIKi CIPOMO’KHI (YHKITIOHyBaTH HaBITh
y pa3i NOpyILIEHHs NpaBWJI 3alpoBaKEHOI MojiTuku Oe3nexu. Hampuknaza, y
pa3i HecmoJiBaHOT MEpeBipKU pPOOOTH CUCTEMU KOPUCTYBady IMOBUHEH MaTh
JIOCTYyIl 10 BCiX HaOOpiB cucTeMU. 3BUYAiHO, IIi 3aCO0M BHKOPUCTOBYIOTHCSA
aJIMiHiCTpaTopamMH, oOIepaTopamMu, CHUCTEMHUMH MpOrpaMicTaMu W iHIIMMHU
KOpHCTyBa4aMH, IO BUKOHYIOTh cHerianpHi QyHKIH. SKkmo 1mi 3aco0u
BUKOPUCTOBYIOTHCSI HE 3a TIPU3HAYCHHSM, TO II€:

a) He3aKOHHE BUKOPHCTaHHS MPUBiIETB;

0) Oesreka iHGopMaIliitHOT cucTemu;

B) IUIICHICTh KOMITIOHEHTA(pecypcy);

I') IOCTYITHICTh KOMITIOHEHTa(pecypcy).

12. SIK1o 37J0BMUCHUK HaMara€ThCsl MPOHUKHYTU B CUCTEMY JUIsSI TIOJIAJBIIOTO
BUKOHAHHS SIKMX-HEOY/Ib HECAHKIIIOHOBAHMX Jii 1 JII1 1[OIO BiH 3BUYAMHO
BUKOPUCTOBYE METOJI «MacKapajay», MepexoIlieHHs abo MipoOKu MapoJid,
3JI0MY — TO II€ € 3arpo3a:

a) iHgopmMaIliiiHiii cUCTeMi B IIJIOMY;

0) 00'exTaM iHpOpMAaIIiiftHOT cCUCTEMU;

B) cy0'ekTam iHDOpMaIliiHOT CUCTEMU;

I') KaHajaM 1epejiadi JaHuX.
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3axuct iHpopMallil B KOMIT FOTEPHUX CHCTEMax

13. Slkmo Ha HeOe3meKy HapakaroThCs jJaHi abo MporpaMu B ONEPATUBHOMY
3anam'sitopytodomy mpuctpoi (O3I1) un Ha 30BHINIHIX HOCISX; caMi IPUCTPOL
CUCTEMM SIK 3O0BHIIIHI (JMCKOBOJM, MEPEXKHI MPUCTPOi, TEepMiHAIU), TaK 1
BHyTpimH1 (O3I1, npoiiecop) i 3710YMHHUIA BIUIUB HA 00'€KTU CUCTEMH 3BUYAIHO
Ma€ Ha METI JIOCTYI JI0 IXHBOTO BMICTY (IOpPYIIEHHS KOH(QIAEHIIHHOCTI abo
uigicHocTi 1H(opMmarlii, mo Ha HUX 30epiraerbcs), ad0 MOPYIIEHHS iXHBOL
¢byHKUiOHANIBHOCTI  (Hanmpukiaj, 3anoBHeHHs Bciei O3l Gesriyznoro
iHdopmartiero abo 3aBaHTAKEHHS IIpollecopa KOMI'toTepa 3aBJaHHAM 3
HEOOMEXEHUM YacoM BUKOHAHHS) — TO II€ € 3arpo3a;

a) o0'ekTaM iHGOpMaIIiitHOT CUCTEMU;

0) iHdopmarliifHiil cucteMi B IJIOMY;

B) cy0'exTam iHpOopMaIlifHOT CUCTEMU;

I') KaHaJlaM repejadi JaHuX.

14. SIxkmo Ha HeOe3MmeKy HapakatoThCs Mporiecu abo MiAMPOIecH KOPUCTYBaviB
1 METOIO TaKMX aTak € MPSIMUi BIUIMB Ha mepedir mporecy — Horo NpunmHEeHHS,
3MiHa TMpHUBLIEIB a00 3BOPOTHUII BIUIMB — BUKOPUCTAHHS 3JI0BMUCHHKOM
NPUBIIETB 1 XapaKTEPUCTUK 1HIIIOTO MPOIIECY 31 CBOEIO METOIO, TO II€ € 3arpo3a:

a) cy0'ekTam iHpOpMaIliiHOT CUCTEMU;

0) iHdopmarliitHiit cucteMi B IIIJIOMY;

B) 00'ekTaM iH(MOpMAITiIiHOT CUCTEMH;

I') KaHaJaM Tepeadi JaHuX.
15. SIkmo Ha HeOe3MmeKy HapakaloThCs caMi KaHaiu abo MaKeTH JaHmWX,
nepeJlaHuX M0 KaHaly 1 BIUIMB Ha MaKeTH JaHUX MOXE PO3rJIsiiaTUCs SIK aTaka
Ha OO0'€eKTM Mepeki; BIUIMB Ha KaHadM — SK CHENU(IYHUNA THIT aTak,
XapaKTepHUH JJIs IEBHOT MEPEXi, TO II€ € 3arpo3a:

a) KaHaJlaM nepejiadi JIaHuXx;

0) indopmarliiiHiil cucreMi B LIJIOMY;

B) 00'exTaM 1H(hOpMaLIiHOT CUCTEMH;

r) cy0'ekTaM iHQOPMAITIIfHOT CUCTEMH.

16. YunHi y KpaiHi 3aKOHHW, yKa3W, HOPMATWBHI aKTH, IO PErIaMEHTYIOTh
npaBwia  B3aeMojii 3 iHMopmaiiero  0OMEXKEHOro  BHKOPUCTaHHS 1
BIJIMOBIJAJIBHICTG 3@ 1X MOpPYIIEHHS, SIKI BIIITPalOTh pPOJib CTPUMYKOUOIO
YUHHUKA Ui T[OTEHI[HHUX TMOpYIIeHb BIJHOCATH JO 3aXOJiB 3aXUCTY
1H(hOpMaLIIfHUX CUCTEM:

a) MpaBOBUX; B) a/IMIHICTpPATUBHUX;

0) MOpaJIbHO-€TUYHUX; r) QizuyHuX.

17. HopMu moBeAiHKH, IO TPAJMIIINHO CKJIAIUCS paHille, BUHUKAIOTH a0o0
CHeriadbHO pPO3po0JsIIOThCs B Mipy mnomupenHs EOM Tta indopmariiitHoi
CUCTEMM B KpaiHi il y cBiTi. MopallbHO-€TUYHI HOPMU MOXYTh OyTH HENHCaHi
(Hanpukiag, 4YecHicTb) abo odQopMieHI Yy TEBHUN TMepeNik MpaBuwil Yu
po3nopspkenb. Ll HopMu, Ik IpaBUIIo, HE € 3aKOHOJIaBUO 3aTBEP/XKEHUMHU, ajle
OCKIJIbKM 1XHE HEJIOTPUMAHHS MPU3BOJIUTH 10 MAJIHHS MPECTHXKY OpraHizallii,
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3axucT iHpopMmallil B KOMIT FOTEPHUX CHCTEMax

BOHM € OOOB'S3KOBMMHU JI0 BHKOHAaHHSA 1 X BIHOCSTH JO0 3aXOJliB 3aXHUCTY
1HGOpMaIlIHHUX CUCTEM:

a) MOpaJIbHO-ETUYHUX; B) a/IMiHICTPATUBHUX;

0) paBOBUX; r) Gi3UYHUX.

18. 3axoau opranizamiifHoro Xxapaktepy, W10 pPErJIaMeHTYIOTh MPOIECU
¢GbyHKIIOHYBaHHA 1HQOpMaIiiiHOT CUCTEMHM, BHUKOPUCTaHHS 11 pecypcis,
JUSIIBHICTh TIEpCOHANy 1 T. 1H. MeTa muX 3axoJliB — HaHOUIBIIOW Miporo
BUKITIOUMTH MOXJIMBICTH peaizalii 3arpo3 6esmnerti. Taki 3ax0/iu BITHOCATH JI0:
a) aIMIHICTPATUBHUX; B) MOpaJIbHO-ETUYHUX;
0) MpaBOBUX; r) Qi3NYHUX.

19. Pi3Horo pojty MexaHiuHi, eJIeKTpo- ab0 eJIeKTPOHHO-MEXaHiuHI MPUCTPOI i
OyZI0BH, TpW3HAUYEHI IS CTBOPEHHS (I3WYHMX TMEPEIIKOJ] Ha MOMJIUBHUX
NUIAXaxX MPOHUKHEHHS i JOCTYMy MOTEHIIWHUX MOPYIITHHUKIB 10 KOMIIOHEHTIB
3axucTy iH(opMarii BiTHOCATHCS 0 3aX0/1iB 3aXUCTy iHPOPMAIITHUX CUCTEM:
a) QI3NIHMX; B) MOpaJIbHO-ETUYHUX;
0) mpaBOBUX; I) aJMiHICTPATUBHUX.

20. PizHOMaHITHI €JeKTPOHHI i creniaibHi MporpamMu, 10 BUKOHYIOTh (YHKITT
3axucty. Cepen Takux (QYHKIIEH Bi3HAYUMMO Taki: igeHTUdIKAmis U
ayTteHTu(ikaris (BiMOBIAHICTF BUMOTaM Ha MPABWJIBHICTH) KOPUCTYBauiB abo
IPOIIECiB, PO3MEKYBAHHS i KOHTPOJIb JOCTYIY JI0 PECYPCiB, peecTparrist i aHami3
nojid, Kpuntorpadiunuit  3axuct iHPopmarii (mmdpyBaHHS ~ JIaHUX),
pe3epBYBaHHS PECYpCiB i KOMIIOHEHTIB iHpopMarlliliHoi cucremu. Taki 3axoau
BITHOCSTH J0:

a) TEXHIYHUX; B) MOpaJIbHO-€TUYHUX;

0) paBOBUX; r) Qi3UYHUX.

21. Komreke 3akoHiB, MpaBWI 1 MPAaKTUIHUX PEKOMEH/AIliii, Ha OCHOBI SKHMX
OyJy€eThecsl YIIPaBIiHHS, 3aXHUCT 1 pO3MOALT KPUTUUHOI iH(dOopMallii B cuctemi, —
1e:

a) IoJIiTuKa O0e3IeKH;

0) cuctema 3axucTy;

B) Oe3neka iHhopMalliiiHOT CUTEMH;

I') IJIaHyBaHHS 3aXKUCTy iH(opMaIrii.

22. Ilpo nasBHicTh Bipycy B KC kopucTtyBau MOK€ CYJUTH 3a HACTYIHUMU
[IOIISIMU:

a) MOsiBa TMOBIJJOMJICHb aHTUBIPYCHUX 3ac00iB MpO 3apakeHHsA a0bo Mpo
nepeadauyBaHe 3apaXKeHHI;

0) SBHI TPOSBU NPUCYTHOCTI BIPyCy, Taki $K MOBIJOMJIEHHS, IO
BUJIAIOTHCS HA MOHITOp a00 NpPHUHTEP, 3BYKOBI e()eKTH, 3HUINEHHA (aiiiB Ta
1HIII aHAJIOTIYHI /i1, 10 OJTHO3HAYHO BKa3yIOTh Ha HasABHICTH Bipycy B KC;
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3axuct iHpopMallil B KOMIT FOTEPHUX CHCTEMax

B) HESBHI MPOSBH 3apa)XKCHHS, SIKI MOXYThb OyTH BHKJIMKAHI 1 HIIMMU
OpUYMHAMU, HampukiIaja, 300iMu abo BIIMOBaMHM amapaTHUX 1 MPOTrpaMHUX
3aco0iB KC;

I') HAsIBHICTh Y TOJJOBHOMY MEHIO BiJIITOBIHOIO MOBIJJOMJICHHS;

1) noBigomiieHHs y KoHTaKTi.

3akon Ykpainu "'IIpo indpopmaniro”
3rigno 3 3akoHom Ykpainu «lIpo indopmariiro» mig 3axuctom iHGOpMAIii
PO3YMIIOTh. ..
a) nepeTBopeHHs iHpopMallii 3 BUKOPUCTAHHSIM CHEliAIbHUX JIAHUX 3 METOIO
NpUXOBYBAHHS 3MICTY iHQOpMAILii, MATBEpKEHHS i1 CITPaBXHOCTI, IMiIICHOCTI;
0) CYKymHICTh METOMIB Ta 3aco0iB, 1m0 3a0e3MeuyroTh I[UTICHICTD,
KOHGIEHIIHICTE 1 JOCTynHICTh iH(OpMaIlii 3a yMOB BIUIMBY Ha Hel 3arpo3
IPUPOTHOTO ab0 MITYYHOTO XapaKTepy;
B) CYKYIIHICTH MPaBOBUX, aIMiHICTPAaTUBHHMX, OpraHi3alliiHUX, TEXHIYHUX Ta
IHIMX 3ax0JliB, IO 3a0e3MedyloTh 30€peKeHHS, IUTICHICTh iHdopMallii Ta
HAJICKHUN TOPSAJ0K JIOCTYILY J10 HET;
I') AiSUTBHICTD, CIIPSIMOBAHY Ha 3a0€3MEUEHHSI 1HKEHEPHO-TEXHIYHUMU 3aX0/laMU
KOHGDIIEHIITHOCTI, IIITICHOCTI Ta IOCTYIMHOCTI iH(OopMariii.

Cy06’extamu iHQOpMaIliiTHIX BiIHOCHH € ...

a) gizngHi ocodu, ropuanIHI 0codu, iHGopmarris;

0) indopwmariisi, 06’ € JHAaHHS TPOMAJISIH, CYO’ €KTH BJIATHUX TOBHOBA)KCHD;
B) cy0’€KTH BJIQJIHMX MTOBHOBaXKEHB, (D13UUH1 0COOU, FOPUIUYHI OCOOU;

I') IOpUANYHI 0co0u, iHpopMaIlis, 00’ €JHAaHHS TPOMA/ISH.

[Ipenmerom cycniIbHOTO IHTEPECY HE BBAXKAETHCS 1HPOpMaILLis, sKa ....

a) CBIIYUTH PO 3arpo3y JIEP>KABHOMY CYBEPEHITETY;

0)CBIIUMTH MPO  MOMXJIMBICTh  MOPYUIEHHS [paB JIIOJUHU, BBEJIEHHS
IpOMaJICbKOCTI B OMaHy;

B) 3a0e3Meuye peasizaililo KOHCTUTYIIHUX MPaB;

r) cBiguuTh mpo ¢GizuuHy ocoly, sika ineHTudikoBaHa adbo Moxe OyTu
KOHKPETHO 1/IeHTU(IKOBaHA.

. SIxi naHi BigHOCATH J10 iHdOpMaIii mpo JoBKiwLIA?

a) JaHl mpo CTaH 3J0pOB'st Ta Oe3MeKu JroJeid, YMOBHU J>KUTTS JIIOJCH, CTaH
00'eKTIB KyJBTYpPH 1 CIIOPYJ TI€I0 MIpOIO, SKOI Ha HHUX BIUIUBAE ab0 MOXeE
BIUTMHYTHU CTaH CKJIQJOBUX JOBKIJUIS,

0)BIIOMOCTI PO CTAaBJICHHS JI0 OKpPEMHX OCiO, MOjiid, SBUII, MpoleciB, GaKTiB
TOIIIO;

B) JIaHi, 1110 JIal0Th KUIBKICHY XapaKTEPHCTUKY MACOBHUX SIBHII Ta MPOIIECIB, SIKi
BiJIOYBaIOTHCSI B €EKOHOMIUHIH, COIliaibHIi, KyIbTYpHIN Ta IHIIUX cepax KUTTS
CYCITUIbCTBA;
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3axucT iHpopMmallil B KOMIT FOTEPHUX CHCTEMax

I') BIIOMOCTI MpO MpaBo, WOr0 CHUCTEMY, JDKepela, peamizallito, IOpUANYHI
(akTu, MpaBOBiTHOCUHU, MIPABOIMOPSIOK, IPABOTIOPYIIICHHSI.

Jlo iHdopmariii 3 0OMEKEHUM JOCTYIIOM HE MOXYTh OyTH BiJIHECEHI TakKi
BIJIOMOCTI...

a) MpO HE3aKOHHI JIii OpraHiB JepKaBHOI BJaJu, OpraHiB MiCLIEBOIO
CaMOBpsITyBaHHSI, X IOCAI0OBUX Ta CIIyKO0BUX 0CI0;

0) mpo ¢izuuHy ocoly, a Takox iHdopmarlis, JOCTyln J0 SKOi 0OMEXEHO
¢13ruHOI0 a00 IOPUAUYHOIO 0COO0I0;

B) Ipo amapii, katactpodu, HeOe3NeyHi TPUPOJIHI SBUILA Ta iHINI HaJ3BUYANHI
CUTYallii, 0 cTanuca a0 MOKYTh CTaTUC 1 3arpoXKyIOTh Oe3Melll JIto1ei;

r) 1po (HakTu MOpPYyIIEHH MpaB i CBOOO1 JIOANHY 1 TPOMaJITHUHA.

[I{o HE € mKepenom paBoBoi iHMOpMAaITii?

a) Konctutymist Ykpainu;

0) apxiBH Pi3HOMAHITHUX JOBIIKOBUX iHQOPMAIITHUAX CITYKO;

B) HCHOPMAaTHBHI MPaBOB1 aKTH;

I') MOBiIOMJIEHHS 3ac0o0iB MacoBoi iHpopMailii, myOJidyHI BUCTYIIN 3 TPABOBHUX
UTaHb.

[HdopMaItis JOBIAKOBO-EHITUKIIONEINIHOTO XapaKkTepy — IIe. ..

a) BimoMmocTi Ta/abo JaHi, SKi PO3KPUBAIOTH KUTBKICHI, SIKICHI Ta iHIII
XapaKTEePUCTUKU TOBapY;

0) Oyap-siki BiloMOCTi Ta/abo JaHi Mpo BITYM3HSAHI Ta 3apyOikHI TOCSTHEHHS
HAYKH, TEXHIKU 1 BAPOOHUIITBA, OJIep KaHi B X011 HAYKOBO-IOCJIITHOT, TOCITITHO-
KOHCTPYKTOPCHKO1, TMPOEKTHO-TEXHOJIOTIYHOI, BHUPOOHWUYOI Ta TPOMAJCHKOI
JUSAJIBHOCTI, SIKI MOXYTh OyTH 30epexeHi Ha MaTrepialbHUX HOocisix abo
B1JJ0OpakeH1 B €JIEKTPOHHOMY BUIJISIJII;

B) JOKyMEHTOBaHa iH(opMallis, 110 Ja€ KUIbKICHY XapaKTepUCTHKY MacOBHX
SIBUII Ta TIPOIIECIB, SIKI BiIOYBAIOTHCS B €KOHOMIUHIH, COIIaNbHIN, KyJIbTypHI
Ta 1HIIKUX cPepax KUTTS CYCIUILCTBA;

I') CHCTEMaTH30BaHi, JIOKYMEHTOBaHI, IyOJIIYHO OroJiomieHi abo IHITMM YMHOM
MOIIMPEH] BIAOMOCTI TPO CYCIUIbHE, JEpKaBHE JKUTTS Ta HABKOJUIITHE
MPUPOJIHE CEPEIOBHIIIE.

Jlo ocHOBHUX BU/IIB iHOPMAIIITHOT TISUIBHOCTI BITHOCSTh:
a) CTBOPEHHsI, 30MpaHHsl, OJIep>KaHHs, BUTAICHHS;

0) 30epiranHs, BUKOPUCTAHHS, MOIIUPEHHS, OJIOKYBaHHS;
B) 30MpaHHs, OXOpOHa, 30epiraHHs, 0JIep >KaHHs;

I') 3aXUCT, 3HUIIECHHS, TIOMUPEHHS, CTBOPEHHSI.

SIki OCHOBHI HarpsiMu iHGOpMaIIHHOT TITEHOCTI?

a) MOJIITUYHUHN, EKOHOMIYHUH, KOMIT FOTEpHUH, €KOJOTIUHUI];
0) MIDKHApOHUH, COLliaJIbHUMA, MOTITUYHUH, Ty XOBHMUIA;

B) JYXOBHUI, HAYKOBO-TEXHIUHUA, CIIOPTUBHUI, O10JIOTTUHMIA;
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3axuct iHpopMallil B KOMIT FOTEPHUX CHCTEMax

T') EKOJIOTIYHMA, EKOHOMIUYHUN, MIXKHAPOIHUHN, CYCITUTLHUT.

10. SIki npuHIMIKN HE HaJIeXKaTh A0 IPUHIIUIIB 1HPOPMAI[IHHUX BIIHOCUH?
a) pIBHOIPABHICTh, HE3AJIEKHO BiJ O3HAK pacu, MOJITHYHUX, PENIriiHUX Ta
IHIIMX MEePEeKOHaHb, CTaTl, €THIYHOIO Ta COIIAJBLHOIO MOXO/KEHHS, MaifHOBOTO
CTaHy, MiCls MPOKMBAaHHS, MOBHUX a00 IHIIMX O3HAK, BIJIbHE OTPUMAaHHS Ta
NOIIMPEHHs iHpopmallii, KpiM 0OMEKEeHb, BCTAHOBJICHUX 3aKOHOM;
0) BIAKPUTICTh, JOCTYNHICTH i1H(OpMaIlii, cBoOoga 0O0MiHY iHOpMaIli€rO,
3aXMIIEeHICTh 0COOM BiJ] BTpy4YaHHs B 11 0COOMCTE Ta CiMEitHe KUTTS;
B) JIOCTOBIPHICTh 1 TOBHOTa iHQOpMaIlii, cBOOOJa BHUpaKEHHsS MOTJSAIB 1
NEepPEeKOHAHb;
r)rapaHToBaHICTh TpaBa Ha iHGOpMAaIlil0, MPABOMIPHICTh  OJIEpP KAHHA,
BUKOPHUCTaHHSI, MOMUPEHHS, 30€epiraHHs Ta 3aXUCTy 1HQopMaIlii.

3akon Ykpainu "IIpo moctym g0 myoaivHoi
ingopmamnii’’

1. 3rigno 3 3akoHoM VYKpaiHM MNpo JOCTyn A0 myOsiiuHoi iHdopmarii, i
TEPMIHOM «I1yOstiuHa iHhOopMalLlish» pO3yMIIOTh. ..
a) CUCTeMaTH30BaHi, JIOKYMEHTOBaHi, MyOJi4HO oroJjomieHi abo 1HIIUM YHMHOM
MOIMPEH] BIJJOMOCTI TPO CYCIiJIbHE, JEpXKaBHE JKUTTS Ta HABKOJUIIIHE
PUPOJIHE CEPEIOBUILIE;
0) Oyap-siki BiloMOCTi Ta/ab0 JaHi MpPO BITYM3HSAHI Ta 3apyOiXkHi JTOCITHEHHS
HAYKH, TEXHIKH 1 BAPOOHMIITBA, OJIepKaHi B X0O1 HAYKOBO-JI0CIIIHOT, TOCIiTHO-
KOHCTPYKTOPCBKOiI, TPOEKTHO-TEXHOJIOTIUHOI, BHPOOHMYOT Ta TPOMaJCHKOI
JUSIBHOCTI, SIKI MOXYTh OyTH 30epekeHi Ha MaTepialbHUX HOCIsIX abo
BiJI0OpakeH1 B €JIEKTPOHHOMY BUIJISIII;
B) BiIoOpaXkeHy Ta 3aJI0KyMEHTOBaHYy Oy/lb-SIKMMH 3aco0aMu Ta Ha OyJIb-sSKHX
HOCisiX iH(opmaris, mo Oyyia oTpuMaHa ab0 CTBOpeHA B MPOIECi BUKOHAHHS
cyO'ekTaMu BJIaJHUX TIOBHOBAKEHBb CBOIX OOOB'A3KiB, mMepe0auyeHuX YMHHUM
3aKOHOJIaBCTBOM, a00 sKa 3HAXOAWTHCS y BOJOJIHHI CyO'€KTiB BIIaHUX
HOBHOBA)KEHb;
r') JOKYMEHTOBaHy iH(opmailiro, mo Ja€ KiJbKICHY XapaKTEPUCTUKY MaCOBHX
SBUIIl Ta MPOLIECIB, sIKI B1I0YBAalOTHCS B €KOHOMIUHIH, COllaIbHIN, KyJIbTypHIi
Ta iHMMX cdepax KUTTS CyCHiIbCTBA.

2. SIxa meta 3akony Ykpainu [Ipo noctym qo my6maigHoi inopmarii?

a) 3a0e3meueHHs MPo30POCTi Ta BIAKPUTOCTI Cy0'€KTIB BIaIHUX MMOBHOBAKEHD 1
CTBOPEHHS MEXaHI3MiB peajizailii mpaBa KOXHOTO Ha JOCTYI J0 ITyOJidHOL
iHbopMallii;

0) BCTaHOBJIEHHSI 3arajbHUX MPABOBUX OCHOB OJIEPKAHHSA, BUKOPHCTAHHS,
nomupeHHss Ta 30epiraHHsi iHQopmarlii, 3akpilJIeHHs IpaBa o0coOM Ha
iHbopMalLlilo B yCiX cdepax CYCHUIBHOTO 1 JIEp)KaBHOTO JKUTTS YKpaiHu, a
TaKoX cucteMmy iHQopmalii, il JKepesa, BU3HAYEHHSICTATyCy YYacHHKIB
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iHpopMaIliiHUX BiAHOCWH, PpETYJIOBaHHS JIOCTymy J0 iHdopMmarii Ta
3a0e3neueHHsl 11 OXOPOHM, 3aXUCT OCOOM Ta CYyCHUIbCTBABiJ HEMpaBIMBOL
iHpOopMaIii;

B) peryJjitoBaHHSl BIIHOCHMHHM Yy cdepi 3axucty iHpopMalii B iHPOpMaIiitHuX,
TeJIEKOMYHIKaIIHUX Ta iHPOopMaIiiHO-TeIeKOMYHIKAIIIHHUX CUCTEMAX;

I') BCTAaHOBJICHHS OCHOB PErYJIIOBAHHS MPABOBMX BIJIHOCUH WIOJ0 3aXUCTY
iHpopMalllii B aBTOMATU30BAHMX CHCTEMax 3ayMOBM JOTPUMAaHHsS IpaBa
BJIACHOCTI TpoMaJisiH YKpaiHM 1 IOpUIUYHHUX OCiOHa iH(popMallilo Ta IMpaBa
JIOCTYyIly JI0 Hel, mpaBa BlacHUKa iHQopmailliiHa T 3axUCT, a TaKOoX
BCTAHOBJICHOTO YNHHUM 3aKOHOJaBCTBOMOOMEKEHHSI Ha JJOCTYT J10 iHpopMaIrii.

[IpaBo Ha goctyn 110 my6I1iYHOT iHPOpPMAILiT TapaHTy€ThCS:

a) CTBOPEHHSIM MeXaHi3My peaJiizallii paBa Ha iHpopMaIlito;

0)0060B's13k0M Cy0'€KTiB BIQJHUX MOBHOBAXEHH 1HHOPMYBaTH IPOMAJICHKICTh Ta
3aco0u MacoBoi iHGopMallii PO CBOIO JiSUTHHICTH 1 IPUIHSATI PillICHHS;
B)OOOB'SI3KOM pO3MOPSATHUKIB 1HGOpMaIlii HagaBaTH Ta ONPHIIOTHIOBATU
iHpOpMaIlito, KpiM BUTIAJIKIB, TTEpe10aYeHUX 3aKOHOM;

I)31CHEHHSAM JIEP)KaBHOTO 1 TPOMAJCHKOTO KOHTPOJIO 3a J0Jep’KaHHSAM
3aKOHOJIABCTBA PO iHPOpMAILitO.

Taemna indopmaris — 1e ...

a) iHGopMaIlis, JOCTYT 0 AKOi 0OMEXEHO (Di3UIHOI0 a00 FOPHINIHOIO 0CO00IO,
KpiM Cy0'€KTiB BIaJHUX TOBHOB@)XXEHb, Ta SKa MOXXE TMOIIUPIOBATHCA Y
BU3HAUYECHOMY HUMHM TOPSAKY 3a IXHIM Oa)KaHHSM BiJIMOBITHO /10 Mepea0adeHnx
HUMH YMOB;

0) iHbopMaIlis, TOCTYI 10 SIKOT 0OMEXY€EThCS BiMOBIAHO 0 YACTHHH JPYTOi
crarti 6 3akony Ilpo moctyn a0 myOaiyHoi iH(OpMaIlii, po3roJoImeHHs AKOT
MO’K€ 3aBJIaTU IIKOJIU 0c001, CyCHUIbCTBY 1 J€pikKaBi;

B) BijjoOpakeHa Ta 3aJJOKyMEHTOBaHa Oy b-SIKMMHM 3aco0aMU Ta Ha OYy/b-SKHX
Hocisix iH(Mopmarriss, mo Oysia oTpuMaHa ab0 CTBOpeHa B MPOIeCi BUKOHAHHS
cy0'eKTaMu BJIQJIHUX MOBHOBa)XEHb CBOIX OOOB'S3KIB, IepeadadyeHUX YUHHUM
3aKOHOJABCTBOM, a00 sKa 3HAXOJWTHhCS Yy BOJOJIHHI CyO'€KTiB BJIATHUX
MOBHOBKEHB, IHINUX PO3MOPSAIHUKIB MyOIiuHOT iHGOpMaIlii, BU3HAYCHUX
3akonoM IIpo noctyn o0 my6aiuHoi iHdopMallii;

r) iHdopmamis, sxka 3i06paHa B  Mpolleci  ONEPATUBHO-PO3ILIYKOBOT,
KOHTPPO3BIYBAJILHOT JiSJIBHOCTL, Y cdepi 000pOHU KpaiHH, sIKY HE BIJJHECEHO
JI0 JIEpKaBHOI TAEMHHUII].

Poznopsininuku  iHdopmariii, sKi  BOJOJIOTH iHGOpMalli€ld Mpo  0coly,
3000B's13aHi:

a) BUNPABISATH HETOYHY Ta 3acTapiiy iH(opmailiro mpo ocody caMOoCTiitHO abo
Ha BHUMOTY ©0cCi0, SKUX BOHa CTOCYEThCSA, BXHMBATH 3aXOJliB  IIOJIO
YHEMOKJIMBJIEHHS] HECAHKIIIOHOBAHOTO JIOCTYITY JI0 HET IHIIUX OCi0;

0) BUKOPHUCTOBYBATH i JIUIIIE 3 METOIO Ta Y CMOCiO, BU3HAUCHUIT 3aKOHOM, BECTH
00JIiK 3anuTiB Ha 1H(OPMAILiLO;
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B) HaJlaBaTH JIOCTOBIpHY, TOYHY Ta MOBHY iH(MOpMaIlit0, a TAKOXK y pasi motpedu
HEepeBipsITU MPaBUIbHICTH Ta 00'€KTUBHICTh HaJJaHO1 1H(OpMAIIiT;

') ONPWIIOJHIOBATH 1H(GOPMAIIiI0 TPO CBOIO JISUIBHICTh Ta NMPUAHATI PillICHHS,
CHUCTEMAaTUYHO BECTU 00JIIK JIOKYMEHTIB, 1110 3HAXOASATHCS B IXHHOMY BOJIOJIHHI.

6. Skoro KoHTpoJrO 3a 3a0e3medyeHHsIM JIOCTymy J0 myOsiuHoi iHdopmallii He

icHy€e?
a) mapJIaMeHTChKUI KOHTPOJIb; B) JIEp>)KaBHUI KOHTPOJIb;
0) rpoMaJiIChbKuii KOHTPOJIb; I') CyCHIJIBHUNA KOHTPOJIb.

7. Po3nopsannuk iHgopMallii Mae HajJaTu BIJAMOBIIb Ha 3alUT Ha iHGOpMAIlil0 HE
Hi3HIIIE. . .
a) 14 poGouux /HIB 3 IHA OTPUMAHHS 3aIUTY;
0) 2 poboumx JHIB 3 JHS OTPUMAHHS 3aIHTY;
B) 7 poO0oUMX JIHIB 3 THS OTPUMaHHS 3aIUTY;
r) 5 poOounx JHIB 3 THS OTPUMAHHS 3aITUTY.

8. BiamoBiganpHICTh 3a TOPYIIEHHS 3aKOHOJABCTBA IMPO JOCTYH A0 IMyOJidHOL
iHdopMmarlii HecyTh 0COOU, BUHHI Y BUNHEHHI TAKUX MTOPYIICHb. ..
a) HeCBOoeyacHOMY HaJlaHH1 iHdopmallii, HaJlaHH1 BiJINMOBIJII Ha 3aIUT, HaJlaHHI
iHbopMarlii Ha 3anuT;
0) HeHamaHHI iHQOpMaIlii Ha 3amUT, HECBOEYACHOMY HaJaHHI iHMOpMAIlii,
HABMUCHOMY MPUXOBYBaHHI a00 3HUIICHHI iHQOpMaIlii U JOKYMEHTIB;
B) HEHaJaHHI a00 HE ONPWIIOJHEHHI HEJOCTOBIPHOI, HETOUYHOI ab0 HEMOBHOL
iHdopmMmartii, 3xailicHeHHI peecTparii JAOKyMEHTIB, O€3MiJCTaBHIM BiAMOBI Y
3aJI0BOJICHHI 3aMUTy Ha iHPOpMAIlio;
r) HeOOIpYHTOBAHOMY BiJlHECE€HHI iH(popMalii 0 iHPopMmalii 3 0OMeKEeHUM
JIOCTYIIOM, HaJlaHH1 BiJIMOB1/Il HA 3aIIUT, Ha/IaHH1 iHdopMallii Ha 3aIuT.

9. ¥V sxoMmy BHUMAJIKy pO3MOPpSIHUK iH(MOpMalii Mae ™paBo BIIMOBUTH B
3aJI0BOJIEHHI 3a1uTy?
a) iHdopmarlis, MO 3aMUTYEThCSA, HAICKUTHL JO0 Kareropii iHbopmarii 3
00OMEXEeHUM JOCTYTIOM BiJIMOBITHO /10 YacTUHU JApyroi ctarti 6 3akony Ilpo
JIOCTYTI J10 Iy01iuHO1 iHpopMaIlii;
0) oco0a, sika mojiaja 3anuT Ha iHdopMallito, oriaTuiaa nepeadadeHi CTaTTero
21 3akony "Ilpo nmoctynm jo myOusiyHOi iHGopMalii" ¢akTUYHI BUTpPATH,
NOB's13aH1 3 KOIIIOBaHHSM a00 JAPYKOM;
B) pPO3NOpsAHMK 1H(pOpMalii BoJoJi€ 1 3000B'sI3aHUN BIMOBIAHO 1O HOro
KOMIIETEHIIi1, nependayeHoi 3aKOHOJAaBCTBOM, BOJIOJITU 1HQOpMaIli€to, 1070
AKO1 3p00JIEHO 3aIuUT;
r) JOTPUMAHO BHUMOT JIO 3alUTy Ha iHOpMaIlito, nepeadauyeHux YacTUHOIO
n'aroro crarti 19 3akony Ipo noctyn 10 my6:aivuHol iHbOopMartii.

10.5ki pimeHHs, i 41 O€3/iSUIBHICTh PO3NOPSAHUKIB 1H(OpMAaIT MOXKYTh OyTH
OCKap>KeH1 3anuTyBayem?

14 Bakamok T.A. — crapmmii Bukianay kadeapu NpukiaHoi MaTeMaTHKU Ta iHGOpPMaTHKH



3axucT iHpopMmallil B KOMIT FOTEPHUX CHCTEMax

a) HeHaJJaHHS HEeTI0CTOBIpHOT 200 HEMOBHO1 iH(MOpMAITii;

0) cBO€UacHe HalaHHA iHQOpMaIlil;

B)HEHAJlaHHs BIJMOBIJI Ha 3anmuT Ha 1HQOpMaIil0 Ta HEBUKOHAHHS
pO3MOpsIHUKAMU  OOOB'SI3KY ONPUJIIOAHIOBATH 1H(OpMAaIliI0 BiJMOBIAHO [0
ctarti 15 nporo 3akony Ilpo noctyn jo myOaiyHoi iHdopmailii;

I') HaJlaHHS BIAMOBI/I1 Ha 3anUT Ha iHQOopMaIlito.

3akon Ykpainu "'IIpo 3axuct indopmanii B
ABTOMATH30BAHMUX CHCTEMAaX

CKinbKu  po3AiTiB  MicTUTh 3akoH Ykpainu Ilpo 3axuer iHdopmarii B
aBTOMATHU30BaHUX CUCTEMax?
a) 4, 0) 6; B) 8; r) 10.

Ska mera 3akony Ykpainum Ilpo 3axuct iHdopmailii B aBTOMaTU30BaHUX
cucremax?

a) 3a0e3MmeueHHs MPO30POCTi Ta BIAKPUTOCTI CYO'€KTIB BIQJHUX MOBHOBAKEHD 1
CTBOpPEHHSI MEXaHI3MiB peajizallii mpaBa KOXHOTO Ha JOCTyH JO IyOJaiqHOi
iHpOopMaIrii;

0) BCTAHOBJICHHSI 3arajbHUX IPABOBUX OCHOB OJICp)KaHHS, BUKOPUCTAHH,
nomupeHHss Ta 30epiraHHs iHdopMallii, 3akpilUIeHHS TMpaBa oco0u Ha
iHpopMallil0 B yCiX cdepax CYCHUIBHOTO 1 JEp’KaBHOTO >KUTTS YKpaiHu, a
TaKOX cucTeMy 1HQopMalii, ii JpKepesa, BU3HAUEHHS CTaTyCy YYacHHKIB
iHpopMalliiHUX  BIAHOCUH, PETryJIOBaHHS JIOCTymy Jo iHdopMmauii Ta
3a0e3neyeHHsl 11 OXOPOHM, 3aXUCT OcoOM Ta CyCHUIbCTBA BijJ HEMpaBJAMBOL
iHpopMallii;

B) peryJtoBaHHS BiTHOCHMHHU y cdepi 3axucty iHbopMallii B iHPOpMaIliitHuX,
TeJIeKOMYHIKalIfHUX Ta iHPOpMaIliifHO-TeIeKOMYHIKAIlIHHUX CUCTEMAaX;

I') BCTAaHOBJEHHS OCHOB PErYJIOBAHHS MPABOBMX BIJIHOCUH WIOJ0 3aXHUCTY
iHpopMallli B aBTOMATM30BaHMX CHCTEMax 3a YMOBM JOTPUMaHHS IpaBa
BJIACHOCTI TPOMaJIIH YKpaiHU 1 IOpUIUYHHUX Oci0 Ha iHQopMmallilo Ta Mpasa
JIOCTYyIly 10 Hel, mpaBa BiacHMKa iHdopmaiii Ha T 3aXHCT, a TaKOX
BCTAHOBJICHOTO YMHHHMM 3aKOHOJIaBCTBOM OOMEKEHHsST Ha JOCTyl JO
iHpopMaIlii.

3rigHo 3 3akoHom Ykpainm Ilpo 3axuct iHdopmaliii B aBTOMaTH30BaHUX
cUcTeMax Iij] 3aXUcToM iHdopMaIlii po3yMitoTh...

a) JiSIBHICTB, CIIPSMOBAHY Ha 3a0€3MEeUEHHS 1HKEHEPHO-TEXHIYHUMU 3aX0/[aMU
KOH(D1ICHIIIITHOCTI, IJIICHOCTI Ta JJOCTYITHOCTI iH(popMaIlii;

0) CyKyIHICTh METOJIB Ta 3aco0iB, 10 3a0e3leuyloTh IUIICHICTb,
KOHQIIEHIIHICTE 1 JOCTYyHHICTh iH(MOpMaIlii 3a YMOB BIUIMBY Ha HeEl 3arpos
IPUPOJTHOTO 200 MITYYHOTO XapaKTepy;
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B) CYKYIIHICTh TMPaBOBUX, aIMIHICTPAaTUBHHMX, OpTaHi3allifHUX, TEXHIYHUX Ta
IHIIMX 3aX0J1iB, IO 3a0e3NeuyroTh 30epeKeHHs, IUTICHICTh iHdopmallii Ta
HAJIE)KHUN TOPSAOK JIOCTYITY JI0 HET,

I) CYKYNHICTh OpraHi3aliifHO-TEXHIYHUX 3aXO/AIB 1 MPaBOBUX HOPM s
3ano0iranHs 3amno/(iIHHIO IIKOJM 1HTepecaM BiacHUKa iHpopmanii yn AC Tta
0ci0, sIKi KOPUCTYIOThCS 1HPOPMAILIELO.

[Ilo sABisA€TBCA 00’€KTOM 3axXUCTy BiANOBiAHO 10 3akony Ilpo 3axwucr
iH(dopMallii B aBTOMaTHU30BaHUX cucTeMax?

a) indopmariis; B) BJIaCHUKH iHDOpMaIlii;

0) kopuctyBaui AC; I') KOpUCTyBadi iHpopMaIlii.

3rigHo 9 crarti 3akony [Ipo 3axuct iHpopMallii B aBTOMAaTU30BaHUX CHUCTEMAax
(Bignocuan wmixk BiacHukoM AC 1 kxopuctyBademM AC) BiacHUK abo
posnopsaaauk AC:

a) TIOBUHEH 3a0€3MeunTy 3axUCT iHpopMaIlii 3riJHO 3 BUMOTAMU 1 MPaBUIIAMH,
1o O0OYyMOBIIIOIOTHCSl YT0J/I0K03 BJIIACHUKOM iH(opmairii abo yrnoBHOBaXEHOIO
HUM 0C00010, Ta 3000B'S3aHMI MOBIJOMUTH HOTO MO BCi (HaKTU MOPYIICHHS il
3aXUCTY;

0) He Hece BiJAMOBIAIBHOCTI 32 MIKOJTY, 3aI0/{iIHy BJIACHUKY iHMOpMaIlii, SKIIo
pu I[bOMY HE OYJI0 MOPYIIEHO BCTAHOBJICHI BIACHUKOM iHdopMarlii mpaBuia ii
3aXUCTY;

B) IOBUHEH iHQOPMYBaTH BJIACHUKA 1 KOpHCTYyBava iHdopMallii mpo BIaCTHBOCTI
MeTOliB 00poOkm iHdopmarii Ta Mexi iX BHUKOPHCTaHHSA, a BJIACHUK 1
KopucTyBad iH(opMmailii TOBHHHI MiATBEPIUTH CBOIO 3TOJYy Ha 3aCTOCyBaHHS
MPOIMTOHOBAHUX METO/IiB 0OPOOKH Ta BiJICYTHICTh MPETEH3I;

I') BU3HaUYa€ KOPUCTYBaAuiB HAJIEKHOT HoMy 1H(OpMaIlil Ta BCTAHOBIIOE 1X
MTOBHOBa)KCHHSI.

. SIxuM TIIXOM 311iHCHIOEThCS 3axucT iHGopMartii B AC?

a) BHUKOpPUCTaHHS  3aco0iB  OOYMCIIIOBAJBHOI  TEXHIKH, IMPOrPAMHOIO
3abe3neueHHs, 3aco0iB 3B'13ky i AC B minomy, 3aco0iB 3axucTy iHopmarrii, sKi
BiJIMOBIZIAIOTh BCTAHOBJICHUM BHUMOTaM IIMOJO0 3axucTy iHdopmarii (MaroTh
BIJIOBIAHMIA cepTUdiKkar);

0) nepeTBopeHHs iHGOpMAIlil 3 BAKOPUCTAHHAM CIelialIbHUX(KIFOUOBUX ) JaHUX
3 METOI0 TNPUXOBYBAHHS/BIJIHOBJICHHS 3MICTY iHGopMallii, MiTBEpKEHHS il
CIIPaB)KHOCTI, IITICHOCT1, aBTOPCTBA TOIIIO;

B) IIPOBEJICHHS €JIMHOT TEXHIYHOI MOJIITUKH LIOJI0 3aXUCTY 1HPOpMaIIii;

I') CTBOPEHHS BIIMOBIHUX CTPYKTYp Juist 3axucty iHpopmarii B AC.

. SIKy BIIOBIMaNBHICTh HE HECYTh OCOOM, BUHHI B MOPYIICHHI MOPSIAKY 1 TPaBUII
3axucty o0pooboBanoi B AC iHdopmartii?

a)KpUMiHAJbHY; B)IOPUIMYHY

0)marepiayibHy; I')IUCIUIUTIHAPHY.
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3axucT iHpopMmallil B KOMIT FOTEPHUX CHCTEMax

8. 3rimno 3 3akoHom Ykpainu Ilpo 3axuct iHOpMaIi B aBTOMaTH30BaHUX
cucTeMax Mij BTpaToro iHdopMarlii po3yMitOTh. ..
a) Jii, HACJIIJIKOM SIKUX € MPUIMHEHHS IOCTYIY J10 iHpopMaIlii;
0) nito, BHACII0K sikoi iH(opmailist B AC nepecrae icHyBatu s G13M4HUX ab0
IOpUAMYHUX OCiO, SKI MarlTh IPaBO BJIACHOCTI HAa HEl B IOBHOMY YU
oOMexeHoMy 00csi3i;
B) nii a6o oOcTaBUHM, SIKI NPU3BOJATH JIO CIIOTBOPEHHS Mpolecy 00poOKu
iHpopMaIrii.
I') HaBMUCHI Jiii, 1110 MPU3BOJATEH JI0 MEpEeKpydYeHHs iHPopMaIlii, sika MOBUHHA
o0poOsiTics abo 30epiraTucs B
AC.

9. KoMy Hanexutsb iH(pOpMallis, ika CTBOPEHa sIK BTOPMHHA B Ipolieci 00poOKH B
AC, xonu BIJICYTHA YroJia MibK BJTACHUKOM BXi/THOT iHpOpMaIlii i KOpUCTyBaYeM
AC?
a)KOpUCTyBauy iHpopMaIrii; B)BJIACHUKY BXiJHOT iHpOpMaILii;
0)Binacuuky AC; r)kopuctyBauy AC.

3akon Ykpainu "'IIpo 3axuct indopmanii B
iHpopManiiHO-TeJIEKOMYHIKAIMHAX CHCTEMAX '

1. Ckinbku po3auniB MictuTh 3akoH Ykpainu Ilpo 3axumcr iHdopmarii B
iHpOpMaIliiHO-TeIEKOMYHIKAIIITHIX cucTemMax?
a) 4, B) 8;
0) 6; I') HeMae MPaBUJIbHOI BIIMOBIII.

2. Ska wmera 3akony VYkpainu Ilpo 3axuct iHdopmalii B iHdopmaliliHO-
TEJICKOMYHIKAIITHUX CUCTeMax?
a) 3a0e3meueHHs MPO30pOCTi Ta BIAKPUTOCTI CyO'€KTIB BIQJHUX MOBHOBAKEHD 1
CTBOPEHHSI MEXaHI3MIB peajizallii mpaBa KOKHOTO Ha JOCTyH JO IyOJaiqHOi
iHpOopMaITii;
0) BCTAHOBJICHHSI 3arajbHUX IPAaBOBUX OCHOB OJIEp’KaHHS, BUKOPUCTAHH,
nomupeHHss Ta 30epiraHHs iHdopMmallii, 3aKpilUIeHHA TMpaBa oco0u Ha
iHpopMallil0 B yCIX cdepax CYCHUIBHOTO 1 JIEP)KaBHOIO JKUTTSA YKpaiHu, a
TaKoXX cucTeMy iHdopMarlii, ii jpKepena, BU3HAUEHHS CTaTyCy YYacHHKIB
iHbopMaIliiHUX BIAHOCWH, PpETYJIOBaHHS JIOCTymy 1o iHdopMmariii Ta
3a0e3meueHHsT 1i OXOPOHM, 3aXUCT OCOOM Ta CYCHJIbCTBA BiJ HEMpaBIMBOL
iHpOpMaITii;
B) peryioBaHHS BiHOCHMHHU y cdepi 3axucty iHbopMalii B iHPOpMaIitHuX,
TeJIEKOMYHIKAIIHUX Ta iHPOopMaIliiiHO-TeIeKOMYHIKAIIIHHUX CUCTEMAaX;
I') BCTAaHOBJEHHS OCHOB PErYJIIOBaHHS MPABOBUX BIJIHOCUH WIOJ0 3aXUCTy
iHpopMallli B aBTOMATH30BaHMX CHCTEMax 3a YMOBU JOTPUMaHHS IpaBa
BJIACHOCTI T'pOMaJiiH YKpaiHu 1 IOpUJUYHHUX Oci0 Ha iHQopMmalilo Ta Mpasa
JIOCTYyIly 10 Hel, mpaBa BjacHUKa iHdopmalii Ha 11 3aXHCT, a TaKOX
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3axuct iHpopMallil B KOMIT FOTEPHUX CHCTEMax

BCTAaHOBJIEHOTO UYMHHUM 3aKOHOJABCTBOM OOMEXKEHHS Ha JOCTYN [0
iHdopmarii.

3rigno 3 3akoHoMm VYkpainu [Ipo 3axucr iHdopmaiii B iHpopmaliiiHO-
TEJIEKOMYHIKAIlIMHUX ~cUcTeMax IiJ] 3axucToM 1Hdopmailii B CHCTEMI
PO3YMIIOTh. ..

a) JISJIBHICTD, CIPAMOBaHY Ha 3a0€3MEUCHHS 1HKEHEPHO-TEXHIYHUMU 3aX0/laMU
KOH(]1ACHITIHOCTI, IIIICHOCTI Ta JJOCTYITHOCTI iH(opMarii;

0) JisSIBHICTB, CHpsSIMOBaHA Ha 3aroOiraHHs HECAHKI[IOHOBAHUM JisIM 100
iHbopMallii B cucremi;

B) CYKYIHICTh MPABOBUX, aJMIHICTPAaTUBHUX, OpTaHi3alliiHUX, TEXHIYHUX Ta
IHIMMX 3aX0JIiB, IO 3a0e3NeuyroTh 30epekeHHs, IUTICHICTh iHdopmarllii Ta
HaJICKHUHN TOPSJIOK TOCTYITY J0 He,

I) CYKYNHICTh OpTraHi3aliifHO-TEXHIYHUX 3aXOMiB 1 TPaBOBUX HOPM IS
3amo0iranHs 3amoJlisTHHIO IIKOJW iHTepecaMm BiacHuka iHpopMmarnii un AC Ta
0ci0, sIKi KOPUCTYIOThCS iHPOPMAITI€TO.

[Ilo He € cy0’eKTOM BIJHOCHH, TIIOB’SI3aHUX 13 3axucToM iHpopmalii B
cucreMax?

a) iHpopMarris;

0) creriagbHO YIMOBHOBOXCHUU IIEHTPAIBHUI OpraH BUKOHABYOI BIaaUd 3
NUTaHb OpPTaHi3allii CemiaibHOTO 3B 3Ky Ta 3aXUCTy iHdopmarrii i
HiIOPSAKOBaHI oMy perioHabHI OpTraHy;

B) BJIACHHUKY iHpOpMAILii;

') KOpUCTyBadi.

KuMm Bu3HauaeThCs MOPSIIOK JOCTYIy [0 1H(opmallii, fKa € BIACHICTIO
JiepkaBu, abo iHpopMallii 3 00MEKEHUM JJOCTYIIOM, BUMOTa 1010 3aXUCTY SIKOL
BCTAHOBJIEHA 3aKOHOM, MEPEJiK KOPUCTYBauiB Ta iX MOBHOBAXEHHS CTOCOBHO
i€l iHdopmarrii?

a) BJIACHUKOM 1H(opMallii;

0) 3aKOHO/1aBCTBOM;

B) CIEI[iaIbHO YIOBHOBAXEHUM IIEHTPAJILHUM OpPraHOM BHMKOHABYOI BIIAAH 3
NUTaHb OpraHizallii CeliaibHOTO 3B 3Ky Ta 3aXUCTY 1H(OopMallii;

I') BIACHUKOM CHCTEMHU.

XTO Ha/lae KOPUCTYBAu€EB1 BIJJOMOCTI PO MpaBuia 1 pexuM poOOTH CUCTEMU Ta
3abe3reuye oMy JIOCTYII /10 iHpopMallil B CUCTEMI BiIMOBIIHO /0 BU3HAYEHOTO
HNOPSIIKY TOCTYILy ?

a) CIeliaJbHO YTMOBHOBAXXEHUI IIEHTPAJIbHUII OpraH BHKOHABYOI BJIaad 3
NUTaHb OpTaHi3allii CemiaibHOTO 3B’ 3Ky Ta 3aXUCTy iH(opMmallii;

0) 3aKOHO/IaBCTB;

B) KOpUCTYyBay;

I') BJACHUK CUCTEMU.
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3axucT iHpopMmallil B KOMIT FOTEPHUX CHCTEMax

BiamoBinanpHicTh 3a  3a0e3meueHHS 3axUCTy iHQopMmallii B  cHCTEeMI
MOKJIaJa€ThCS Ha. ..

a) BJIacHUKA 1H(opMallii; B) KOpUCTYyBaua;

0)3aKOHO/1aBCTBO; I') BJIaCHUKA CUCTEMHU.

KuM BCTaHOBIIOIOTHCS OCOOJMBOCTI 3axuUCTy iH(opmailii B cuUcTeMax, SKi
3a0e31neuytoTh OaHKIBCHKY AiSUIbHICTH?

a) Kabinerom MinicTpiB Ykpainu;

0) 3aKOHOJIABCTBOM;

B) HarrionansHum 6ankoM YKpaiHu;

) CHEliaJIbHO YHOBHOB)KEHUM IEHTPAJbHUM OpPraHOM BUKOHABYOI BIaJU 3
NUTaHb OpraHizallii crienialbHOro 3B’ 13Ky Ta 3aXMCTy iH(opMailii.

XTO BU3HAUYa€ BUMOTHU Ta MOPSAJOK CTBOPEHHS KOMIUJIEKCHOI CUCTEMM 3aXHCTY
iHpopMarllii, sSKa € BIACHICTIO Jaep)kaBW, abo iHpopMallii 3 OOMEKEHUM
JIOCTYIIOM, BUMOTA 111010 3aXUCTY SIKOT BCTAHOBJIEHA 3aKOHOM?

a) Kabinetr MinictpiB Ykpainu;

0) 3aKOHO/1aBCTBO;

B) Harionansamii 0ank Ykpainu;

I) CreliajbHO YHNOBHOBRXCHUN IIEHTPAIbHUI OpraH BUKOHABUOT BIAaAH 3
NUTaHb OpPTaHi3alii CIemialbHOTO 3B’ 3Ky Ta 3aXUCTy iHhopMaIrii.

3akoH Ykpainu "IIpo HayKOBO-TeXHIiYHY
inpopmanir™

Jlannii 3aKoH BU3HAYAE:

a) OCHOBM JICp)KaBHOI TOJIITUKK B Taily3i COLIaJIbHO-TEXHIUYHOI iH(OopMaIIii,
nopsaok 11 QopMmMyBaHHs 1 peamizamisi B iHTepecax MOJITUYHOTO,
€KOHOMIYHOTO 1 COITiaTbHOTO MPOTrpecy;

b) ocHOBHM Jep)kaBHOI IMOJIITUKK B Taly3i HayKoBOi iH(opMariii, mopsjaok ii
dbopMyBaHHS 1 peamizaimisi B iHTepecaX TOJITUYHOTO, E€KOHOMIYHOIO i
COIIIJILHOTO TIPOTPECY;

C) OCHOBHM JICp>KaBHOI IMOJITAKA B Taly3l HayKOBO-TEXHIYHOI iHQopmarlii,
nopsAoK i1 gopmyBaHHs 1 peajizallig B 1HTEpecax HayKOBO-TEXHIYHOTO,
€KOHOMIYHOTO i COITiaTbHOTO MPOTPECY;

d) ocHOBHM Jep)kaBHOI TOJITHKM B Tajy3i HayKOBO-COIliaJbHOT iH(OpMAIIii,
nopsaok il dopMyBaHHS 1 peamizaiis B IHTepecaX EKOHOMIYHOTO i
COIIAJIEHOTO MPOTPECY.

Mertoto naHoro 3akoHy €

a) CTBOpeHHs B YKpaiHi NpaBoBOi 0a3u JUIsl OJep)KaHHS Ta BHUKOPHUCTAHHS
HaAyKoBOi 1H(opmarlii;

b) crBopenHs B YkpaiHi npaBoBoi 0a3u Ui OJCp)KaHHS Ta BHUKOPHUCTAHHS
HAYKOBO-TEXHIYHOT iHPOpMaIii;
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3axuct iHpopMallil B KOMIT FOTEPHUX CHCTEMax

C) cTBOpeHHS B YKpaiHi mpaBoBoi 0a3m I OJep)KaHHS Ta BUKOPUCTAHHS
TEXHIYHOT Ta TEXHOJIOTI4HOI 1H(hOopMAllii;

d) crBopeHHs B YKpaiHi npaBoBOi 0a3u JUIsS OJCpKaHHS Ta BUKOPUCTAHHS
3a00poHeHoi iH(opMaItii.

Jlanuii 3akoH BK/IIOYae B cebe
a) 5 posainis (16 crareii); c) 3 posainu (15 crareii);
b) 6 pozainis (23 crarri); d) 7 pozainis (30 crareii).

VY npomy 3akoHi HayKOBO-TEXHIUHA 1H(OpPMAIlis B)KUBAETHCS Y 3HAUECHHI:

a) Oyab-aKki BigoMocTi Ta/ab0 JaHi HPO JOCATHEHHS HAayKd, TEXHIKHA 1
BUPOOHMIITBA, OJIEpXKaHI B XOJIi COIaJIbHOI, MOJITUYHOI Ta TI'POMaJICHKOT
JUSUIBHOCTI, SIKI MOXYTh OyTH 30epekeHi Ha MaTepialbHUX HOociax abo
BiJ0Opa)keHi B €IEKTPOHHOMY BUTJISIII;

b) Oynp-ski BigoMocTi Ta/abo JaHi MpO BITYM3HAHI Ta 3apyOiKHI JOCATHEHHS
HayKH, TEXHIKM 1 BHUPOOHUIITBA, OJIEpKaHI B XOJi HAYKOBO-JOCIiTHOI,
JOCITITHO-KOHCTPYKTOPCHKOi, TPOEKTHO-TEXHOJOTIYHOI, BUPOOHMUYOT Ta
IpPOMaJICBKOI JIISUIBHOCTI, SIKI MOXYTh OyTH 30€pekeHi Ha MarepiallbHUX
HOCIsIX a00 BiJIoOpakeHi B €IEKTPOHHOMY BHTJISII;

C) Oyab-sKi BijoMocTi Ta/abo0 JaHi MPO BITYM3HIHI Ta 3apyOiXKHI JOCSITHEHHS
HayKH, OJIep)KaHi B XOJi IHTErpoBaHOi Ta TPOMAJICHKOI ISIBLHOCTI, SKi
MOXYyTh OyTH 30epekeHi Ha MaTepialbHUX HOCISIX abo BigoOpakeHi B
€IIEKTPOHHOMY BUTJISII;

d) npaBUIBHOT BiJOBII HEMAE.

Y npomy 3akoHi iHPOpMaITiiTHII PUHOK BKUBAETHCS Y 3HAYCHHI:

a) CUCTeMa CKOHOMIYHHX, OpraHi3aliiHuX 1 IPaBOBUX BIJHOCUH MO0
IpoJaxy 1 KyMiBii colliaIbHUX PECYPCIB;

b) cucrema €KOHOMIYHMX, OpraHi3aliiHMX 1 MPaBOBUX BIJIHOCHH IIOJO
npofaxy 1 KymiBm iHGOpMalifHUX pecypciB, TEXHOJOTIH, MPOAyKIii Ta
MOCIIYT;

C) cucreMa €KOHOMIYHMX Ta COIMIaJbHUX BIJHOCHH IIOJO MPOJAXy 1 KYITiBIIi
iHbOpMaITIHHUX pecypciB, TEXHOJOTIH, MPOIYKITii Ta OCIYT;

d) mpaBWJILHOI Bi/IMOBI/Ii HEMAE.

O06'exTOM BiIHOCUH Y cdepl HAYKOBO-TEXHIYHOI 1H(OopMAIlii €
a) 3apyOixHa coliajbHa iHGopMaIlis;

b) BiTuM3HsIHA TEXHIYHA iHPOPMAILis;

C) BiTUM3HSHA i 3apyOiKHA HAYKOBO-TEXHIYHA iH)OpMAITisi;
d) BiTuM3HsIHA i 3apyOiKHA colliaibHa THPOPMAITis.

Cy0'ekTamMu BIJTHOCUH, IO PETYJIOIOTHCA MM 3aKOHOM, € JIep>KaBHI OpraHw,
OpraHd MiCIIEBOTO 1 PETriOHAILHOTO CaMOBPSyBaHHS, IOPUJUYHI OCcOOM Ta
rpoMajisiHi  YKpaiHu, MIKHApOJIHI OpraHizailii, iHO3eMHI IOpUAMYHI 0co0u 1
IpOMaJIIHUA Ta ocoOu 6e3 rpoMa/IsTHCTBA
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a)
b)

c)

d)

3axucT iHpopMmallil B KOMIT FOTEPHUX CHCTEMax

JIep>KaBHI OpraHu, OPraHu MICIIEBOTO i pEriOHAIBLHOTO CAMOBPSI Ty BaHHS;
JIep>KaBHI OpraHW, OpPraHM MICIIEBOTO i PErioHAJILHOTO CaMOBPSIyBaHHS,
IOPUINYHI 0COOM Ta TpoMaJIsiHA Y KpaiHu;

JIepKaBHI OpraHd, OPraHU MICIIEBOTO 1 PErioHAJILHOTO CaMOBPSTyBaHHS,
IOpUJIMYHI 0cOOU Ta rpoMaJIiHU Y KpaiHu, MIKHApOIHI opraHizallii, IH03eMHI1
IOpUJIMYHI 0COO0U 1 IPOMAJISIHA Ta 0coOu 0e3 rpoMa/ISTHCTBA;

JIepKaBHI OpraHu i rpoMajsiHu Ta ocoOu 6e3 rpoMaITHCTBA.

8. BkaxiTh mpaBWIbHI JIAQHIIOTM BIJHOCMH MK BJIACHMKOM iHopmariii,
CIOXKMBAYEM 1 TIOCEPETHUKOM:

a)

b)
c)

d)

e)

CHOKMBAaY HAyKOBO-TEXHIYHOi iH(popmallii Hece BIANOBIIAIBHICTL 3a
JIOTPUMAaHHS TpaB BJIACHUKA 111€T 1H(OopMallii;

BiJIHOCHM MI’K BJJACHHKOM 1 IMOCEPETHUKOM PETYIIOIOTHCS JOTOBOPOM;
BJIACHUK 3JIIACHIOE CBOE TIPaBO MIOJ0 HAYKOBO-TEXHIYHOI 1H(Opmarlii
camocTiitHO a0o uepe3 MmocepeHnKa;

BJIACHUK HE 3JIIHCHIOE CBOrO MpaBa IMOJ0 HAYKOBO-TEXHIUHOI iH(opmariii
CaMOCTIHHO;

BiJTHOCHIHM MI’K BJJACHHKOM 1 ITOCEPETHUKOM HE PETYIIOIOTHCS.

9. OCHOBHOIO METOIO HaIliIOHAJIBHOT CHCTEMH HAyKOBO-TEXHIUHOT iHpopMarlii €

a)
b)

c)
d)

30epekeHHs HayKOBO-TEXHIUHO1 iH(hopMallii;

nepeBipka MpaBUWILHOCTI BIIMIPaBICHHS] HAYKOBO-TEXHIYHOI iH(MOopMaIlii;
3aJI0BOJIEHHS MOTped TpoOMaJisfiH, IOPUIMYHUX Oci0 1 Jep)kaBU B HAyKOBO-
TeXHIYHil iHpopmarIi;

nepeBipKa MpaBUWILHOCTI JOCTABKU HAYKOBO-TEXHIYHOT iH(opMmartii.

10. IndopwmariiitHa mpoIyKIlisi Ta MOCIYTH OpraHiB HAYKOBO-TEXHIYHOI iH(popMaItii,

a

TaKOX HiI[HpI/IGMCTB, YCTaHOB, opraHi3auiI71, OKpEMUX TIpoMalsiH, K1

3/1ICHIOIOTH HAYKOBO-1HpOpMallIiHY JisSIbHICTh, MOXKYTh OyTU

a)

b)
c)

d)

C}’6‘€KT&MI/I TOBApHUX BiI[HOCI/IH, 1o PEryIIOI0THCA YMHHUM
3aKOHOAaBCTBOM;
00'ekTaMn TOBApHUX BiI[HOCI/IH, IO peryjroroThLCA YMHHUM 3aKOHOJAaBCTBOM;

cy0’ekTamMu Ta 00'€éKTaMM TOBapHHUX BiJTHOCHH, IO PETYJIOIOTHCS YUHHUM
3aKOHOAaBCTBOM;
MIPaBUJILHOT BIJIIOBI/I HEMAE.

11. Slk Ha3uBa€ThCS OCHOBHUI JIOKYMEHT, IO PErJIAMEHTYE BIJHOCUHU MIXK
BUPOOHUKOM 1 CIIOXKUBA4YEM 1HPOpMaIlii

a)
b)

yroja; C) KOHTpAKT;
JIOTOBIp; d) 3asBa.

12.Yn MOXyTh IHBECTYBAaTH PO3BUTOK cC(epu HAYKOBO-TEXHIUHOI iH(opMaIlrii
Vkpainu 1HO3eMHI lopuauuHi Ta ¢i3uyHi ocoOu, a Takox ocoOu 0e3
TpoOMaJISTHCTBA

a)

Tak; b) wi; C) IEBHOIO MIpOIO.
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3axuct iHpopMallil B KOMIT FOTEPHUX CHCTEMax

3akon Ykpainu "IIpo nep:xkaBHy TaeMHHIIO"

Jlannii 3akoH peryioe

@) coIliajabHi BiJIHOCHHU, TOB'A3aHI 3 BiHECEHHsAM iHopMaIlii 10 JepKaBHOT
TAaEMHUIII Ta OXOPOHOIO JIEP’)KaBHOI TAEMHHIII 3 METOI  3axHCTy
HalllOHaJIbHOT Oe31eKn YKpaiHu;

b) cycninbHi BigHOCHHH, MOB'S3aHi 3 BiAHECEHHSIM iH(opMalii 10 aepikaBHOT
TAEMHMUIII, 3aCEKPEUyBaHHAM, PO3CEKpEUYBaHHAM i MaTepialbHUX HOCIIB Ta
OXOpPOHOIO JICPYKABHOT TAEMHMIII 3 METOIO 3aXMCTy HalliOHAJIBbHOI Oe3MeKH
VYkpainu;

C) TOJITHYHI BiJIHOCHHH, TOB'A3aHi 3 BiJIHECEHHSM iH(MOpMAIli 10 JepKaBHOT
TAEMHMUIII, 3aCEKPEUyBaHHAM, PO3CEKPEUYBaHHAM ii MaTepialbHUX HOCIiB Ta
OXOPOHOIO JICPYKABHOT TAEMHMIII 3 METOIO 3aXHCTy HaIliOHAJIBHOI Oe3MeKu
Ykpaiuu.

Jlanuii 3akoH BKiIIOYae B cebe
a) 5 posainis (16 crareii); C) 4 posainu (20 crateii);
b) 6 posainis (23 crarTi); d) 7 posainis (30 crareii).

VY npomy 3akoHi rpud CEKpETHOCTI BXKUBAETHCS Y 3HAUCHHI:

a) pekBi3UT duienr HOcisS cekpeTHOl iH(opMaIllii, o 3acBiIuye CTYIiHb
3aXMINEHOCTI AaHO1 iHpopMallii;

b) pekBi3uT iHTErpaJILHOTO HOCIS CEKPeTHOI iHhopMallii, 10 3aCBiIUy€E CTYIiHb
nepelaBaHoCTi J1laHo1 iHpopMallii;

C) PEKBI3UT MaTepialIbHOrO HOCIS CeKpeTHOT iHdopMallii, 1o 3acBiTYy€e CTYIiHb
CEKPETHOCTI AaHoi iHdopmarrii.

. SIKi € cTymneHi ceKpeTHOCTI iHpopmartii?

a) "oco0ymBOT BaxKMBOCTI", "I[IJIKOM TaeEMHO", "TaeMHO";

b) "Baxknuo", "TaeMHO", "He TAEMHO";

C) "oco0ymBOi BakIMBOCTI", "0c00MBOT TaeMHOCTI", "TaeMHO";
d) "BaxauBo", "LIJIKOM TaeMHO", "TaeEMHO".

XTO BHJIAE YKa3u Ta PO3MOPSHKEHHS 3 MUTAaHb OXOPOHH JEPKaBHOT TAEMHHUIII,
BiJITHECEHHMX UM 3aKOHOM Ta IHIIMMH 3aKOHAMH JI0 OTO MOBHOBAKCHD

a) KaGiner MiHicTpiB; d) Paga HamioHanbHOI Oe3meku i
b) Ilpe3unenr; 00OpOHHU.

c) Bepxosna Paja;

XTO KOOPJMHYE Ta KOHTPOJIIOE JISJIBHICTh OpraHiB BUKOHABYOI Biau y cdepi
OXOpOHH JIePKaBHOT TAEMHHUIII

a) KabGinet MiHicTpiB; d) Paga wHamioHanpHOi Oe3nekd i
b) Ilpe3uneHr; 00OpOHHU.

c) Bepxosna Paa;
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3axucT iHpopMmallil B KOMIT FOTEPHUX CHCTEMax

7. Jlo nepxaBHOI TaEMHHWINL y TOPSAKY, BCTAaHOBJICHOMY IIMM 3aKOHOM,
BIJIHOCUTBCS 1HpOpMAITis:
a) y chepi odopoHw;
b) y chepi ekOHOMIKH, HAYKHU i TEXHIKH;
C) y cdepi 30BHILIHIX BIAHOCHH;
d) y chepi aeprkaBHOT O€3IEKU Ta OXOPOHU IPABOIIOPSIIKY;
€) Bci IepertiueHi BiAmoBiIi.

8. KuM 3niiicHIO€ThCS BiIHECEHHS iH(MOpMaITii /10 JIepKaBHOT TaEMHUITI
a) JeprKaBHHUM EKCIICPTOM; c) BepxosHoro Pajoro;
b) npe3uaeHTOM KpaiHu; d) KaGinerom MiHicTpiB.

9. 3 sdxoro yacy iH(opmailisi BBaXKa€eThCs IEPKaBHOIO TAEMHUIIEIO?
a) 3 4Jacy omyOJIiKyBaHHS BIAOBITHOTO 3aKOHY;
b) 3 gacy omyOGutikyBaHHS 3BOJIY BiJIOMOCTEIA;
C) 34acy, KoJI1 il BU3HAIM TAEMHOIO;
d) Bci BiAMOBiI BipHI.

10. PekBi3uTu KOKHOTO MaTepiajJbHOTO HOCIS CEKPETHOI iH(hopMallii CKIagar0ThCs
13:
a) rpuda CeKpeTHOCTI;
b) HOMEpa mpuMipHHKa;
C) crarti 3BOJY BiJIOMOCTEH, [0 CTAHOBJIATH JIEP)KaBHY TAEMHHMIIIO, Ha TiICTaBl
SKOT 3/TICHIOETHCS 3aCEKPEUCHHST;
d) HaiimMmeHyBaHHS IMOCa¥ Ta MAMKACY OCOOM, sIKa Hajaala rpud CEeKPEeTHOCTI;
€) Bci nepestiueHi BiAMOBI Al BipHi.

11. IlepeGir  cTpOKy  3aceKkpeuyBaHHsA MaTepialbHUX  HOCIIB  iHpopManii
MOYMHAETHLCS 3 Yacy
a) HajaHHs iM rpudy ceKpeTHOCTI;
b) 3 wacy ony0uikyBaHHs 3BOJLY BiJJOMOCTEIA;
C) 3 4vacy onyOJIiKyBaHHS BIATIOBITHOTO 3aKOHY.

Konuenuia HanioHaJabHOI 0e3neKku Y KpaiHu

1. I{uM TOKyMEHTOM 3aKja/Ial0ThCsl OCHOBH
a) KOHIICNITyasi3allii Jep>KaBHOI MOMITUKUA YKpaiHu;
b) xoHmenTyai3arii gep>kaBHOT MOJITUKU HAIlIOHATEHOT OC3IeKH;
C) KOHIICNTyaJli3allii Jep>kaBHOT IIEBHOTO PETiOHY.
2. CnpsiMmyBaHHSI JISZTBHOCTI JIepKaBW, BHU3HAUYEHHs (GoOpM, 3aBAaHb, 3MICTy il
JISUTBHOCTI — 1€
a) BHYTpIIIHA b) 3oBHIIIHA C) Jaep>kaBHa
TTOJIITHKA; TOJIITHKA; TIOJIITHKA.
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3. BusnauanpHi moTpeOu jaep:kaBW, SKi CHIBBIIHOCATBCA 3 11 0a30BUMHU
LIHHOCTSIMH 1 BHpaKalOThCS Y 3aTBeppkeHoMy BepxosHoro Paioro Komiuiekci
LiJel Ha3UBaIOTh
a) HaIl[iOHAJIbHUMU; C) HOJITHYHHMH,

b) cycnigpHUMMY; d) iHIUBiTYyaTBHUMHU.

4. Illo Take piBeHb 3aXHUIIEHOCTI XUTTEBO-BAXIMBUX IHTEPECIB, MpaB i CBOOOI
0CO0M, KUTTEBO-BAXKJIMBUX 1HTEPECIB CYCHIbCTBA, JEPXKaBU Ta i JOBKLLIS BiJl
30BHIIIIHIX Ta BHYTPIillIHIX 3arpo3?

a) jJepkaBHa Oe3reka; C) mosiTHYHa Oe3reka.
b) HamionanbHa Oe3reka;

5. T'070BHUM IHTErpajJbHUM KpUTEPIEM €(PEKTUBHOCTI JEPHKABHOT MOJITUKU
HallOHAJBHOI OE3MEKU €
@) JOCATHYTa 3aXMIIEHICTh IpaB i cB00OI 0COOM BiJl 30BHIIIHIX Ta BHYTPIIITHIX
3arpos;
b) mocsrHyTta 3axXMIeHIiCTh paB i cB000,1 0cOOM Bijl 30BHIIIHIX 3arpo3;
C) JOCSTHYTa 3aXMINEHICTH MpaB i cBOOO 0COOM BiJl BHYTPIIIHIX 3arpo3.

6. B dopmyBanHi 1 peanizaiiii Aep)KaBHOI MOJITUKKA HaIllOHAIBHOT Oe31eku 0epyTh
y4acTh
a) Ilpe3mnenT Ykpainw;
b) Bepxosna Paga Ykpainu;
c) KaGiner MinictpiB Ykpainu;
d) Paja HarionanbpHOT Ge3neku i 000poHu YKpaiHu;
e) LleHTpanpHi Ta MiclIeBI OpraHd BUKOHABYOT BJIAJIN;
f) Bci mepeniueHi MyHKTH BipHi.

7. KoHnenTyaibHHIA IOKYMEHT BUILIOTO PiBHS
a) Konmnernmis (OcHOBNM) HalliOHABHOT Oe31ekn Y KpaiHu;
b) Ctpareris HaljioHaIbHOT O€3MeKn YKpaiHu;
C) cTparterii (JIOKTpUHM) MO CKIAJTOBUX (acleKTax) JepKaBHOT MO THKH.

8. KoHuentyanabHi JOKYMEHTH MEPUIOTO PIBHSA
a) Konneniis (OcHOBH) HaI[iOHATBHOT Oe3meku YKpaiHu;
b) Crpareris HamioHaIbHOT Oe3neku YKpaiHu;
C) crpaterii (TOKTPUHH) 10 CKJIaJI0BHUX (acleKTax) Aep KaBHOI MO THKH.

9. KonuenTyasbHi JOKYMEHTH JIpyTOro piBHA
a) Konmernitist (OcHOBH) HaIliOHAIBHOT Oe3Meku YKpaiHu;
b) Crpateris HamioHaNIBEHOT Oe3neKn YKpaiHu;
C) crparterii (JOKTPUHU) MO CKJIAJOBUX (acCMeKTax) JepyKaBHOI MO THKH.

10. HarrioHanpHi iHTEpecu YKpaiHU CKJIaJIal0ThCs 3 HACTYITHUX TPYII:
a) HamioHasbHi iHTEpeCH 3arajibHOJICPKaBHOTO XapaKTepy;
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b) HamioHayibHi iHTepecH, IO BiT0OpakatoTh BHYTPIIIIHI BiTHOCUHH B JICpIKaBi;

C) HarioHanbHi iHTepecH, 10 Bi0OpakatoTh 30BHIIIHI BiJTHOCHHH JICPIKABH;

d) HarioHanbHi iHTEpecH, 10 CTOCYIOTHCS O0OPOHU JAEpiKaBH Ta MiSIIBHOCTI il
CUJIOBUX OPraHiB;

e) Bci nepestiueni BiAmoBiai BipHi.

Konuenuisa TexHivHOro 3axucry ingopmaiuii B
Ykpaiui
1. IIs Konmemnmis BuU3HAa4a€ OCHOBHU JEp>KaBHOI MOJITUKH Yy cdepi 3axucry
iHpopMartii
a) HayKOBO-TEXHIYHMMH 3aX0J[aMHU;
b) imKeHepHO-TEXHIYHIUMH 3aX0/IaMH;

C) IH)KEHEPHUMHU 3aX0JIaMU;
d) iHIMMU 3aX0JJaMH.

2. T31 — e AisTBHICTD, CIIPSIMOBaHA HA

a) 3a0e3reueHHsT  IHKEHEPHO-TEXHIYHMMHU — 3aXOJaMH  TOPSJKY  JIOCTYILY,
IIJTICHOCTI Ta JOCTYMHOCTI iHQOpMaIlii 3 0OMEXEHUM JTOCTYIIOM, a TaKOX
IIJTICHOCTI Ta JOCTYMHOCTI BIKPUTOI iHQOpMaIlii, BaXJIMBOi A 0coOw,
CYCITIJIbCTBA 1 JICPIKABH;

b) 3abe3neueHHs HAYKOBO-TEXHIYHUMHU 3aX0J[aMU MOPSIKY JIOCTYITY, IIJTICHOCTI
Ta JOCTYMHOCTI iH(opMaIlii 3 0OMeKEeHUM JJOCTYIIOM, a TaKOXK ILTICHOCTI;

C) 3a0e3neueHHs IH)KEHEPHO-TEXHIYHMMHU  3aX0JlaMU  TOPSAKY  JIOCTYILY,
LIJTICHOCTI Ta JIOCTYIHOCTI iH(popMalii 3 HEOOMEKEHUM JI0CTYIIOM.

3. Cucrema T3I — 11e

a) CYKyIHICTh 00'€KTiB, 00'€¢qAHaHMX IUIAMA Ta 3aBAaHHAMHU 3aXUCTY
iHpopMallii 1HKEHEPHO-TEXHIYHUMU 3aX0/[aMH, HOPMAaTUBHO-TIpaBoBa 0a3a;

b) cykynHicte cy0'ekTiB, 00'€AHaHUX LUIAMH Ta 3aBJAaHHSAMHM 3aXHUCTY
iHpopMallii 1HXKEHEPHO-TEXHIYHUMU 3aX0JlaMd, HOpPMAaTUBHO-TPAaBOBa Ta
MaTepialibHO-TEXHIYHA 0a3a.

4. OCHOBHUMU HalpsiMaMH JiepskaBHO1 oJiiTuku y cepi T3I €

a) HOPMATHUBHO-IIPABOBE 3a0€3ICUCHHS;

b) opranizariiine 3abe3MeYeHHS;

C) HaAyKOBO-TEXHiUuHA Ta BUPOOHHMYA JisUTbHICTH;

d) yaockoHalleHHS YMHHHX Ta PO3POOJCHHS HOBHX HOPMATHBHUX JOKYMEHTIB
3 muTadb 131,

€) Bci mepestiueHi BiAMoBiai BipHi.

5. [IpaBoBy ocHoBy 3a0e3mnedeHns T3I B YkpaiHi cTaHOBIISITH:
a) Konctutynis Ykpainu ,

b) KoHneniis HalioHAIBHOT O€3MeKN Y KpaiHu ,
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c) 3akonu Ykpainu "lIpo iHdopmariro",

d) "IIpo goctyn o ny6iunol iHhopmarii”,

e) "Ilpo 3axwuct iHdopMallii B iHpopMaIliiiHO-TeIeKOMYHiKaIlIMHUX crcTemMax ",
f) Bci mepesiueHi BiJOBI I BipHi.

IHo/102xeHHA PO NOPAAOK 3AiMCHECHHS
Kpunrorpagiynoro 3axucry inpopmauii B YKpaini
1. SIKy KiTBKIiCTh MMiIMTYHKTIB MIiCTUTE I10/102tceHHA PO NOPAOOK 30iliICHEeHHA

Kpunmozpaiunozo 3axucmy inghopmauii ¢ YKpaini:
A) 15; b) 14; B) 16.

2. Ykasom [lpesunenta Ykpainu Bix 22 tpaBas 1998 poky N 505/98 6yiio
3aTBEP/IXKEHO:

A) TlonoxeHHsT M0po TOPSJIOK 3AIHCHEHHA KpunTorpagiyHOro 3axucTy
inbopmMmartii B Ykpaini;

b) [IlpaBuna 3abe3meueHHst 3axucty iHMopmamii B  iHPOpMaIiHHUX,
TEJICKOMYHIKAIIHUX Ta iHGOpMAaIifHO-KOMYHIKAIIMHUX CHCTEMaX;

B) HA T3I 1.1-003-99 Tepminosoris B ramy3i 3axucty iHdopmMmariii B
KOMIT FOTEPHHUX CHCTEMaXx BiJl HECAHKI[IOHOBAHOTO JIOCTYITY;

) HJI T3I 2.5-004-99 Kpwutepii OIiHKK 3axuIieHocTi iHdopmamii B
KOMIT'FOTEPHHUX CHCTEMax Bijl HECAaHKI[IOHOBAHOTO JTOCTYIIY.

3. Uu mictuth Ion10scennsa npo nopaook 30iliCHeHHA KpUnmozpagQiuHozo
3axucmy iHopmauii ¢ YKpaini NoHATT «Kpuntorpadiuna iHhopmaiiis»:
A) Tak; b) Hi.

4. Yu mictuth Ionosxcenns npo nopaook 30iliCHeHHA KpUunmozpagiunozo
3axucmy iHgopmauii 6 YKpaini NOHATTS «KpUnrorpadiuHa cucrema:
A) Tak; b) Hi.

5. Jlyia kpuntorpadgiqHOro 3axucTy iHdopmailii, 10 CTAaHOBUTH JIEPKABHY
TAEMHHUIIIO, Ta CIy>KO0BOI 1H(OpMallil, CTBOPEHOT Ha 3aMOBJICHHS JIEP’KaBHUX
oprasiB a0o siKa € BJIACHICTIO JIepKaBU, BUKOPUCTOBYIOThCS:

A) xpunrorpadiuni ceptudikaru; B) xpunrtorpadiuni Mmetonu;

b) kpunTorpadiuni cuctemu; ') kpunrorpadiuni apXiBu.
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IpaBuia 3a0e3nedeHHs 3axucTy iHgopmauii B
ingopManiiHuX, TEJIEKOMYHIKAINHUX TA
ingopManiiHO-KOMYHIKANIHHUX CHCTEMAX

1. SIKy KiJBbKiCTh MiJIYHKTIB MICTUTH MOCTaHoBa 1po Ilpaeuna 3ade3neuenns
3axucmy iHpopmauii 6 IHQOpMauitHuUX, mMeNeKOMYHIKAUIUHUX ma

IHPOPpMAUITIHO-KOMYHIKAWIHHUX CUCEMAX.
A) 26; b) 25; B) 27.

2. Kao6iner minictpiB Ykpainu Binx 29 6epeszns 2006 p. N 373 3arBepaus:

A) llonoxxeHHs TpO TOPSAJOK 3AIMCHEHHS KpUITOTpadiyHOro 3aXUCTY
iHbopmartii B Ykpaini;

b) [IlpaBuna 3ale3meuenHss 3axucty iHQopmarlii B iHbopMaliiHUX,
TeJIEKOMYHIKAIIMHUX Ta iHPOopMaIifHO-KOMYHIKallIHHUX CUCTEMaX;

B) HJA T3I 1.1-003-99 Tepminosioris B raiy3i 3axucty iHdopMmalii B
KOMIT FOTEPHUX CHCTEMaX B1J] HECAHKI[IOHOBAHOTO JIOCTYIIY;

) HI T3 2.5-004-99 Kpumepii oyinku 3axuwenocmi ingopmayii 6
KOMN TOMepHUX CUcmemax 6io HecanKyioHOBaAHO20 OOCMYN).

3. Uu mictuth nocranosa npo Ilpaeuna 3abe3neyenns 3axucmy iHgopmauii ¢
iHhopmauiiinux, mejieKOMyHIKAUidHUX ma IHQOPMAUIHO-KOMYHIKAUIHHUX
cucmemax ToHATTS «ayTeHTH(IKaIisD»:

A) Tak; b) ui.

4. Un wmictuth moctanoBa Ilpaeuna 3ade3neuennsa 3axucmy ingopmauii ¢
IHpopmauitiHux, Mel1eKOMYHIKAUIUHUX ma iHOPMAUITIHO-KOMYHIKAUIHHUX
cucmemax TOHATTS «aBTeHTU]IKAITIs»:

A) Tak; b) Hi.

5. 3rigno moctanoBu npo Ilpasuna 3adesneyeHHAa 3axucmy iHpopmauii 6
IHpopmauitiHux, Me1eKOMYHIKAUIUHUX ma iHOOPMAUITHO-KOMYHIKAWIHHUX
cucmemax BiIKpUTa iHQopMallis Mg 4ac OOpoOKM B CUCTEMI IMOBHHHA
30epirartu:

A) HaJIIHICTB; B) mimicHICTB;

b) nmpaBwIbHICTS; ') koHiIeHTiHHICTS.

6. 3rigHo moctanoBu mpo Ilpasuna 3adesneyeHHsa 3axucmy iHpopmauii 6
iHpopmauiiiHux, mejieKOMyHIKAUidHuUx ma IHQOPMAUITHO-KOMYHIKAUIHHUX
cucmemax TOPSIIOK MIJKIIOYEHHS CUCTEM, B SIKUX OOpOOJSEThCS Cly:KOOBa 1
TaeMHa iHpopMaIlis, 10 r1o0aJIbHIX MEPEX Nepeiadi JaHuX BU3HAYAEThCS;

A) 3aKOHO/1aBCTBOM;

b) BukoHaBuOI0 BJIa/1010;
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B) mocranoBoto mpo IlpaBuna 3abesmeueHHs 3axucty iHMopmaiii B
iHbopMallIiHUX, TEJEKOMYHIKAIIfHUX Ta 1H(GOpMaliiiHO-KOMYHIKAIIHHIX
cucTemax;

') iH11a Bi/AMOB11b.

H/ T3I 1.1-003-99 ""TepminoJiorisaa B ramysi 3axucrty
ingopmanii B KOMII’IOTEPHUX CHCTEMAX Bijl
HECAHKIiIOHOBAHOIO JOCTYNY

1. 3arBepmxeHo HakazoMm JlemapTamMeHTy cCHEliaJbHUX TEJIEKOMYHIKaIMHUX
cucrteM Ta 3axucty iHdopmariii CiuyxOu O6e3neku Ykpainu Big “28 ”  KBITHA
1999 p. Ne 22:

A) TlonokeHHST TPO TOPSJIOK 3AICHEHHA KpuUnTorpagiqyHOro 3axuCTy
indopmarnii B Ykpaini;

b) [IlpaBuna 3a0e3meueHHst 3axucty iHdopmalii B  iHPOpMaLIAHUX,
TeJeKOMYHIKaIIHHUX Ta iHPOpMaIIiHO-KOMYHIKAIIMHUX CHCTEMAX;

B) HA T3I 1.1-003-99 Tepminoisoria B ramy3i 3axucty iHopMmalii B
KOMIT FOTEPHHUX CHUCTEMaXx BiJl HECAHKI[IOHOBAHOTO JIOCTYITY;

[) HJ T3I 2.5-004-99 Kpwurtepii OIiHKK 3axuiieHocTi iHdopmarii B
KOMIT FOTEPHHUX CUCTEMax BiJl HECAHKI[IOHOBAHOTO JIOCTYIIY.

2. 3eiono i3 HJI T3I 1.1-003-99 Tepminodorisa B ramy3i 3axucty iHdopmariii B
KOMIT'IOTEPHUX CHCTEMaxX BiJl HECAHKI[IOHOBAHOTO JOCTYIY HOHAMmMA
«00UUCTIOBATIBHA CUCHEMaA) — Ue:

A) CyKyIHICTh TIPOTPAMHUX Ta amapaTHUX 3ac00iB, MPU3HAYCHUX JJIT 00pOOKU
iHbOopMaIlii;

b) opranizamiitHo-TeXHiYHa cuCTEMa, IO pealtizye iHpopMaIiiftHy TEXHOJIOTIIO 1
00’eHy € omepalliliHi cuctemu, Gi3uuHEe cepeaOBHUIIE, TEPCoHa 1 iHpopMaIrito,
saKa 00poOJII€ThCS;

B) cykymnHicTh porpaMHoO-anapaTHUX 3aco0iB, sika MmoiaHa JJisl OIiHKH.

3. 3ziono i3 H]| T3I 1.1-003-99 Tepminoorisa B raiay3i 3axucty iHdopmariii B
KOMIT'IOTEPHUX CHCTEMaxX BiJl HECAHKI[IOHOBAHOTO JOCTYIy HOHAmMMA
«A86MOMamu306aHa cCUCmema) — ue:

A) CYKyIHICTh TIPOTPaMHUX Ta armapaTHUX 3ac00iB, MPU3HAYCHUX JUIT 0OPOOKU
iHbopMmarii;

b) opranizamiitHo-TexHiYHa cucTEMa, IO pealtizye iHpopMaIliiftHy TEXHOJIOTIIO 1
00’eHy€ omepalliliHi cuctemu, Gi3MuHe cepeoBHUIIE, TEPCOHANT 1 iHpopMaIlito,
sKa 00po0JII€ThCS;

B) cykynHicTh nporpaMHo-anapaTHuX 3aco0iB, sika MojaHa Jijisl OI[iHKH.

4. 3ziono i3 H]I T3I 1.1-003-99 Tepminooria B raiy3i 3axucty iHopmariii B

KOMIT'IOTEPHUX CHCTEMaxX BiJl HECAaHKI[IOHOBAHOTO JOCTYIy HOHAmMMA
«KOMn’lomepHa cucmemay — ue:
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A) CYKyIHICTh IPOTPaMHUX Ta amapaTHUX 3ac00iB, MPU3HAYEHUX I 00pOOKH
iHpOopMaIlii;

b) opranizariifino-TexHiuHa cucTema, 10 peaiizye iHPOopMalliiftHy TEXHOJOTIIO i
00’ eiHY € omepalliiftHi cuctemu, pizuyHe cepeloBullle, MepcoHa 1 iHdopmailito,
sika 00po0JIIEThCS;

B) cykynHicTh nmporpaMHo-anapaTHUX 3aco0iB, sika MoJjiaHa Jijist OI[iHKH.

5. 3ziono i3 H]I T3I 1.1-003-99 Tepminosoria B ramy3i 3axucty iHpopmarlii B
KOMIT'ITOTEpPHUX CHCTeMaX BiJl HECAaHKIIIOHOBAHOTO JOCTYIY HOHAMMA «00’€Km
KOMN’lomepHoi cucmemuy — ye:

A) BUKOHYBaHa B JJaHMIi MOMEHT Iporpama, sika MOBHICTIO XapaKTepU3yeThCs
CBOIM KOHTEKCTOM (TIOTOYHHM CTAHOM PETICTPiB OOUYUCITIOBAIBLHOI CHUCTEMH,
aJIpECHUM ITPOCTOPOM, TIOBHOBAXKCHHSIMH TOIIIO);

b) enemeHT pecypcy KOMIT IOTEpHOI CUCTEMH, 110 3HAXOIUTHCS MiJl KEpYBaHHAM
K3C(xomrieke 3aco0iB 3aXHCTy) 1 XapaKTepU3y€E€ThCsS MEBHUMU aTpHOyTaMHu i
HOBO/IKEHHSIM;

B) mnoganHs ¢izuyHOr0 KOpHCTyBadya B KOMIT'IOTEPHY CHCTEMY, IO
CTBOPIOETBCS B TMPOIECI BXO/KEHHS KOPUCTyBaya B CHUCTEMY 1 MOBHICTIO
XapaKTepU3yEThCSI CBOIM  KOHTEKCTOM  (TICEBAOHIMOM, IFeHTH(IKaIiiHUM
KOJIOM, TIOBHOBAYKCHHSIMHU TOIIIO).

6. 3ziono i3 HJI T3I 1.1-003-99 Tepminosoris B ramy3i 3axucty iHopmariii B
KOMIT'FOTEPHUX CHCTeMaX BiJl HECAHKI[IOHOBAHOTO JOCTYNY HOHAMMA
«00’ekm-npouec» — ye:

A) BUKOHYBaHa B JJaHMi MOMEHT Iporpama, sika MOBHICTIO XapaKTepU3yeEThCA
CBOIM KOHTEKCTOM (TIOTOYHMM CTAHOM PETICTPiB OOYUCIIOBAIBLHOI CHUCTEMH,
aJIpECHUM ITPOCTOPOM, TIOBHOBAKECHHSIMH TOIIIO);

b) eneMeHT pecypcy KOMIT FOTEpHOI CUCTEMH, 110 3HAXOIUTHCS il KepyBaHHAM
K3C(komieke 3aco0iB 3aXHMCTy) 1 XapaKTepU3y€e€TbCs MEBHUMU aTpUOyTaMHu 1
MOBOIKEHHSIM;

B) mnopanHs ¢i3uyHOro KopucTyBaya B KOMITIOTEPHY CHCTEMY, IO
CTBOPIOETBCS B TPOIECI BXOKEHHS KOPUCTyBaya B CHUCTEMY 1 MOBHICTIO
XapaKTepU3yEThCSI CBOIM  KOHTEKCTOM  (TICEBAOHIMOM, ifeHTH(IKaIIHHUM
KOJIOM, TTOBHOBAKEHHSIMU 1 T. 1H.).

7. 3ziono i3 H]I T3I 1.1-003-99 TepmiHooria B raimy3i 3axucty iHpopmarlii B
KOMIT'FOTEPHUX CHCTeMaxX BiJl HECAHKI[IOHOBAHOTO JIOCTYIY HOHAMMA
«00’ekm-Kopucmyeau» — ye:

A) BUKOHYBaHa B JJaHMIi MOMEHT Iporpama, sika MOBHICTIO XapaKTepU3yeEThCA
CBOIM KOHTEKCTOM (IIOTOYHMM CTAHOM PETiCTPiB OOYUCIIOBAIBLHOI CUCTEMH,
aJIpeCHUM IMIPOCTOPOM, TIOBHOBAKEHHSIMH TOIIIO);

b) exeMeHT pecypcy KOMIT FOTEpHOI CUCTEMH, 10 3HAXOIUTHCS TMiJl KepyBaHHIM
K3C(xomiuieke 3aco0iB 3aXMCTy) 1 XapaKTepU3yeThCs MEBHUMU aTpUOyTaMHu 1
TIOBOKEHHSIM;

B) mnopanHs ¢i3myHOro KopucTyBaya B KOMIT'IOTEPHY CHCTEMY, IO
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3axuct iHpopMallil B KOMIT FOTEPHUX CHCTEMax

CTBOPIOETHCS B TPOIECI BXO/DKEHHS KOPUCTyBaya B CHUCTEMY 1 IOBHICTIO
XapaKTEePU3YEThCS CBOIM  KOHTEKCTOM  (TICEBJOHIMOM, ieHTU]iKaIIHHIM
KOJIOM, TOBHOBQ)XCHHSIMHU 1 T. 1H.).

H/I T3I 2.5-004-99 ""KpuTepii ouiHkHu 3aXHIIeHOCTI
iHgopmanii B KoMII’ OTEPHUX CHCTEMAX BiJl

HECAHKI[IOHOBAHOIO J0CTYyNmy''

1. 3rigno HA T3I 2.5-004-99 Kpumepii ouinku 3axuuwienocmi ingpopmauii ¢
Komn’lomepHux cucmemax 6i0 HeCAHKUiOHO8AHO20 O0ocmyny B TIpolieci
OI[IHKM  CIPOMOXHOCTI ~ KOMIT'FOTEpPHOT ~CUCTEMM 3a0e3ledyyBaTh  3axHCT
0o0poO:roBanoi iH(opMallii BiJ] HECAHKI[IOHOBAHOTO JOCTYIy PpO3IJIAJAI0THCA
BUMOTH BUJIY:

A) BUMOTH JI0 O€3IEKU 3aXUCTY; B) BuMoru 710 QyHKIIIH 3aXUCTY;

b) BuMoru J1o cuctem 3axucTy; [') BuUMoru 70 rapanTii.

2. 3rigno H/ T3I 2.5-004-99 Kpumepii ouinku 3axuwienocmi ingpopmauii ¢
KOMN’lomepHuUx cucmemax 6i0 HeCaHKUioH06aHozo oochmyny GyHKIIOHAIbHI
KpUTEpii po30UTi HA TaKi rPymH:

A) KOHOIACHIIHICTD, IIJTICHICTH;

b) KoHbiAEHITIITHICTD, TOCTOBIPHICTH;

B) noctynHicTh, 3aBepIIEHICTh;

[') 1oCcTyNHICTh, CIOCTEPEKEHICTb.

3. 3riqno HA T3I 2.5-004-99 Kpumepii ouinku 3axuuwienocmi ingpopmauii ¢
Komn’lomepHux cucmemax 6i0  HEeCAHKUIOHO6AHO20  00CMYyny  KpiM
GYHKI[IOHATBHUX KPUTEPIiB, IO JO3BOJSIFOTH OILIHUTUA HAsBHICTH TOCTYT
0e3MeKn B KOMITTOTEPHill CCTeMI, 11eil TOKyMEHT MICTUTh KpUTEPii:

A) 3aKOHIB; b) rapanrii; B) cankiiii; ') 3aBaHb.

4. 3rinno HA T3I 2.5-004-99 Kpumepii ouinku 3axuwienocmi inpopmauii 6
Komn’romepHux cucmemax 6i0 HeCaGHKWIOHO08AHO20 OOCHIYRNY TIOHSTTS
«BIIKAT» O3HAYAC:

A) 3aBX]IM JIOCTyITHA aBTOMaTU30BaHa MOCIyTa;

b) 3aBXk/M JTOCTyITHA rapaHTOBaHa MOCITyTa;

B) 3aBx/1u JOCTyITHA HaJliiiHA MTOCITyTa.

5. 3rigno H/J T3I 2.5-004-99 Kpumepii ouinku 3axuwienocmi ingpopmauii ¢
Komn’lomepHux cucmemax 8i0 HeCaHKuioH08aH020 O00CMYyny CTIAKICTH J0
B1JIMOB rapaHTY€:

A) He3alIe)KHICTh KOMIT I0OTEPHOT CUCTEMU;

b) HaaiiiHICTh KOMIT'IOTEPHOI CUCTEMU;

B) nocTynmHIiCTh KOMIT FOTEPHI# cHCTEMI.
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3axucT iHpopMmallil B KOMIT FOTEPHUX CHCTEMax
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CYTHICTb ITPOBJIEMU TA 3ABJIAHHA 3AXUCTY IHOOPMAIIIIL B
TH®OPMAININHUX TA TEJIEKOMYHIKAHIMHUX MEPEXKAX

Heuymkin MLII., 3inuenko M.O.
HIBI BITT AYT

[upoke 3acToCyBaHHSA KOMII' IOTEPHUX TEXHOJIOT1 B aBTOMaTH30BAaHUX CHUCTEMax
00poOKkM 1H(OpMaIlli Ta yHpaBiIiHHS TPU3BEIO JI0 3aroCTPEHHS MPOOJEMU 3aXUCTY
1H(popMaIii, 1o MUPKYJIOE€ B KOMIT FOTEPHUX CUCTEMAXx, BiJl HECAHKI[IOHOBAHOTO JAOCTYIIY.
3axuct iHdopmallli B KOMII IOTEPHUX CUCTEMaX Ma€ psij CreuudiyHuX O0COOIMBOCTEH,
MOB’SI3aHUX 3 THM, 10 1H(OpMaILis HE € KOPCTKO OB A3aHOI0 3 HOCIEM, MOXE JIETKO 1
IIBUJIKO KOIIIOBATHCh Ta TEpeaBaTHCh 4Yepe3 KaHaiu 3B s3Ky. Bimoma ayxe BesHka
KUIBKICTB 3arpo3 iHdopmarlii, siki MOKyTh OyTH peasi3oBaHi sIK 3 OOKY 30BHIIIHIX, TaK 1 3
00Ky BHYTPIIIHIX MOPYITHUKIB PEKUMY TAEMHOCTI.

VY cdepi 3axucty iHoOpMamii Ta KOMITFOTEPHOI OC3MEKH B IUIOMY HaWOLIbII
aKTyaJIbHUMU € TPU TPYIHU IPOOIIEM:

nopyIieHHs Tpudy oOMeKeHHS TOCTYIY;

MOPYIICHHS IITICHOCTI 1H(pOpMAaIlii;

MOPYIICHHS A1€3AaTHOCTI 1HPOPMAIIHHO-00YNCITIOBAIEHUX CUCTEM.

3axuct 1HpOpPMAIll MEPETBOPIOETHCA Y HAMBAXIIMBINIY MpoOJIEeMy JepkKaBHOT
Oe3meky, KOJIM MOBa e Mpo AepXkKaBHY, TUIUIOMAaTHYHY, BiCHKOBY, IPOMHCIIOBY,
MeIuYHYy, (piHAaHCOBY Ta 1HIIY TaeMHY 1H(opMaliro. BenudyeszHi MmacuBu Takoi 1HPoOpMaIii
30epiratoTbcs B €JIEKTPOHHUX apxiBax, oOpoOJOI0ThCSA B 1H(GOpMAIIHHUX CUCTEMAaX Ta
MepeA0ThCA Yepe3 TeIeKOMYHIKaliiiHl Mepexi. OCHOBHI BJIACTUBOCTI 1€l 1HPopMalii —
KOH(1IEHIIMHICTh Ta MUICHICTh, MOBUHHI MIJATPUMYBATUCh 3aKOHOJABYO, OPUIUYHO, a
TaKOX OpraHi3alliiHUMU, TEXHIYHUMHU Ta TPOTPAMHUMHU METOIaAMH.

['pud obmexeHHs noctymny iHpopMallii nepeadadae BBEJACHHS MEBHUX OOMEXEHb Ha
KOJI0O 0Ci0, 1m0 MarwTh J0CTyn A0 AaHoi iH(opmariii. CTymiHb OOMEXKEHHS IOCTYITY
BUPAXKAETHCS JISSIKOI0 BCTAHOBJIICHOKO XapaKTEPUCTUKOI (OCOOIMBO BaXKIIUBO, I[LIKOM
TAaEMHO, TAEMHO, JUIS CITy’)KOOBOTO KOPHCTYBaHHS, HE JIJIs IPYKY TOIIIO), SKa Cy0’ EKTHBHO
BU3HAYAETHCS BOJIOAApeM i1HQoOpMallii B 3aJ€KHOCTI Bl 3MICTy BIJOMOCTEH, SIKi HE
MIJJISITalOTh  PO3TOJIONIEHHIO, TPU3HAYEHI OOMEXEHOMY KOJIy o0cCi0, € TaeMHHUIICHO.
3BUYailHO, BCTAaHOBJICHA CTYIiHb TA€MHOCTI iH(opmalli nmoBuHHa 30epiraTHCh MpH ii
00poO11i B iHPOpMALIITHIX CUCTEMAX Ta MpU Mepeaadl yepe3 TENCKOMYHIKAIIiHI MEpexI.

Jpyroro Ba)XIMBOIO BIACTUBICTIO 1H(MOpMaIi € ii nuticHicTh. [Hpopmanisa muicHa,
SKII0O BOHA B OYIb-KHI MOMEHT 4Yacy NpaBWIbHO (aJ€KBATHO) BiOOpakae CBOIO
npeAMeTHY rany3b. LlimicHicTs iHpopMalii B iH(QOpMAIIHHUX cUCTEMax 3a0e3MevyeThes
CBOE€YACHUM BBOJIOM B Hel TOCTOBIpHOT (BipHOT) iH(OpMAIlii, miITBEpHKSHHSAM ICTHHHOCTI
iH(popMallii, 3aXKCTOM BiJl CIIOTBOPEHb Ta PyHHYBaHb (BHIAJICHHS).

HecankiionoBanuii goctyn a0 iHgopMailii oci0, 10 HE MaroTh 0 HEl JOIMYyCKY,
HaBMHCHI Ta HEHABMHUCHI IIOMUJIKH OTIEpaTOpiB, KOPUCTYBAUIB Ta IPOrpaM, HEBIPHI 3MiIHH
iHdopmarii  BHAcHiOK 300iB  oONMagHaHHS MPU3BOAATH 10 TOPYIIEHHS  IUX
HaWBAXJIMBIIIUX BJIACTUBOCTEN 1H(OpMaIlii Ta poOIATH ii HENPUIAATHOK 1 HABIThH
HeOE3MEYHO0. [1 BUKOPUCTAHHS MOKE HPU3BECTU O MATEPialbHOIO Ta/id MOPAILHOIO
30UTKY, TOMY CTBOPEHHSI CUCTEMH 3aXUCTy 1H(opMaIlii cTae akTyanbHUM 3aBaaHHsM. [l



Oesnekoro 1HGoOpMaIlli PO3yMIIOTh 3aXMIIEHICTh 1H(oOpMarllii Big HebaxaHoro ii
posroJiomeHHs (MOpYyMICHHS KOH(IAESHIIIIHOCTI), croTBOpeHHs (MOPYIICHHS MITICHOCTI),
BTpAaTH YM 3HUKEHHS CTYNEHS JOCTYMHOCTI iH(oOpMallii, a TaKoX HE3aKOHHOIro ii
TUPaXyBaHHS.

besneka indopmarii B iHbOpMaIiiiHI# CUCTEMI YM TEJIEKOMYHIKAIIIWHIA Mepexi
3a0e3MeuyeThCsl 3JATHICTIO I11€i CHUCTEMHU 30epiraTd TaeMHICTh 1H(popMalii mpu i
BBEJICHHI, BUBEJICHHI, MepefaBaHHi, 00poOIl Ta 30epiraHHi, a TaKOX MPOTHCTOATU i
pYWHYBaHHIO, KpaJi’KKaM YU CIOTBOpPeHHIO. be3neka iHdopmariii 3a0e3ne4yeThCsl HUISIXOM
oprasizaiii JONYCKy [0 Hel, 3aXHCTy ii Bl NepexBaTy, CIHOTBOPEHHS YW BBEJCHHS
MOMWJIKOBOI 1H(oOpMalli. 3 i€l METOI 3aCTOCOBYIOTHCS (PI3MUHI, TEXHIYHI, almaparHi,
MporpamMHo-anapaTHi Ta MporpaMHi 3acodu 3axucTty. OCTaHHI MOCIAAIOTh LEHTpaJlbHE
Miclie B cucTeml 3abe3nedyeHHs Oe3neku iHopmarllii B 1HQOpMaALIHHUX CHCTEMax Ta
TEJEKOMYHIKALIIITHUX Mepexkax.

3aBaaHHs 3a0e3neueHHs 0e3neku iHpopmarrii:

- 3axUCcT 1H(opMmallli B KaHajmax 3B’A3Ky Ta 0a3ax JaHUX KpunrorpadiuHuMu
METOJ1aMH;

- MIATBEP/PKECHHS CIIPAaBKHOCTI 00’€KTIB JAaHUX Ta KOpHCTyBauiB (ayTeHTH(iIKaLlis
CTOpIH, [0 BCTAHOBJIIOIOTH 3B'A30K);

- BUSIBJICHHS ITOPYIICHB IIJTICHOCTI 00’ €KTIB JIaHUX;

- 3a0€3MeUeHHs 3aXUCTY TEXHIYHUX 3aC001B Ta MPUMIIIEHB, B IKMX BEIEThCS 00poOKa
KOH(DieHiiHOT 1H(popMallii, Bi BUTOKY  uepe3 MOOIYHI KaHalu 1 Bl MOXIJIHMBO
BOY/IOBAHMX B HUX E€JIEKTPOHHUX MPUCTPOIB 3HIMAHHS 1H(OpMaIii;

- 3a0€3MeYEeHHs] 3aXUCTy MPOrpPaMHUX TMPOAYKTIB Ta 3aco0iB OOYHCITIOBAIBHOL
TEXHIKH BiJl BHECEHHS B HUX MPOrPAMHUX BIPYCIB Ta 3aKJIa/I0K;

- 3aXMCT B1Jl HECAHKIIIOHOBaHUX i uepe3 KaHall 3B’sI3Ky Bij 0cCi0, 110 HE JOMYIICH]
710 3aco01B mU(pyBaHHs, alie M0 NEPECTIAYIOTh LIl KOMIpPOMETaIlii TaeMHOT 1H(popMaIrii
1 Ae3oprauizaiiii poooT a00OHEHTCHKUX MYHKTIB;

- OpraHi3aiiifHO-TEeXHIUYHI 3aXOJH, CHOpsSMOBaHI Ha 3a0e3nedeHHs 30epeKEeHHS
1H(pOopMaIli 3 0OMEKEHUM JIOCTYTIOM;

- BUKOHAHHS BUMOT 3 KibepOe3neku B iHQopMaIliiHuX MEpekax.
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VJIK 004.056.53
bakin JI.C.

Kiposoepaocvxuii HayionanvHuili mexuiunuil yHigepcumem

IIpo6aemu 3axucty iHgopmanii B KOMII I0TEPHUX Mepexax

[llupoke 3acTtocyBaHHsS KOMM'MOTEPHMX TEXHOJIOTiii B aBTOMATM30BAaHUX CHUCTEMax
00poOku  iHdopmallil Ta ynpaBjaiHHS NPU3BEJIO A0 3arocCTpeHHs MNpoOJeMU  3axXUCTY
iHpopMmarii, MmO UUPKYIIOE B KOMM'IOTEPHUX CUCTeMaxX, BiJ HECAHKI[iIOHOBAHOTO
jgoctymy. 3axuctT  iHdopmalii B KOMM'IOTEPHUX CUCTEMaX Mae€ HU3KY creuudiyHux
0CcO0JIMBOCTEIA, MOB'A3aHUX 3 TUM, 110 iHOpMaLlis HE € HKOPCTKO MOB'SA3aHOI0 3 HOCIEM, MOXKE
JIETKO 1 IIBUJKO KOTIIOBATHCS i mepejaBaTHics MO KaHajaX 3B'i3Ky. Bimoma myke Bennka
KiZIbKiCTh 3arpo3 iHdopmaiii, ki MOXKyThb OyTW peanizoBaHi sK 3 OOKy BHYTPILIHiX
MOPYIIHUKIB , TaK i 30BHIIIHIX.

PanukanbHe BuUpilleHHs TpoOJeM 3axHCTy eNeKTpOHHOI iHdopmalii moxe OyTh
OTPUMAaHO TiIbkh Ha 0a3i BUKOpPUCTaHHA KpunrtorpaQidyHMX METOJiB, SKi J03BOJIAIOTH
BUPIlIYBATH HaWBaKIUBilIi NMpoOJeMu 3axullleHOT aBTOMAaTU30BaHOI 0OpoOKM Ta mepeaaui
nanux. [lpy 1pOMy cydyacHi IIBUAKICHI MeTOIW KpHUNTOrpadiyHOro mepeTBOPEHHS
JO03BOJIAIOTL  30€perTd  MOYaTKOBY  MPOAYKTHBHICTb ~ aBTOMAaTM30BAaHUX  CHUCTEM.
KpunTorpadiuni mepeTBOopeHHs AaHUX € HaWOinbll edeKTHBHUM 3aco00M 3abe3neueHHs
KOH(]imeHiHOCTI AaHuX, TXHBOT WUTICHOCTI i crpaBHOCTI. Tinbku 1X BUKOPUCTAHHS B
CYKYNHOCTI 3 HEOOXiAHMMHM TEXHIYHUMM Ta OpraHizaliiHUMU 33aX0JaMU MOKYThb
3a0e3MeunTH 3aXUCT BiJl IIUPOKOTO CHEKTPY MOTEHLIHHUX 3arpo3.

OcHOBHi Mpo0iemMu, 110 BUHUKAIOTH 3 0€3MeKoro nepeaadi iHpopmallii B KOMIT'IOTEpHUX
Meperkax, MOYKHA MOJIIIMTH Ha TaKi :

— Ilepexonnenns iHndopmanii - winicHicTs iHdopmanii 30epiraeTbes, ane ii
KOHQiJCHIIIMHICTh TOpYILEHa;

— Monudikauis iHpopmauii - BUXiTHE MOBIJOMIIEHHS 3MIHIOETbCS ab0 MOBHICTIO
MiAMIHSETbCS IHIIMM 1 HAJCUIIAEThCS ajipecary;

— Ilinmina aBTopcTBa iHdopmariii. Jlana nmpoGiema Moke MaTH CEPO3HI HACTiAKH.
Hanpuknaa, XToch MOXe HaliciaTH JMcTa Bia 4y:Koro iMeHi (ueil Bua oOMaHy MPUIAHATO
Ha3uBath crydinrom) abo Web-cepBep Moxke NPUKUAATHCS ENEKTPOHHUM MAara3uHOM,
npuiiMaT 3aMOBJIEHHS, HOMEPU KPEAUTHUX KapT, ajle He BUCUJIATH HisIKMX TOBApiB.

[lotpebu cydacHOi mMpakTU4YHOI  iHOPMATUKKM MpU3BEIM [0  BUHUKHEHHS

HETPaJUIiiHUX 3aBJaHb 3aXUCTY €JIeKTPOHHOT iHpopMmallii, OHI€IO 3 SIKUX € ; ey

e B

. . .o . ven h . - b

aBTeHTUdiKallig eNeKTpoHHoi iH(opMallii B yMOBaX, KOJIM CTOPOHU IO %, et ] i
poel ey

OOMiHIOIOThCS iHOpMaIielo He JA0BipAoTh oaHa oxHii. Lls mpobnema ..
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NOB'I3aHa 31 CTBOPEHHSM CHUCTEM €JIEKTPOHHOTO IU(pPOBOro mianucy. TeXHIYHOK OCHOBOIO
nepexojy B iH(oOpMalliiiHe CYCHiJIbCTBO € CYYacHi MiKpPOEJICKTPOHHI TEXHOJIOrii, sKi
3a0e3neuyoTh Oe3nepepBHE 3POCTaHHS SIKOCTi 3ac00iB 0OUMCIIIOBAILHOT TEXHIKM 1 CIyKaThb
6a3ot0 T 30epeKeHHs OCHOBHMX TEHIEHIiH i1 po3BUTKY - MiHiaTiopu3ailii, 3HMKEHHs
€JIEKTPOCTIOKUBaHHS, 30inblieHHs o0csry omneparuBHoi mnam'ati (OIl) i  wmicTkocTi
BOyJIOBaHMX 1 3MiHHMX HAKOMWYyBauiB, 3pPOCTaHHS MPOAYKTUBHOCTI 1 HaailHOCTI,
posmpeHHs cdep i wmacmTabiB 3actocyBaHHS. JlaHi TeHAEHLIT PO3BUTKY 3aco0iB
00YMCITIOBAILHOT TEXHIKM MPU3BEJU JI0 TOrO, IO HA CYYaCHOMY €Talli 3aXUCT KOMM'TOTepPHUX
CHCTEM Bi/l HECAHKLIIOHOBAHOI'O IOCTYIY XapaKTEePU3YEThCS 3POCTaHHAM POJii MPOrpaMHUX Ta
KpuntorpadiuHux MexaHi3MiB 3aXUCTY B MOPIBHSIHHI 3 anapaTHUMMU.

3pocTaHHs poJsli MpOrpaMHUX i KpunTorpadiuHuX 3aco0iB 3aXUCTy MpPOSBISETHCS B
TOMY, L0 BMUHHUKAaIOTb HOBiI MpoOJEeMM B Trajy3i 3aXHUCTy OOUYMCIOBaJIbHUX CUCTEM Bij
HECAHKLIOHOBAHOIO  JOCTYNY, BMMaraloTb BHMKOPUCTaHHA MEXaHI3MIB i IPOTOKOJIIB 3
MOPiBHSIHO BUCOKOK OOYHMCIIIOBAJILHOK CKJIQIHICTIO 1 MOXKYTb OyTH e()eKTUBHO BHpillleHi
LUIIXOM BUKOpHUCTaHHS pecypciB EOM.

Bunuknenns rnoGanbHux iHdopmaniinux mepexxk tuny INTERNET € BaxiuBum
JOCATHEHHSIM KOMITIOTepHUX TexHousori, oxaHak, 3 INTERNET nop'szana Maca
KOMI'IOTEPHUX 3JIOYHHIB.

Pesynbrarom npocBiny 3actrocyBanHsi mepexi INTERNET e cnabkicte TpaauiiiHuX
MeXaHi3MiB 3aXucTy iHopMmallil Ta BiAcTaBaHHs y 3aCTOCYBaHHI Cy4acCHUX METO/IB.

Kpunrorpadis namae moxumBicth 3a0e3neuntu 6e3nexky iHopmaiii B INTERNET i
3apa3 akKTMBHO BeJyThCsl poOOTH 3 BIPOBAKEHHS HEOOXiAHUX KpunTorpadiyHUX MexaHi3MiB
B 1f0 Mepexxy. He BigmoBa Bix mporpecy B iHpopmaTH3alii, a BUKOPUCTAHHS CYYaCHHUX
JocArHeHb KpunTorpadii - ock cTpareriuHo mpaBuiibHE pillleHHs. [Hdopmalis moBrHHA OyTH
3axMIUEHA B Mepuly 4epry Tam, J1eé BOHa CTBOPIOETLCS, 30UpaeThCs, NepepodasSeTbes | TUMU
opraHizaiisiMi, sIKi HeCyThb IIKOAW Oe3MmocepelHiii Mpv HECAHKI[iOHOBAHOMY JOCTYMi 0
nanux. Lleli mpuHUMI € SIK pallioHadbHUK TaK i eEeKTUBHUI: 3aXUCT iHTEpPECiB OKpeMUX

opraizauiii — 1e ckiagoBa peaizailii 3aXUcTy IHTEPECiB JEpKaBU B 1[iJIOMY.

Crnucok BUKOPHCTAHHX AKepeJ

1. Osuauenns noHamms kpunmoepags|Enexkmponnuii pecypc]. — Pexcum oocmyny:
https://uk.wikipedia.org/wiki/Kpunmoepais.

2. Ilpo npobaeu 3axucmy ingpopmayii 6 komn tomeprux mepexcax [Erexmpounuil pecypc]. — Pesjcum oocmyny:
http://ua-referat.com/.

3. Ilpo 3asoanns 3axucmy enekmponnoi ingpopmayii  [Enekmponnuii  pecypc]. — Pejcum Oocmyny:

http://ua.textreferat.com/.
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Posgin 1

3axuct 00'eKTiB iH(opMalii, inpopManinHnx
CUCTEM MIAIIPUEMCTB, YCTAHOB Ta OpraHi3ariin
BiA IPOTHUIIPAaBHUX MOCSATaHb

1.1. Ingpopmayitina cucmema nidnpuemcmea

EdexTurne dynkmionyesannsa nignmpueMmcrtsBa (opranisamii) mHe-
MO:KJIHBe 6e3 YIPABIIHHSA pecypcaMi, ITT0 BUKOPHUCTOBYIOTHCS IS
ITOCATHEHHA MeTH. STITHO 3 IIOIIMPEeHUMU HIHI B YIIPABIiHChKiH JIi-
TepaTypi MoraggaMu MOHATTA PECYPCH OXOILIIoE He JuIlle JIonei,
Kamitaj, CUpOBUHY, a i iHgopMaIriro.

3MicT mimecnpaMoBaHol TiAILHOCTI MiATPHEMCTRBA 3BOAUTHC 0
BUSABJIEHHS HeoOXITHUX pecypcik i mepeTBOpeHHA iX Y KOPUCHY IIPO-
IYKIifO.

Huni e nume 3 teopii, a i 3 6araTopivnoi mpakTUKK Bizomo, 1110
K IIPUPOAHI pecypcH, Tak i iHgopMaIia a4 CYCHiIbCTBa 3aBXKIU
oomeskeni. Ilomur Ha iHdopMallifo HaGarato MepPeBUINTYE MOIKJIM-
BOCTi 0T0 3a/TOBOJIBHUTU. Piu y TOMY, 1110 B IpoIleci JigabHOCTI mism-
IpueMcTBa HoTeHIifina indgopMania MUKIIYHO aKTYaai3yeThes, T0O-
TO BUHUKAaE motpeda B il BUKOPUCTAHHI caMe B TOH MOMEHT, KOJU
HeoOXimHC TPpUAMATH YIpPAaBIiHChKe DINlTeHHA, HAIPUKJIal, 3 IPUBO-
Iy YKJIaIaHHsA T0TOBODY.

s 3amoBoJieHHs iHGoOpMaINiffHEX moTpeld mMiAIpHeMcTBa HEOO-
XiTHO CTBOPUTH ONTUMAJLHY CTPYKTYPY 3 BUBHAYEHHAM BUMOT, IO
BHCYBAIOThCA IJIA 3abeseueHHA iHGOpMaIliiiHOI 6e3IeKH.

IIpuHIIMIOBO BaKJIMBO, I100 imdopMalrifina cTpyKTypa BiAIIoBi-
JaJjia PO3IOAiay IMOBHOBasKeHL Ha IiAIPHUEMCTBI, a HeoOXimHa mIsa
BUpPIIlIeHHSA 3aBAaHb iH(oOpMallisa HajmaBajlacsa y IMIifpoa3mizax He
Oyab-KOMY, a JIHIIIe BiAmoBigaasuuM ocobaM. IH(opMalifina cTpyk-
Typa Mae 0yTu moOymoBaHa TAKUM UMHOM, 11100 3a/J0BOJIBHATH IIOT-
pebu ycix piBHIB ympaBiaiHHS mignpuemcrBoM. CamMe Takmil migxing
IacTb 3MOTY IPABUJIBHO I ONTHMMAJIBHO BHUPIIIUTU IPOOJIEMY CTBO-
PeHHS KOPIIOPAaTUBHOI Mepeski migmpuemMcTBa (yCTaHOBHU).



KopmoparuBaa mepeska mignpuemMcTBa (yCTaHOBM) — Iie OpraHi-
3aIig 3B’ A3Ky B iH(popMaImifigiil cucreMi Kopropairii uepes BigomMuy
IJI00AJIbHY Mepexy, To0To o0MiH iHdopMaliero MixK KiJbKoMa po3-
MiIlleHMMHU Ha OOCTaTHBO BeJIMKIiN Bizcrani ommH Bim omuoro IIK,
00’ e JHAHUX JOKAJIHHOI Meperkero.

Heobximno mam’sararu, 1mo iHopMallis CyTTeBO BiapisHaeTbCsa
BiZ iHIIMX BHUIIB pecypciB ImiAlIpueMcTBa, a came — ii JaHi xapakTe-
PU3YIOTH IIPOIECH, III0 IIPOTIKAIOTh SK Y CAMOMY IIiIIIPHUEMCTBi, TaK
i mosa HUM.

3MicT ynpaBIiHHS BUAAMU TifJIbHOCTI IIIAIIPUEMCTBA 3aJI€KUTH
HacaMIilepesn BiJi 3MiCTy 1 citoco6iB oTpuMaHHd HuM iHdgopmanii. Iu-
dopmaris, I0 CTOCYEThCA CUPOBUHHUX MaTepiasiB, IDOIIOBUX 3a-
c00iB, TEXHOJJOTIYHAX MPOIECiB, ¥ HAYKOBIiH JiTepaTypi BiAHOCUTE-
cdA 10 3a0e3IedyBaNIbHOr0 PaKTOpa YIPABJIIHHA BUPOOHUIITBOM.

Toxo immoi cropoHu iHGoOpMALil, TO BOHA caMa € 0COOJIUBUM BU-
IIOM PecypciB, a TOMY /s JOCATHEHHS II0CTABJIEeHOI MeTH HeoO0XimgHOo
3MIMICHIOBATHU BILJIUB 34 JOIOMOTON BiIIIOBIIHOI CYKYIIHOCTI IIpuiio-
MiB Ha MPOIECH HAKOIWYEHHS, 30epiradHs, IOLIMPEHHS i BUKO-
PUCTAHHS JaHUX HA PiBHI HignpueMcTBa. B nboMy BUNAAKY iHGOP-
MAallid BUCTyIae 00’ €KTOM YIPABIIHHA.

Bararomnanosuii migxin qo ingopManiiHnx pecypciB 00yMOBIIIOE
HEeOoOXiMHICTh BpaXOBYBATH TAKHE CYTTEBUH (PAKTOD, AK QYHKI1I0HY-
BaHHA MTiAIIPUEMCTBA 38 YMOB PUHKOBUX BiJIHOCHUH, XapaKTEPHOIO
MIPUKMETOIO IKUX € GOpOoThOa MiK HesalesKHUMU Cy0’ €KTaMU rOCIIO-
IapIOBaHHSA HA PHHKY 1 rocTpa KOHKYPEeHI[id TOBApOBUpPOoGHUKiB. Bo-
porbba 3a eKOHOMIYHEe BUKHMBAHHS — 3aKOH PUHKY [29].

3abesmeueHHs OeslleKH IILAIIPUEMCTRA 38 YMOB PUHKOBHUX BimHO-
cuH morpedye 3axXUCTy HiANPUEMHUIbKOI imdopmaiiii, ska B cie-
MiaJdbpHIA JiTepaTypi posraafacThbed K yMOBa, IO gomoMarae ado
CTBOPIOE IIEPEIIKOIN Y AOCATHEHHI IIO3UTHBHOTO Pe3yibTaTy (Ipu-
OyTKY) B roCcIiofapchbKii pisiapHoCTi [45, 55—56].

IlignpumemuunbKka indopmairisg, 0 CTBOPIOE Cy0’ €KTOBI BUrigHi
YMOBHU IJI IPUNHATTS OIEePATUBHUX PillleHb 1 JOoCATHeHHS edex-
TUBHOTO Pe3yJbTaTy, BBajKaeTbcA KopucHoio. Ina ii saxumcry Bix
CTOPOHHIX 0cib, 11106 He BTPATHUTH OUiKYyBAHHSA, AK IPABUJIO, 3aCTO-
COBYEThCS KOMILIEKC METOIiB TeXHiUHOr0 I opraHisamiiinoro xapak-
Tepy.

IlignpueMHENIBKA iHQopMAaIlid, 110 MUPKYJII0E B PUHKOBO-KOHKY-
PeHTHIil cdepi AigabHOCTI, IOAiIAE€ThCA HA OpraHisaliiiny, TexHiu-
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HY, KOMepILiliny, )iHaHCOBY, PEeKJaMHY, € TaKOXX iH(opMaIlida mpo
OOMUT i IIPOMO3MUILif0, KOHKYPEHTiB, UNHHEe 3aKOHOIAaBCTBO, KPUMi-
HajJbHE CTAaHOBUIIE, BKIOUYAIOUN BiJOMOCTi Ipo crmocodu, cuau i 3a-
cobu 3abesmeueHHs Gesmexku iHGopMallii B KOpmopaTuBHiT Meperki
miznpuemcTBa Toiro [ 75].

Iadopmaria npo mignabHicTh migmpumeMcTBa 36epiraerbcsa B pis-
HuX QopmMax: y mam’saTi JIOOUHU, KapToTeKaX, KHUrax o0JiKy, Ha
HaKOMUUyBaJbHUX pucTposx EOM ra iH.

Heob6ximgHo 3BepHyTH yBary Ha AesKi MINTaHHA, I0B’ A3aHi 3 IIpakK-
TUYHUM BUKOPUCTAHHAM TeXHIiUHMX 3aco0iB mis 36epiranus, Buga-
ui, 00po0KH i mommyKy irdropmarrii [60].

Iadopmaniiina cTpykTypa Mae BiAnoBizaTu opraxisamifiHini
CTPYKTYPi YIpaBIiHHA IMiJIPHEMCTBOM, ajle HeoOoB’A3KO0BO ii oTO-
TOXKHIOBaTH. Po03B’A3aHHA 3aBJaHb YIPABIIHHA HATpaBjJeHe Ha
00’egHaHHS BCiX BHJIIB pecypciB i morokis indopmarii B eguHuMi
IIPOITeC JOCATHEHHS METH.

Barome micme B TexHoJoril yupapiIiHHA mocigae indgopmalliine
moJie — Hocii moTeHHiiHOI iHGopMaIrii, 1110 Heo0XigHAa I YCIilTHO-
ro BUKOHAHHSA TiIPUEMCTBOM CRBOIX 3aBIAHD 1 PYHKITIH.

IcHyl0TH B3aeMoOMOB’A3aHi TexXHONOTI] QYHKITIOHYBaHHSA (BUPOO-
HUYi TEeXHOJOTII), ajle BOHH DIBHAThHCSA 3a CBOIMHM XapaKTepUCTUKA-
MU.

YupaBaiHchbKa TeXHOJOTiA 3abes3lleuye Ipollec YIPABIiHHA Iifg-
TIPUEMCTBOM (YCTAHOBOIO).

st ramburoro OCMUCIEHHSA YIPABIIHCEKOL TeXHOJIOTII BAMKINBO
BUAIIUTH ii eeMerTH. [lo HUX Hajmexarh: indopMmarllid, omeparid i
MeTOAU 3AiMicCHeHHA YIPaBIiHCBKUX TEeXHOJOTI, mepcoHas, obJas-
HaHHS, CTPYKTypa [55].

Heo0xigmo mam’aTaTu, 10 Iigpos3aian B cKIaLl iHGpacTpyKTypu
TiATPUEMCTBA OB’ A3aH1 Uepes CRBOI BIACTUBOCTI Ta 3aBIaHHS, IO
BUpPiMyIOThCA. B 11itoMmy HasgBHICTD Tiel Uy iHIIOI CTPYKTYPU 3 IPU-
TaMaHHUMHU iii eJleMeHTaMu y CKJaJl MignpreMcTBa 3yMOBJIeHa He-
00xigHicTIO iX 00’€qHAHHA B TeXHOJOriunmi npomec. Ha mam mor-
JA0, 3’sCYBaHHA IUX O0CTABUH BaKJINMBe 3 MOIVIALY PO3’sCHEHHS
3HaueHHsA Oe3mexu iHdopMallii B KopmopaTuBHil Mepeski, OCKiTbKu
BeJIUKA KiJIbKIiCTh NiATPUMEMCTB Mae OOCTYI A0 Mepeski IHTepHeT.
Besnepeuno, e gobpe, 3 ogqHOr0 OOKY, a 3 iHIIIOro — yci KpaiHu cBi-
Ty MalOTh JOCTYI A0 BHYTPIiIIHBOI KOPIOPATUBHOI MepesKi.



HaiicyuacHimum o6agHaHHAM B YIPaBJIIHCBKiNl TexHoJoOrii €
IIK (mepconasbpHi KOoMII'IOTEpH), a TAKOMK CTaI[iOHAPHI i pyxomi sa-
cobu 3B’ a3Ky. Cepen HUX MOYKHA BUSIJINTH:

e TexHiuHI 3acobu M 00POOKY iH(MOopMAIIil Ta 3aXMCTy KaHAIIB

ii mupkynoBanuda (piKcyBaHHs, mepenadi, IOMIYKY, 00POOKY
iH(popmMmairii);

e Hocii imdopmarii — mMarepiaJbHiI IIpegMeTH, 3a AOIOMOIOIO

AKKX i mepemaeTbed inopmarisa.

Habnmxenum mo moHATTA iHdopMaIlliiiHe IIoJie € IMOHATTA KO-
MYHIKAIifiHuA OpocTip migIpreMcTBa, TOOTO Ta YACTHHA CEPEeLOBI-
mia ioro QPyHKIIIOHYBAHHS, B AK1l BIH Mae 3MOTI'y, 34 JOIIOMOT'0O0 Ha-
ABHUX CHJ 1 3aco0iB, yuopaBiaATU iHGOPMAIIHHMMU IPOIECAMU,
30KpeMa IIPOIecOM aKTyalisairil moTeHIiiHOI indgopmanii. OgHak
KOMYHIKaIiMHNWI TpocTip MiAIpHUeMCTBA MOXKe OYTH CyTTEBO 301i/Ib-
IIEeHO ILIAXOM 00’€JHAHHA 3 IHIIUMH 1HQOPMAI[IAHNME CHCTEeMAaMU
(mampukiaan, [eTepHeT).

Cruim 3asHauyuTH, 10 HA CHOIOJHI yHpaBiiHchbKi indopmaiiiimi
TeXHOJIOril He MAalTh pealbHOl ajlbTePHATHBU MAarHiTHOMY 30epe-
JKeHHIO iHopmaIrii.

B impopmanifinux cucremax, 0asoBUM eJeMEHTOM SKHX €
KOMII'I0Tep, OcHOBHA iH()opMAallisa 30epiraeThbes Ha *KOPCTKHUX Mar-
HiTHHX puckax. CaMe y HAKONMYYyBady Ha *KOPCTKHUX MATHITHUX
nuckax (HKM]I) s6epiraeTbes 1 3 HbOTO 3aBAHTAMKYETHCS B ollepa-
TUBHY IIaM’STh KOMII'IOTepa ollepalliiiHa cucreMa, 1H(QopMallia 00-
POOISAETHCA B IIPOLeCcl BUKOPUCTAHHSA, & BUKOPUCTAHA SHUIIYETHCS.

OnuH 3 HAWBAKIUBIIINX IMOKASHUKIB — eHepreTUYHAa He3aJek-
HicTh pobuts HIKM]I IpakTUYHO He3aMIHHUM JJIs OLIEPATUBHOIO i
JOBrOoTpUBAaJOro 36epiranHd BeJWKHUX MacHBIiB iH@opwmarii. Hako-
NUYyBay Ha YKOPCTKUX MATHITHUX AUCKAX, AK IIPABUJIO, HABUBAIOTH
BiHUecTepoM.

HeobxigHo 3asHaunTH, 10 B HAIIl Yac BeJuKi oocaru indgopmairii
36epiraroTbcsa, 00pPOBIAIOTHCS Ta MePefaoThCA eJIeKTPOHHIMU 3aC0-
6aMu i, BiIIIOBiZHO, CYIIPOBOAKYIOTHCSA €JI€KTPOMATHITHIM BHIIPO-
minenHaM. Tomy icHye peajbHa MOMKJIMBICTh HECAHKIIIOHOBAHOTO
IOCTYILY IO Iiel imdopmalrii 3a JOIOMOI'0O0 pajgionepexonjieHHs abo
KOHTAKTHOTO ITiAKJIOUEeHHA 10 KOMyHiKatii [39, 104—108].

Kowmm’rorep y pekrMi aBTOHOMHOI pOoOOTH HUHI IPAKTUYHO HE 3a-
cTocoByeThcA. Ha aBTOHOMHMX KOMI’IOTepax 3H4iMCHIOETHLCI 00p00-
Ka i sbepiramusa indopmairii, a 3a OKpeMoro IIiJKJ/JIOUeHHs abo 3a
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MiZKII0UeHHA 40 riiobanbHol Mepexxi InTepaer — i mepemaua imgop-
marrii (oomiH iH(popMaIiero).

Y noxanbHiT MepeXki smificHIOETHCA Bech 00cAT poboTu 3 iHdop-
Mairieto: 36epiranusa, o6pobKa i mepemaua.

IlepcoHanpHMI KOMI’'IOTEP € IEHTPAJbLHOI JAaHKOI B CHCTEMi
aBTOMAaTH30BaHOI 00po0KYu iH(popMmaIrii i mpuBepTae 0co6JIUBY yBary
KOHKYPEHTiB, IPaBOIOPYIIHUKIB i po3BigyBambHUX cay:k0 [54, 20—
24]. Ons orpuMaHH4A IiHHOI iH(GopMaIii BOHU 3aCTOCOBYIOTH yCi I0-
CTYHIHI 3aco0M i MeTomu, cepel HMX i pisHOMAaHITHI TMIHM aHaJiza-
TOPiB, II10 MiAKIOUYAOTHECSI A0 JiHIA eTeKTPOKIBICHHS.

Tomy EHaliskopcTKinIi BUMOTH Ao 3axucTy iHGopMmarmii MaoTh
BCTAHOBJIOBATUCA [N KOMII'IOTEPIB JOKANBHOI 06UMCIIOBATIBHOL
MepeXxi, yci ereMeHTH AKO0I OB’ A3aHil MiK c00010 KabeIbHOIO CHCTe-
MO0 (AK TMpaBUIO, eKpaHoBaHa abo HeeKpaHOBaHAa IIJIeTeHA mapa).
JIoKaabHy KOMII IOTEPHY MepeKy HUHI HeJOoIliIbHO BUKOPUCTOBYBA-
TU aBTOHOMHO, 6€3 B3aeMoii 3 iHIIIUMHI MepeKaMu.

1.2. BazanvHomeopemuuni xapakmepucmuKk OKpemux
HANpAMi6 3axucmy 6i0 nepexonnienna iLgopmayii,
w0 06epmaemsbca Y LOKALbHUX ME KOPROPAMUBHUX
mepercax ycmanos i nionpuemcma

Po3BUTOK KOMII’IOTEPHUX TEXHOJIOrIHN 1 IX BUKOPUCTAHHSA B Oara-
ThoX chepax eKOHOMIKH € Ha ChOTOHI OAHUM 3 TOJTOBHUX (DaKTOPiB
ii edpexTuBHOCTi. IlpoTe nporpec B iHpopMaIitino-TexHiuHIN chepi
CTBOPUB i MOTEeHI[iTHI 3arpo3u y BUTIALI PO3POOTeHHS HOBUX Ta
YIOCKOHAJIEHHA BiKE BIJOMHX METO[IB HAYKOBOTO IINWUTYHCTBA,
KOTpPi MOBROMAIOTh IIBUIKO 3HAXOAUTH B KOMII I0Tepl HeoOXigHi Bi-
ITOMOCTi.

36upaHHA iHGopMaIii Ipo po3podKYU BUCOKUX T€XHOJIOTiH 3aBiK-
I¥ OyJIO 1 3a/IMIIAETHLC OJHUM 3 IIPIOPUTETIB ¥ AiAIBLHOCTI PO3BILOK
cBiTy [87]. Tomy memasi aKTHUBHIiIIIE 3aCTOCOBYIOThCA ITepeBipeHi Ha
OpaKTHUIIl MeTOAU OTPHMMAaHHSA BiJOMOCTEH BiJl YUaCHUKIB HayKOBO-
MpaKTUYHUX KOH(epeHI[iil, opraHisaTopiB BUCTaBOK, 00OCIyTroBYIO-
YOT0 IePCOHATY.

IlepexomnneHHsa cekpeTHOI iHdopmarrii, 1110 06pobIAETHCS 3 BUKO-
pucTaHHAM 3ac0o0iB 00UMCIIOBAILHOI TeXHIKHU 1 epegaeTbes JTiHia-
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MU 3B A3KY abOHEHTiB, 3MiJICHIOETHCA 3a JOIIOMOIOK IMOPTATHBHUX
PpoOsBiAyBaIbHUX pafionpriiMauiB, 3a0e3meuyoun 6araToKkaHaIbHINA
IPUIOM CUTHAJIIB 3 Pi3HMUX HANIPAMKIB i Ha pisHux uvacrorax. Tarkuii
crmoci6 pazmioposBimku HabyB Haiibinabimoro mommupenass [89, 70].
Xoua HeOOXiZHO 3a3HAUNTH, IO apCeHaJl CIeIiaJbHUX TeXHIUHNX
3ac00iB 1 MeTOAiB, 110 BUKOPUCTOBYIOTHCSA IJIsI BUKPALEHHS CeKpPeT-
HHUX BimomocTeill 3 iHpopMaIiiHUX CHUCTEM IIiAIPHUEMCTB, YCTAHOB,
KopIiopariil, JOCUTh IIINPOKUIA.

3000yTTA KOHKYPYIOUNMM KOMepIiiiHuMu (ipmamMy IiHHOI iH-
dopmarnii MoKe 3HIMCHIOBATHUCA IILISIXOM BBEJIEHHS B KOMII IOTEPHY
cucteMy (30KpeMa B rpadyiuHi i 3ByKOoBI draiiyu) cnelialbHOI mporpa-
MHU-3aKJIAIKW JJA TAEMHOTO MePeJlaBaHHA HTaHUX, [0 MICTATHCA Y
sHanmeHux Hero (Qaiinax. IIporpama mospoJise He JHIlle HaTilHO
mpuxoBaTu (GaKT IepefaBaHHSA IOBIIOMIIEHHA, a U samudpyBaTu
HOro 3a JOITOMOI0OK KPUIITOAJITOPUTMY. ITopdax 3 MeTojaMu Iepexorlr-
JIEHHS MeBHUI 1HTepec BUKJINKATH 3aC00U TAEMHOI'O CTeXKEHHS 3a
eKpaHOM MOHITOPA 34 JOIOMOI'0K0 BHIIPOMIHIOBAHUX eJIEKTPOMAarHiT-
HUX XBWJIb, 1[0 BHHUKAIOTHL I 4dac o0pobiaeHHA imdopmarnii B
Komi’rorepi [28].

SKImo BimeoMoOHITOD, AK NPABHUIO, HEJOCAMKHUN JJId OTJIALY BH-
HagKoBUM 0co0aM, OCKIIBKH HOro BCTAHOBIKIOTH TAKUM YHUHOM,
1100 He MOXKHA 0yJIO PO3IVISHYTH €KPaH, TO B OUTUYHOMY TiamasoHi
oTpuMaTH iHQOPMAIII0 BCe TAKU MOMKJIURBO, aJle 3 CBITJIOBOTO BUAIIPO-
MiHeHHS MOHITOPA.

300paskeHHA Ha eKpaHi BileOMOHITOpA IMicIA YHCIeHHUX BimOu-
BaHb Big pisHMX HOBepxoOHb (CTiH, cTeni, MeGJiB Ta IHIINUX IIpPeI-
MeTiB) MOKHA IIePeXOIIUTH CIEeIliaJbHOK TEeXHIKOK, IO J03BOJIAE
IepPeTBOPUTHU CBITJOBUU IIOTIK B iHINY Bimeoindopmaitiro. Ilepexorr-
JIEHHSI KOMIIOBUTHOT'O CUTHAJNY 3 eKpaHa BileOMOHITOpA He BUKJIU-
Kae Oyab-fAKHUX IepellKko[, CKa)kiMo, y BHUIAIl MepexXTiHHS Ha
HOBEPXHi mAuciiyies. [IpoTe Taka ONTHKO-eJIEKTPOHHA PO3BiJKa IOT-
pebye ummasio dacy, iHKoaM THaKHI. CoemiaysicTy HayKOBO-IOCJIif-
HUX YCTAHOB, AKi 3afiMaiOThCsA IIPOEKTYBAHHSAM i CTBOPEHHSIM HOBOIL
TeXHIKM, MPiloTh “mpumycuTn” KOMII'IOTEp IeperaBaTwu iHdopma-
I[ifo Tomi, KOJIX Ie HeoOXigHO mjsA TaeMHOro cmocrepeskenus: [40].
3MicT ifel BUeHUX 3BOAUTHCA 40 3apaskeHHs I0TPiOHOro KoM’ orepa
CIIEI[iaJIbHOI MIPOrpPaMoOIO-3aKJIAAK00 (“TPOAHCHKME KiHb”) Oyab-
SAKUM 3 BioMuX cIoco0iB 3a TeXHOJIOTi€0 BipyciB, 30Kpema, uepes
IUCKeTy 3 JpaliBepaMiu, a SKIO [IePCOHAJbHHUII KOMII IOTep IIij-
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KJIIOUEHUH [0 CHCTEMHU JOKAJbHOI 00UMCIIOBAIBHOI MepeXxi, To ue-
pes Hei.

B impopmamiiinux wmepexax, 0a30BUM eJIeMEHTOM SKHX €
KOMII I0Tep, OCHOBHI obcaru imdopmarrii 36epiraroTbcsa Ha dKOPCTKUAX
Mar"iTHnx guckax. Came Tomy mporpaMa-sakjaagKa [MIyKae Heo0xis-
HY iH(dopMmalliio Ha HUX i, 3BePTAIOUNCH 0 Pi3HUX €JIeKTPUUHUX
IPUCTPOIB, BUKJINKAE IIapa3uTHI BUIIPOMiHEeHHS eJIeKTPOMAarHiTHIX
KOJIMBaHb y IPOCTOPi. 3a JOIOMOI0I0 TaKOI IporpaMu MOKHa BMOH-
TyBaTW B KOMIIOSUTHUII CUTHAJ BileOMOHiTOpa IIOBiZOMJIEHHS, IIO
MmicTuth posBimany iHGopmaiiro. ITpu mpomy KopucryBau 11K, mam-
PUKJAaI, TPAYU HAa KOMII FOTEPl B KAPTH, Bi3yaJbHO HEe MOYKEe BU3-
HAUYNTH, II[0 BOHU MiCTATDL y €061 Ie i meBHY iH(popMAaIlifo y BUTIALL
CEeKPeTHUX TEeKCTOBUX NOBioMIeHb [81].

st saGesnedeHHs IIepexXOILICHHS HNapPa3UTHOrO BUIIPOMiHEHHS
MOHiTOpA 1 BAAIIEHHSA HeOOXiJHOTO KOPHUCHOIO CUIHAJY HeoOXimHo
MaTH PO3BIAYBAJNBHUN NpuiiMad (y HAUIIPOCTIIIOMY BHUTJISl — 3BU-
YalHUHA OOONpAllbOBAHWUI TeJieBizop). ExclepuMeHTaJbHI TOCTim-
JKeHHdA, IIPOBeJleHl B PIBHUX KpPalHaxX, MIATBEPIKYIOTh MOKJIUBICTD
OTPUMAaHHA TaeMHOI iH(QopMamil IIIAXOM IPUAMAHHA TapasuTHOTO
BUITPOMiHEHHA KOMIIOBUTHOI'O CUTHAJY BifileoMoHiTOpa. PesyabraTrom
yeix mux pociaimskens crana rexHosoriga SOPFT TEMPEST — rtexuo-
JIOTifl TAEMHOIO NepelaBaHHA JAHUX KAaHAJIAMU IIaPAasUTHUX eJIeKT-
POMArHiTHUX BUIIPOMIHEHB 34 JOIIOMOrOI0 IPOrpaMHUX 3ac00iB.

3BepHEMO YBAI'y Ha OCHOBHI NepeayMOBH icTOpil BUHUKHEHHS
TEMPEST sk TexHoJIOrII PO3RIAYBAIBHOIL AiAJBHOCTI, HAIliJIeHOI HA
mepexoIlIeHHsA 1H(OopMALil, OIpPAlbOBAHOL B JOKAIBHUX OOUMCIIIO-
BaJbHUX Meperkax, 1 3aXUCTy 1H(GopMaIril BiJ BIATOKY Yepes3 KaHaJu
mapasuTHUX BHUIIPOMiHeHb 1 HaBeneHb. HeoGxigHO 3BepHYTH yBary,
110 cepeJI CIelialicTiB YTBepAUBCA IMOABIHHNN IiaXix mo miel TexHo-
gorii i Borm BBaskarTs TEMPEST, 3 ognoro 6oky, gk 3aci0d Hamanmy
(posBigKm), a 3 iHIIOro, K 3acib 3axucTy.

Y 1918 p. I'epbepr Apanim 3podMB NPUHIIUIIOBHI BUCHOBOK, IO
PisHI eIeKTPOHHI IPUCTPOI I/ 00PO0IeHHA ceKpeTHOoI indopmairii
MalOTh ITapPasUTHI BUIPOMiHEHHS, X MOKHA BUKOPUCTOBYBATHU IJIS
BiIHOBJIEHHS, IIePEeXOIlJIeHHs 3amun(pPoOBaHUX MHOBiJOMJEHL. 3 Me-
TOr0 3abesmeuenus KomyHikamiunoi 6esmeku (COMSEC) y 1946 p.
O0y.uia sacuoBana Kanangcorka Opranisamia saxucty 38’ a3ky (CSE).

Y mamrii KpaiHi TaKoM IPOBOAUTHCA POOOTA II[OL0 3aXUCTY
ingopmarmii Big BiATOKY KaHajgaMu I100iYHOrO BUIPOMiHEHHS —
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ITEMBH (1106iuHi erekTpomaruiTHi BunrpomineHnss i HaBenenHs). B
€spomi Ta Kamanmi sacrocoByerhcs Tepmin Telecommunications
Electronics Material Protected Form — kKommpomeTyioue BUIPOMi-
HeHHSA, a B Amepurni — “TEMPEST”, mix mieto abpeBiaTypoio mpu-
XOBaHa Has3Ba TaEMHOI nporpamu MiHicTepcTBa 000poHN AMEPUKH 3
PO3POOKM METOIB IIOIEePeIKeHHs BiITOKY iH(popMaIlrii uepes gemac-
Kytoue i TobiuHe BUITPOMiHEHHSA eJIeKTPOHHOTr0 00IafHAHHS.

Il6aroun PO KOHI[EHTpAIlil0 3yCUIb MO0 3aXUCTy iHpopMAaIrii,
sriguo 3 ykasom Ilpesumenra YKpainu Ha 6a3i ['omoBHOrO yupasiaiH-
Hs ypagoBoro 3B’ a3ky CB Ykpainu 8 1999 p. 6ymo crropeno Ilemap-
TaMEHT CHeIliaJbHUX TeJeKOMYHIKAIIIHNHIX crucTeM 1 3aXucTy iH(Op-
marii CB VYkpainu. [le Ta ToJoBHa CTPYKTypa B JepsKasi, IO
3aMiMa€EThCSA MUTAHHAMU KPUITOrpadivHOoro 1 TeXHIYHOrO 3aXUCTY
iHpopmanrrii.

3acTocyBaHHA B YIPABIIHCHKIN TeXHOJOTiI eIeKTPOHHOr0 TOKY-
MEHTO000ITy B II1IOMY CTBOPIOE MOMKJIUBICTH HECAHKIIIOHOBAHOTO IO-
CTYyNy OO0 KOMyHiKaIii. Bigrik ingopmMairii 3 o6MexeHnM JOCTYIIOM,
110 Ma€ peajabHy IIHHICTE, HAIPAMY OB’ A3aHUIIl 3 OUIKYRAHUMU pe-
gynbraTaMu. | came e Moske 3aBIaTH 3HAUHOI ITKOAHU iHTepecam
BJacHUKa iHGopmarrii [14].

Tenep posrisHeMO NUTAHHA HECAHKI[IOHOBAHOI'O 3HATTA iH)OP-
Mariii, 1o 36epiraethea Ha HAIKM]I. KoMy He Bimomo, 1110 B mporieci
eKcILIyaTallil KoMI'IoTepa iIHKOJIU 3 Taly BUXOAATE PisHI eJIeKTPOH-
Hi IpHCTPOi, cepel HUX MoKe OYTH i HAKOTMHUYBAY Ha KOPCTKUX
MaTHITHHX TUCKAaX.

V BigmoBigHOCTI 3 YHMHHUMN 3aKOHOZABUMMM aKTaMM, IO pe-
TYJII0I0OTh BiTHOCUHU MiK CIOKUBAUYAMU TOBApiB i BUpOOHUKaAMH,
MPOJAaBIAMHI 1| BUKOHABI[AMHI 34 YMOB Pi3HOMaHITHUX (opM Biac-
HOCTi, BUPOOHUK 3abes3medye HOPMAaIbHY po0oTy TOBAPY, 30KpeMa i
KOMILIeKTYIOUHX IeTalel, IpoTATOM TapaHTiilHOTO CTPOKY, BCTa-
HOBJIEHOT'O 3aKOHOJaBCTBOM, a Yy BUIIAJIKy MOr0 BiICYyTHOCTI — mOrO0-
BopoM. I'apauTifiuumMu 3000B’A3aHHAMM, [0 3a3HAUYEHi Yy JOr0BOPi,
nepenbauena samima HIKM]I, ase suire 3a ymoBu 30eperkeHHS
mIoMO i JOTpUMAHHS IPAaBUJI eKCILIyaTallii KoM’ orepa.

Heski kopucrysaui IIK, BizupaBiasioun Hecnpasauit HIKM]I no
CepBiCHOTO IEHTPY, YacTo iHGopMaIlito Ha HbOMY He 3BHUIIYIOTh. Tak
IIOCTAYaJbHUKY KOMII FOT€PHOI TeXHiKM HOOpPOBiIBbHO IepemaeTbCs
iHdopmairis, 3okpema i1 KOH(pigeHITifiHA.
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Cuig 3a3HAYNTH, [0 BITUMBHAHI IIOCTAYAJbHUKMN KOMII IOTE€PHOIL
TeXHIKM 3aKyIIOBYIOTh KOMILIEKTYIOUl BUPoOU y 3apy0isKHUX BUPOO-
HUKiB uepes ix npexncraBuukis. 11106 oOMiHSTH HecIpaBHUI HaKO-
nuuyBau Ha HIKM]I HaresxHOI SKOCTi, 10T0 BiAIPaBISIIOTH 3apy0iK-
HOMY IpeJCTaBHUKOBI.

Hecraugapray noseminky xopuctyBaua I[IK moxxHAa 3posymiTh.
Texuika “BimMoBisie”, 00pasHO KayKyuu, B HANKPUTUUYHIIINKA dac,
Ta I 3 ycTajJeHol IPaKTUKK eKCILIyaTallil HakoInuyBayua 3 rapaHTii-
HUM i micadarapadTiiiHuM 00CJIyroByBaHHAM BUHUKAE CUTYyAIlis, IO
Mae€ cylHepeuJ MBI XapaKkTep.

Ilopyuienns spuYHOI AignabHOCTI KopucTtyBada [IK y moennanui 3
OIIOCEPAKOBAHNM THCKOM KePIBHUIITBA, SKe BUMArae HeTalHO yCy-
HYTHU HEJOJIK, CIPAaBISAIOTE CUJIBHUN BILIUB HA IIOBEJIHKY JIOIUHU,
110 JOCHUTH YACTO CTAE HA IePelIKol 10 HAJeKHOTO BUKOHAHHS Helo
cIyk00BUX 000B’A3KIB, 3aBa)Kae KPUTUIHO OLMIHUTH CUTYAI[il0, 1[0
ckJjanaca. A 6ysae i Take. Burukae morpeba sHHUIUTH 3aliBy iH-
dopmaiiro. B rakomy pasi BaamwThes 10 cTaHzapTHOI onepairii. 3aco-
6m Bisyausizanil xomm’rorepa iHGOPMYIOTh KOpPHCTyBada PO 3HU-
mensa gaminy. Hacopasai sk iHGopmalid Ak 1 paHimre 30epiraerbes
ma HIKM/I i mosxe OyTu [IOHOBJIeHA. A 3HUKJIU JIAIIE IIOCUJIaHHSA Ha
Hel B KaTayuosi Ta B Tabauni posmimmenua ¢ainis. Orsxe, mpodiema
OJIATAE Y HaJlesKHOMY SHUIIeH] iHdopManiiinux Bigxomis [39].

IixkaBo, 10 pedi, POSTIIAHYTH TEXHOJIOT1IO posnoriay iHdopmarlrii
y 0asi ganux EOM. BuaBnserbea, mo BigomMocTi, AKi 36epirarorbesa
Tam, sadikcoBaHl Ha KOPCTKUX a00 THYYKHUX IUCKAaX 1 MOXKYTDb OyTH
posapyKoBaHi {(nicTuHr). K BimoMo, B 0CHOBY (DYHKIIIOHyBaHHSA BiH-
yecTepa MOKJAJeHO IMPUHIAII MAarHiTHOIO 3aIlicy, TOOTO 3UMTYBAaH-
HSI CUTHAJIIB Ha 00epTaldY0My JUCKY, 10 IIOKPUTUA MAarHiTOUYyT/IH-
BUM pobGoumm miapom. [Ipm suuTyBRaHHI HIIAHKU IHCKA 3 Pi3HOIO
HaMarHiUeHICTIO pyXalThed i MATHITHOIO TOJOBKOIO M iIHIYKYIOTH
Yy Hifl eJIeKTPOMAaTHITHI CUTHAJIU, 110 IePeTBOPIIOTHCA Ha IU(POBiL
IaHi.

CyuyacHMH HaKOIMYyBau Ha KOPCTKHUX OUCKAX CKJIAJAETHCA 3:
6soKa (makera), OIMCKiB, INIMHAEILHOIO ABUTI'YHA — IIPHUBOLY 00ep-
TaHHS OUCKiB, 0JI0KA rOJIOBOK 3aIINCYy/3UNTYBAHHS, IIOCUIIOBAYA —
KOMyTaTopa T'OJIOBOK i KOHTpoJepa — APYKOBAHOI IIJIaTH 3 eJeKT-
POHHUMHU CXeMaMU YIIPaBJIiHHS.

T'apanToBane sHuINeHHA iHQopMAaIlil Ipyu BuUBeIeHHI HAKOIINUY-
Baua 3 eKCILIyaTallil, Ha AYMKY cIelliaJicTiB, 30KpeMa KOMIIaHil
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“EIIOC”, xotpa € JginersiaTom [lermapramMeHTy cHelliaJbHUX TeJeKO-
MyHiKaifiuux cucteM i s3axucry iHdopmallii CBb VYkpainu, gocs-
TaeThbCcsd ILIAXOM 3alMCy Ha Miclie 3HHIIleHOro (airy ixmmoi indop-
Marii i HacTynHUM I 3HHUINEHHAM 3ac00aMy OMepalliiiHOl CHCTeMU.
[ mporo iCHYIOTH cIlelliaibHi IporpaMu, 30KpeMa, OJHa 3 HUX € Y
kommiekci Hopromosebkux yruiait. HoBa imdopMmallis sanucyeTbes
Ha crapy, sHullyioun ii. Bararopasosuii 3anuc Ha Mmiciie iH(popma-
mii, 1110 SHUIMYETHCSA, BUIAAKOBUX (IIIyMOIIOAIOHNX) HACTYIHOCTEHN
HOUIIKOAKYE MATHITHY CTPYKTYPY JHIIE THUX IiJISHOK JOPiiKOK, Ha
AKUX 30epiraancs maHi, Mo migaAraTh sHUIeHHIO. Ilepesamnmuc —
e IPOIeC 3alllCcy HeTAEMHUX JAHUX Yy [1aM’ ATh, e paHimre 30epira-
aucsa TaeMui gani. Ilig yac mepesanucy indgopmaniiiHa npaiesgar-
HICTb HAKONHWYyBadya Ha KOPCTKOMY MATHITHOMY  JIHUCKY
30epiraernpcs, AKINO BiH OYB I1JKOM HeclpaBHHM. Ha 3HOIIEHOMY
HM]I Hagifino sHUIDUATYA iHGOPMAIiI0 HEMOKIHUBO.

Meroau sHuIeHHEA iHQOpMAILil IIOALIAITRCA Ha O0e3lMporpamMui,
MexaHiuHi, pisuudi, a 3a sacobamu BIIKBY Ha npuctpiit HIKIIM:

e (0e3 BHUINEHHA KOHCTPYKTHUBHOI CTPYKTYPH 1 [IOBEpXHi

HEMI;

o 3isuumenaam HiKM/I.

Mexaniuni metonu sHumlerHA iHGopmarii na HFIKM]L 3a cnoco-
0OM BILIMBY HA HOCIH IOAIISIOTBCA HA MeXaHiuHi, TepMiuHi, IIipo-
TexHiuHi, MeTasoTepMiuHi, XiMiuHi, pagiamiigi.

3HUIMUTY iHGOPMALil0 MOYKHA IIJIAXOM BILJINBY HA AUCKM MiIl-
HAM MOCTiHHHM a60 THMYAaCOBUM MATHITHHUM I10JIeM (3HHUIYETHCS
MartiTHa CTPYKTypa poO0OYUX IOBEPXOHB).

TapanToBane suuineHHd iHgopMamii 3 MargiTHOTO Hociss TypoOye
fararb0X KOPHCTYBAYiB, TOMY IIeBHUI 1HTepec BUKJIHKAE MMOIIHpPe-
HUII HUHI B cHellialdbHiN JiTeparTypi moragn Ha me. 'apanToBaHe
BHUINEHHA im(opMaliii 8 MArHITHOrO HOCIA — Ie TaKi sMiHH #oro
MAaTHITHOI CTPYKTYPU, 3a AKUX HEMOJKJIABE 8UUTyBaHHA iH(GOopMaIii
CTaHZAPTHUMU 3aco0aMy HAKOIMUYYyBaua, a IOHOBJIEHHS BTPAYEHUX
IaHUX, [0 30epiraroThbCcs HaA JKOPCTKUX AMCKAX, 34 JOIIOMOI0IO CIIe-
IiaJIbHUX METOL1B eKOHOMIUHO HeJoIllIbHe.
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1.3. 3axucm ingopmauii 6i0 6i0moKy Lepe3 KAHALU
no6iuH020 eleKMPOMAZHIMHO20 GUNPOMIHEHH S
i HagedeHndb KOMmNn’'rOMmepa

V 3B’A3KYy 3 OyPXJIMBUM PO3BUTKOM JOKAJIBHUX i Iri100aJIbHNX 00-
YHCJIIOBAJIBHUX Meperk YIOCKOHATIOITHCA i MeToau Pos3Biaku (Ko-
MepIilHOro INIUTYHCTBA), CIPSIMOBAHI Ha IIepexoIlIeHHs indopma-
mii, mo o0po0IaAETHCA, MEePesacThCs, 30epiracThcA y JOKAIbLHUX
mepeskax [45]. Huni BaskKo BifmoBicTM — pO3BimyBaIbHOIO AifANb-
HicTIO Oijblle 3aiiMalOTHCA HA PiBHI AepsKaB um KoMepIiiiaux gpipm,
migmpueMcTB-KoHKYpPeHTiB [12]. BizmoBigHo, MBUAKO yIOCKOHAJIIO-
I0ThCs 1 MeToau mpoTuail posriami [84]. Heobxingmo zasHaunTu, 110
BBiliTH y JIOKAJIBHY Meperky 0yIb-saK0l opraxisamil MosKHa AuULe NPU
HeK8anipiKosanomMy HALAz00NeHHI BCIX eJeMeHTIiB JIOKAJIbHOI Me-
pesxi (KOMKHOTo OKPeMoro KOMII I0Tepa) agMiHicTpaTopoM CUCTEMU.
AKI0 IpaBUIBLHO 3aCTOCOBYIOTHCA HAARHIL 3aX0IH II[00 3aXUCTY Bif
HECAaHKI[IOHOBAHOI0 BXOJKeHHA B JoKaIbHy Mepe:xky IIK, a Tako:x
IONATKOBI mporpamMui i amapaTHi 3aco0K, CBO€YACHO BUKOHYIOTHCS
HeOoOXimHi opraHizaififigi 3aX0oqu, MINUTYH BUMYIIEHA BiIIIIyKyBa-
TH HOBI mpuiiomu i 3acobu, 1106 3700yTH indopMaIio.

He BunmagxoBo ocTaHHIM YacoM OyPXJIMBO PO3BURBAKTHCS METOILU
nepexonserhs indopMaiii 3a JOIOMOTOK0 KAaHAIIB ITI001YHOr0 eJeKT-
pomarHiTHOTO BunpoMiHeHHs 1 HaBezeHns (IIEMBH) enementTiB Jso-
kKaabHOI Mepesxi [IK [80].

3abesmeueHHs iIHGOPMATHBHOL Ge3eKN B KOPHOPATUBHUX, MiK-
KOPIIOPATHUBHUX, JIOKAJBHIUX 00UNCIIOBAJIBHUX T4 I1HIIINX aBTOMATH-
30BAHMUX CHCTeMax HUHI Habyjao ocobameBol akryansHOcTi [19]. Ho
3aXHCTy IEePUMETPY KOPIOPATHUBHOL Mepeski iHyKeHepHO-TeXHIuHuI
TIepPCOHAJ CTABUTLCS JOCUTH cepiiosHo [11]. 3a gaHUMH CTaTUCTUKH,
OCHOBHUM [3XepPeioM 3arpo3u 0eslelll KOPIopaTUBHOI Meperki, sk i
paHilre, 3aMUIIAIOTLCA caMe JerajibHi KopucrtyBaui. Tomy ciin mo-
CUJINTH yBary A0 opraxisaiii rexumiunoro saxucry ingopmaiiii B Kop-
MOpaTUBHIiN Mepexi, a came:

e 30eperkeHHIO ILIicHOCTI OyIb-AKOl omepaTuBHOI iH(opmaIrii

OigmpueMcTBa, HacaMiepen KOH(iZeHI[ifHOI;

e 3abesleueHHIO Oe3mepepBHOI pobOTH 00 IaJHAHHI.

Posrosomienssa abo Brpara imdgopmaririi Moske He JIMINE CIIPUYM-
HuTHu (piHAHCOBI 30MTKH, a i 3aBAATH IIKOAX PEIyTallil i KOHKypeH-
TozgaruocTi pipmu. He MmeHIn Ba)kauBuM € i 6esmepepsHa podboTa 00-
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JaJHaHHSA — BUXIJ i3 J1aJy TOro UM iHIIIOTO BY3Ja IPU3BOAUTE K IO
BHUTPAT Ha MOr0 BiJHOBJIEHHS, TaK i 0 IPUINHEHHA 00CIyroByBaH-
Hs KJIIE€HTIB, [0 03HAYAE 3HUMKEHHA IPUOYTKiB.

Bigrik abo Brpara KoH(izenmiiianol indopmarrii Ta Buxin 3 mamy
o0JIaHaHHSA MOXKe CTATUC BHACIIOK:

e He3YMHCHHUX IIOMUJIOK KOPHUCTyBayua;

e YMHUCHHUX IIKiJJMBUX Oili KOPUCTyBaua;

® TAaEMHOIO BBEJEHHS B CHCTEMY IIPOrpaM-3aKJIaJO0K 3 Bipycamu

“TPOAHCHKUY KiHBb”, “uyepBaK” Tomio [48].

3HauHA KiabKicTh Ba)KamBOi iHpopmalrii 36epiraerbcs He JIMIIIE
HAa ¢hailn-cepsepi, a i1 Ha POOOUHUX CTAHIIAX {KOMII I0Tepax) KOPUCTY-
Baua. I1i gani Mo yTh OyTH JIerKo BTpadeHi a6o pOosroJIolleHi, SKIo
He B)KMBATH BiAToBimHUX saxomiB. Hacammepen peKoOMeHIYETHCS
BUKOpHUCTOBYBaTU (hainnory cucremy NTFS muis cucremuoro mominy
JKOPCTKOT'0 QUCKAa, I0 3a0eslledye pAJ AOTATKOBUX MOXKJIUBOCTEHN
ILIsI 3aXUCTY BiJi IepexXoIllJIeHHA ceKpeTHol iHGopMalil Jepes KaHa-
au ITEMBH.

OpnHa 3 TAaKUX MOMKJIUBOCTEH — YIPABIIHHA JOCTYIOM. 3a IOIIO-
MOTr0I0 CIIKCKY yiupariainasa pocrymom (ACL) MoxxHA 00MEXUTH I0-
CTYI 0 KOMIT I0Tepa fAK JJIA OKPeMOoro, TaK 1 JJid Pyl KOPUCTyBa-
yiB. Hanpukiaj, olUH 3 KOPUCTYBAYiB 3MOKe YUTATH 8MICT (dairy,
iHIMUA — BHOCUTH 0 HBLOI'O 3MIHH, a BCl iHINI B3araii mos0asieHi
moctyiry mo aitny. Ile HeoOXiHO, KOJHX HAa OJHOMY KOMII IOTepi mmpa-
I}0€ K1JIbKa KOPUCTYBAYiB a00 B Mepeski IIAIPHUEMCTBA HE BCTAHOB-
JIEHO OOMEKeHEb Ha IX peecTpalliio i 0yab-aKuil KOPHUCTYBad, AKHUHA
Mae (GiBUMYHHUE AOCTYII 10 KOMII'I0Tepa, MOXKe 3apeecTpyBaTHUCS Ha
HpoMy. B omepanifiniin cuctemi Windows 2000 BHKOpPHCTOBYETHCSA
n’sara Bepcig NTFS — gaiinosa cucrema. Opuiero 3 Ii HOBUHOK €
mudpoBana daiaoBa cucrema [Encrypting File System, EFS], 1o
la€ MOKJINBICTE 00MeEKYBATH AOCTYII 40 (DAIIIB 1 IAllOK.

JlokanpHA KOMII'FOTEepHA Mepe)ka HAHI He MOJKe eKCILIyaTyBaTu-
cs aBTOHOMHO, 0e3 B3aeMopil 3 iHIImMu mepeskamu. Byab-sgka op-
ramisailisg, UM TO HpUBATHE MiAIPUEMCTBO, UM OPraH IepP:KaBHOTO
VIpaBJIiHHA, IparHe OyTH IPeINCTABJICHMM B IVIOOAJbHIN Mepeki
Internet — BiacHMM caiiToM, 3arajbHOJOCTYIIHOIO €JIeKTPOHHOIO
IIOIIITO0, JOCTYIIOM CIIiBPOOITHHKIB 10 iH(popMmaIrii B riiobaabHii me-
pesxi. Came 1e i moTpedye CyBOpPO HOTPUMYBATHCA BUMOT iH(poOpMAa-
ifHol 6esmexu. Piu y Tomy, 1110 B3a€MOBILINB AEeAKNX MEPEXX MOKe
BUKJHNKATU Pi3Hi 3arposu 1J1d YCTAHOBH.
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Haii6esneuHimnomo 3 ycix MOMKIMBUX 3arpos3 IPU IigKJIIOUYEHi 40
riobasibuHol Mepexki Internet € smam mMepesxi 3 XyairaHCbKMX MO-
tuBiB. HalitumosimuMm nposiBoMm BaHzaaisamy B Internet e samima
IifoumX MOCHJIaHb Ha ITOCUJIaHHA nopHorpadiunux cairis. Ile mKo-
IUTH iMi)Ky BJacHUKA caiiTa i IPU3BOLUTH OO HOAATKOBUX BUTPAT
Ha BiIHOBJIEHHS YCiX IIOCUJIaHb.

B xomm’oTepHNX Mepe)kax JepsKaBHHX OPraHiB BJaaM, IIiAIIPH-
€MCTB YKpAaiHu € IikaBa ingopmanisa aiasa iHosemuux (pipm, o oe-
PYTh aKTHBHY y4acTh y KOMII IOTepHiil 60poThbi. BoHa moske i1 He
maTu rpudy TAEMHOCTI, OZHAK Y CYKYIIHOCTi Ja€ 3MOr'y OTPHUMATH
nysxe Baxknuei Bigomocti. Tomy B pasi 00’eJHAHHA KOMII IOTEPHUX
Meperk NeprkaBHUX YCTAHOR, HIAIPUEMCTE, HAYKOBO-IOCIITHUX iHC-
TUTYTIB Ta opraHiszamiii 3 raobanpHOK Mepeskeio — [HTepHeT curig
OUiKyBaTH, OKPIM XyJIiraHChbKHUX 3JIaMiB Mepeski, 1 kraaidikoBaHOTrO
MPOHMKHEHHA 0 KOPIOpaTUBHOI Mepe:xxi yctanosu [41]. (Kopnopa-
MUBHUI — MAKUil, Wo Haxexuumy 00 6ydv-arxol xopnopauii). Ilpo-
TUAIATA EOMY AysKe CKIagHo. Tomy Mepesky IATepHeT HeoOXimHO
i3oJrr0oBaTH BiJl BHYTPiMIHEBOI, e 30cepelskeHl ysaranbHeHi nai. aa
izosAnii BaacHol KoMII'I0OTepHOI Mepeski BiJ riI1o0albHOI BUKOPHCTO-
BYETBCS P CIIOCO0IB 3 METOI0 3aXUCTY Bijl IlepeXONIeHHS ClIel[ialb-
HUMH POSBIAYBAJbHHUMHU [IPHUAMAYAMU BUIPOMIHEHUX KOMII IOTE-
paMu eJIeKTPOMATHITHUX KOJIUBAHbB.

B mepexxax, B sKux He o0bepraeTbed iHGOpPMAILisa 3 00MEKeHUM
IOCTYIIOM, AJISL 180J4I11, AK IPABUJO, JOCATh BUKOpHUCTATH (Pijb-
TPYIOUNI MapIIpyTH3aTOpP, 1[0 BUKOHYE POJb OpaHmMayepa, TOOTO
ILII03Yy, AKHH sakpuiBae iHGoOpMAaIlifiHi pecypcd BHYTPIIIHLOI Me-
peski migmpremMcTBa. 3aXUCT Bl HIPOHUKHEHHS 3 r100aIbHol Meperxi
MOKHA 3a0e3IeunTy NHIIe 34 JOIIOMOI0K MiXKMepesKeBUX eKpPaHiB.
Hatinopuimna Gesnexa rapadTyeThes JUIIe 34 GL3UYHOL (304AUiT Me-
pedxci Inmeprem Bix BlacHOL JOKaJbHOI. 3a HeoOXimHOCTI IpoTumis-
TH iHOBeMHUM PO3BiIKaM Iie Bunpasnanuii 3axizn. IlocranoBoio Ka-
boimery Miuictpis VYKpaimm Bixm 12 kBitaa 2002 p. B YkpaiHi
3a00POHEHO IiJKJII0UATH 40 IIo0aJbHUX Meperx 00UMC/II0BAIbHI Me-
pesxi i1 okpemi KoM’ I0oTepu, Ha AKX 00p0o0IAeThCA Ta 30epiraeTbesa
iHdopmaliia 3 o0MeskeHUM [TOCTYIOM, BJIACHHMKOM SAKOI € mepJka-
Ba[6].

ITpu 106y noBi hisuUHO PO3AiIEeHNX MepeX HeoOX1qHO IpUAiIaTh
yBary 3axucTy BiATOKy iH(opwmailrii uepes kanasu [IEMBH. [Tocutb
YacTo CIIBPOOITHUKY, AKUI IPaIloe 3 iH(opMalli€o 3 00MeKeHnM
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IOCTYyIIOM, HeoOximuo yBitiTu B Iurepuer. [[yis 3abesmeueHHA TaKol
MOJKJIMBOCTI HA po60UOMY MicCIli BCTAHOBJIIOETHCA ABA KOMII I0OTEpa,
OJVH 3 HUX IIIAKJIOUAETHCS 0 JIOKAJbHOI MepeKi ImigmpueMcTBa, a
aIpyruii — po mepe:ki [aTepHeT. ¥ JaHOMY BUNAAKy BUHNKAIOThH YCK-
JIaJHEHHA Bif TOro, 1o Kabeii BiacHOI Mepeki 3 saxmcToMm iHdop-
Marrii Ta xabei BigzkpuToi Mepesxi IHTepHET BAXKKO PO3MiCTUTH HA
mocrarHii Bigcrami. Tomy iH(opMalia, 10 00epPTAETHCA B JIOKAJIb-
Hill MepeXki, a TAKOK yci ImapasuTHI BUIIPOMiHEHHS KOMII IOTepiB,
HaBeJeHi Ha KabeJi JOKaJIbHOI Mepeski, MOXKYyTh HABOAUTHCE 1 HA Ka-
6euri BigxpuToi mepeski Iureprer. [lia BizkpuTol Mepeski xapaxTep-
HO, 1110 1i IPOKJIAaI0Th, AK IPABUJIO, HEEKPAHOBAHUMU KabeasaMu i
BOHA SIBJISE COOOK HOCUTH ORIy AHTEHY, 1[0 BUXOAUTE 38 MEeXXi Kop-
mouiB saxwuineHol Tepuropii. Came ToMy oTpuMaTh iH(pOpMAILiio
MOJKHA He JIMIlle [IJISX0M IepexXollIeHHs BUIIPOMiHeHH, a i1 6esmo-
cepeIHbO Uepes IiIKIYeHH 10 Kabeiis BigkpuTol mepe:xi [61].

MooxknuBicTs oTpuMaTH iH(poOpMAaIilo 3a aBTOMAaTH30BaHOI Ii 00-
POOKH IILISAXOM IIepPeXOILIeHHsS IapasUTHOTO pPaJiOBUIIPOMIHEHHS
bararbMa He clipuiiMaiacs cepiiosHo. I[iIIKoM MOMKIHUBO, IO Iie 3y-
MOBJIEHO IICUXOJIOrI€r0 JIOAUHY (6araToMaHiTHICTh IIOrIAiB, YacTo
TOMUJIKOBUX). JI10[11, AK IPABUJIO, HEOXOUe BipATH y Te, YOI'0 BOHU
He Oaumiau ceoiMu ouuMa. [IpoTe mocein 6araTbox KpaiH TOBOAUTD,
110 YCIIIHI crrpobu oTpuMaHHA iH(GOpPMAaIil 34 PAXYHOK IIePeXoll-
JIEHHS ITO0IYHKUX eJIeKTPOMATHITHUX BUIPOMiHEHb HIKOJIH He PO3ro-
JIONITYIOThCA. Barome sHaueHHA AJA PO3YMIHHA METOLUKU 3aXUCTY
irdopmMaIrii Bijg BIATOKY Yepes KAHAJIN IAPASHUTHOIO BUIIPOMiHEHHS 1
IIPOCJIYXOBYBAHHS PO3MOBU IIOPYY 3 KOMII I0TePOM Ma€ MINPOKO Bi-
ToMui y pamiorexHini “mikpodgonuuii edekt”. BiH cTBOproeThbca
KOPIYCOM eJIEKTPOHHOI'O IIPUCTPOIO il BINIMBOM aKYCTUYHUX KOJI-
BaHb.

st posB’si3aHHA 3aBIaHb 31 cheprd TEXHIYHOrO 3aXHUCTy iHdop-
MaIlii Ha IIpaKTUI[l HaildacTiliie 3aCTOCOBYIOTh Ba OCHOBHI MeTOIm:
axmueHnull i nacusnuii [58].

Arxmuenuii memo0 1epenbdavae 3aCTOCYBAHHS CIIEIiaJbHUX -
POKOCMYTOBUX IIepelaBauiB Mepelrkon. AKTUBHAMU € Ti IepeIrKo-
I, 110 BUHUKAIOTh BiJl CTOPOHHIX AKepeJI eJIeKTPOMAarHiTHUX KOJIn-
BaHb. [l CTBOpPEHHS 3aropoA’KyBaJibHOI AaKTUBHOI IIE€PEIKOAY
3aCTOCOBYETHCSA IITYMOBA IEPEITKoAa. 3aJIeKHO BiJl IPUHITUITY IreHe-
PYyBaHHS PO3PiBHAIOTH HIYMOBI i mpAMonryMoBi nepernkogu. IIpsamo-
IIIyMOBa IIePeIKoa ABJs€ co0010 0e3II0cepeHbO IITYMOBY HALIPYTy
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B IOPiBHAHO IIIMPOKOMY Jialla30Hi BUCOKUX YaCTOT. Y TaKOl HAIPY-
I'Z BifICyTHSA SIBHO BHpaskeHa Hecyua 4acToTa i Millb IlepegaBaua Iie-
PeIIKo PO3IOIiIAE€ThCS PiBHOMIPHIIIIE IO BChOMY CIIEKTPOBi HIyMO-
BOI epPeIKoar, TOMY TaKU BUJ ITEPEITKOIN € JOCUTh e()eKTUBHUIM.
CIreKTp IIyMOBOI IIEPEIIKOAY MOKe OyTH 3HAUHO OiIBIINM Bif cMy-
' IPONYCKY IPUIAMAJJbHOIO TPAKTY MaJiorabapuTHoro nmpodeciino-
T0 PO3BiAyBaJbHOIO IIpUiiMaya.

AXKTUBHUII MeTOH pPamiompoTHUAii MOCUTHL pe3yJbTaTUBHUI, OC-
KiJIbKHY 3a 10TO JOIIOMOT'0OI0 YCYBAETHCA He JIUIIe 3arpo3a BiITOKY iH-
dopmairii uepes KaHAJIM HIaPasUTHOrO BUIIPOMiHEHHS KOMII I0TEpa, a
W YHEMOIKJIIMBJIIOETHCA 3aCTOCYBAHHSA 3aKJIANHUX [IPOCIYXOBYIOUUX
IIPUCTPOIB, IIePeXOIlJIeHHA eJeKTPOMATHITHUX KOJWUBAHb, IIIO0 BUII-
POMIHIOIOTECS IHIIUMU PAJIOTeXHIUHUMHA 3aC00aMU, POSMIiIIEHUMU
B 3aXMIIeHOMY puMilneHi [58].

IIpu ominii epeKTEBHOCTI IBOT'0 METOLY Heo6XimHO OpaTu K0 yBa-
r'u K 00’€KTHUBHY, TaK 1 Cy0 €KTHBHY cTOpoHU npoiecy. Ile symo-
BJIIOETBCA THUM, 1[0 ABa PisHI ¢yl ’€KTU, ONUH 3 AKUX 3alMaeTbCs
TeXHIUHOIO POBBIAKO0, a 1HIINIH TeXHIYHUM 3axXucToM iH(popMaIii, 3
OIVISIAYy Ha CBOI 3aBIaHHA HEOJHAKOBO CIPUHAMAIOTHL KiHIIEBUH pe-
3yJbTaT.

Bimowmo, 1110, 3acTocoByOUn OyAb-AKKII METO/ TEeXHIUHOT'O 3aXMC-
Ty imdopmalii, cmemiamict 000B’A3KOBO B3iTKHEThCA HK 3 HOI0
HeIOoJiKaMu, TaK 1 3 lepeBaraMu. AKTUBHOMY MeTOJly 3aXMCTy BJIac-
TuBi Taki Heposiku. [lo-mepime, 3aCTOCOBYETHCA HTOCHUTH IOTYKHE
[’KepeJIio BUNIPOMIHEeHHS, 110 BBAMKAETHCH [IKIAJIUBUAM JIJIS 3L0POB’ 5.
Ilo-gpyre, HAABHICTE MACKYIOUOr0 BUIIPOMiHEeHHSA B edipi cBimuuTh
Ipo Te, II[0 B IIPUMIIIleH] BCTAHOBIEH] 3aco0u pagionpoTumii, axi ye-
KJIQIHIOIOTL 3aCTOCYBAHHA PAAiOopO3BiAYBAJIBHUX CHCTEM BUSABJIEH-
HS BUTOKY iHMopMAaIii yepes KaHAIH aPa3UTHOT'O BUIIPOMiHEeHHS.

Iomo 06’eKTHBHOCTI OLIHKK aKTUBHOT'O METOAY 3aXUCTy iHdop-
Mailiii, To BOHa IepebyBae y MpAMIill 3aJeKHOCTL AK BiJl MOYKJINBOCTIL
epexoIIeHHS 3a AJOIIOMOIOI0 PO3BilyBaJbHOTO IIPpUIMayua eJeKTpPo-
MAarHIiTHHX KOJHBaHb, TaK i Biff IPOCIYyXOBYBAHHSA PO3MOB O0ijas
KOMII'IoTepa 3a JOIOMOI'0I0 MaJoradapuTHOro mpodeciiiHoro possi-
IyBaJILHOTO IIpUiiMaua.

Amnais IpaKTUKH CBiUUTH, II0 YCHillIHEe 3aCTOCYBAHHS METOXiB
i sacobiB s3axmcTy Bijg s3arpos BiATOKy iH@opmaliii 6araTo B uomy
3aJIeKUTh BiJl IPaBUJIBHOIO BUOOPY, B KOKHOMY KOHKPETHOMY BH-
MagKy, afeKBaTHUX IIPHOOPiB, IPUCTPOIB, alapaTypu, a TAKOMK Bil-
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MoBiZHOCTI TeXHiUHMX 3ac00iB BMMOTraM JOIIYCTHMOCTi. 3acToCy-
BaHHA TeXHIUHMNX 3aC00iB, IK BiJOMO, MOXKJINBE, AKII[O TAPAHTYETHCS
JOTPUMAHHSA IIPABOMIPHOCTI, 0€3IeKM, HeIIKiAJInBOCTi, MOPAIbHO-
eTUYHUX HOPM CYCITiIbCTBA.

Hekpurrune cupuilHATTA HEXOJIKiB i IepeBar Toro um iHIIIOrO
MeTOAy 3axXMCTy iHdopmMallii Moke IPU3BECTHU A0 CEPHO3HUX BTPAT ¥
pospodIi TexHiUHMX pilleHb 3abesnedeHHsa Oesmexku iHdopmairii B
KOpHIopaTuBHii Mepesxi ycranoBu. Oco0IMBO BasKINBO BiA3HAUNTH,
1110 HeBJAJIa, Ha IePIui IOrJIAL, CIIpoda IepexolIeHHs BUIPOMiHe-
HAX KOMII'FOTEPOM eJeKTPOMAarHiTHUX KOJWBAHb 3a IOIIOMOI'OI0
pazioeleKTPOHHUX 34C00IB PO3BIAKHW 1 BOJHOUAC BHSABICHHS CIIe-
MiaJIbHOTO FeHepaTopa MepeliKo J03BoJfe IIATU BUCHOBKY IIPO Ha-
SIBHICTB y JaHill YCTAHORBL CEKPETiR, 10 IPUXOBYIOThCS Ha IIpodeciii-
HOMY PiBHi.

3aJIeKHO0 BiJl iIHIUBIAYAIbHIX 0COGIUBOCTEH MOOYLOBH CTPYKTY-
pu Mepeski yeTaHoBU, B AKiF o6epraeThed iH(popMalis, IOpAL 3 aK-
TUBHUM METOJIOM ii 3BaXUCTY BiJ BIATOKY Uepes KaHAJIU [1apa3uTHOTO
BUITPOMiHEHHA KOMII I0TEPa 1 HACTYITHOIO IePeXOoIJIeHHs MOoKe 3a-
CTOCOBYBATHCA ITACUBHUI METOI.

3a nacu6nozo Memody 3axXUCTy iHAOpPMAIl Bif IepeXOIJeHH:
IKepesio BUIPOMiHEHHS, K IPABUAJIC, €KPAHYETHCA — KOMII I0TED
BCTAHOBJIIOEThCA B eKpaHoBaHIN madi. ExpanyBRaHHS MOXKHA JOCAT-
TH i B Takuii crioci6: Ha ABepi, CTiHHU, TIAJOTY, CTEII0 IOKJIACTH Me-
TajJgeBi JucTH.

st GaHKIBCBKHUX YCTAHOB YKpPAlHH BUMOIH OO0 €KpPaHyBaHHS
MIPUMIIeHb, B SKUX BCTAHORBJIeHa 00YMCII0BaAlbHA TeXHIKA, 3aKPill-
Jeui Bimomunmu HopMmamu BBH B.2.2—-00032106—1-95. Soxpema,
nepenbaueHo 060R’ A3KOBe eKPAHYBAHHA TUX KIMHAT 1 60KCiB, B AKHX
PO3MiIlleHO cepBepr KOPIopaTUBHOI Mepe:ki Ta IuTeprer. Bigmosiz-
HOIO HOPMOIO PEryJIIEThCS IOPAAOK IpOBedeHHA PobiT 3 mepeBipKu
e()eKTUBHOCTI €KpaHyBaHHA II0 BCbOMY IepPUMETPY 3axXUINeHOl Bix
BUIPOMiHEeHHA B30HU. lIluTaHHs HI040 BUABJJEHHA e(peKTHUBHOCTI
eKpaHyBaHHS MOXKYTb OyTH BUPIIIeH] 3a JOIIOMOTr0I0 TAKOT'0 METOY,
SAK BUMIipPIOBaHHS PiBHA CUTHAJIIB, BUIIPOMIHIOBAHMX KOMII IOTEPOM.
ITouarras edeKTUBHOCTI AK TexHIUHOI KaTeropii mae mepexmycim
IpaKTUUYHE BHAYEeHHS.

Ominka epeKTUBHOCTI 3aCTOCOBYBAHMX METOMiB 3aXMCTy iHQ)OP-
marii (aKTuBHOro ab0 MIacHMBHOI0) IIOTpPebye iHCTPYMEHTAJIBLHOTO
MiATBEPIKEeHHA pealbHUX HACIIAKIB iX peaJisairii, To0TO, UM yHe-
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MOJKJIMBHJIACS PO3BiAKA 3 BUKOPMCTAHHAM KaHAIIB II00iYHOTO eJIeK-
TPOMATrHITHOTO BUIIPOMiHEHHSA KOMII'I0oTepa Ta IHIMUX pagio-
eJIeKTPOHHUX 3ac00iB, 1110 PO3MiIlleHi B eKpaHOBAHOMY IIPUMIillleHi.

1.4. IIpesenmueéni dii na 3axucm iHpopmayilinux pecypcis
nidnpuemecmea 6i0 noCA2aAHb 3106 MUCHUKLE

OcTaHHE TecATUPiUUS MTO3HAUNIOCT OYPXJIUBUM PO3SBUTKOM IIif-
IPUEMHHUIBKOIL fiAnbHOCTI B YKpaiHi. BaraTo nignpuemcTs mouanu
aKTHUBHIIIEe BIABATUCA A0 HOBUX YIPABRIIHCBKUX TexXHoJOTi#. [lnsa
peaJisariii MeTo/iB YIPABIIHHA IINPOKO 3aCTOCORYIOTH ITIEPCOHANBHI
KOMII’IOTEPH, BIPOBAIKYIOTE CydacHi crucTeMu 3B’ A3Ky. ITomyk, 06-
pobka, mepemaua imdopmarrii amificHIOIOThHCA, AK TPABUIIO, Uepes
TIepPCOHANBHIIT KOMII I0TeP.

ViupaBiiHcbKa TeXHOJOTIA, IOPAJ 3 MepepoldKo crernudiyuoro
pecypcy opraxisarii — iHgopMarii, 3adesmeuye mpoliec yIpaBIiHHa
nignpuemMcTBOM. Pe3ynbTaToM pisHIX BHAIB JiAABHOCTI B yIpaBJIiH-
Hi € BapiaHTH YOPABRIIHCHRKUX pillleHsb, 0OMiH AKUMI BigOyBaeThCs
HLIAXOM Ilepejadi BusHaueHol ingopmarii. ToMmy 3a npaBuUIbHOI Op-
raHisarii Bzaemonii B cuctemi, To6TO y miATpUEMCTBI Ta B B0BHIIII-
HBOMY CEPemoBUINi, MOyKe OyYTH TOCATHYTO MepPeTBOPEHHS YIIPaB-
JIHCHLKUX BIAHOCHH V I[1NeCIIPAMORAHI 3B’ A3K M.

Mu moromkyeMocs 3 IYMKOK, BUKJIAI€HOK B JIiTepaTypi, 3riiHO
3 AKOIO B YCiX BUAAX YOPABIiHChKOI JiANBHOCTI TependauaeThCca Ha-
ABHICTh KOMYHIKATHBHUX TI0B’ A3aHUX TIPOILECiB.

3micT poni nroguHU B iHGopMalliiiHoMy Opolleci yIpaBIiHChKOI
TEeXHOJIOTil — Ile He CTLIBKU IPUAOM, epellaBaHHA Ta IMOITUPEeHHS
iH(popMmaIrii, CKiNEKU CKIAMHUE MTPOTeC BIJIUBY HA JIOAEeHd IJA I0-
cATHeHHA MeTH [31].

Mosxkna moromutuca 3 A.T. omomosum, €.C. T'opbaumkom,
M. I'. KysHeroBoo y ToMy, W10 “B iH(opMAaIiiHOMY CyCIiILCTBi 0a-
rato GyHKIiN y OPpUNAHATTI pillleHb MiATPUMYIOTHCA TeXHIUYHUMU
cucTeMaMu, IIpobjieMa ypasJHBOCTi IIUX CHCTEM 0 HEYMHUCHUX IIO-
MHIJIOK IIEPCOHATY 1 YMUCHOMY CIIeI[iaJbHOMY BILJIMBY 3 30BHi cTae
npobemoro 6e3IeKH CycIiJbeTBa i mepsxasu””.

* A.T. Noxmouos, E. C. l'opbauuk, M. I'. Kysuerosa. IIpo6iemMbr 6€3011aCHOCTY B MH-
dopmanmonsom obiectse // MupopmanuronHas GesonacHocTh opuca: Hayuno-
npakT. cOopHuUK. — Bein. 1 “TexHuuecKkue cpeacTBa 3aIuThl nHGopMauun”. —
K.: 000 “Tnung “nc”, 2003. — 216 c.
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Heo0xigmicTs y 3axmcTi iHQopMaliil 3HaUHOI0 Miporo noB’sg3aHa 3
mepexonoM eKOHOMiKM YKpaiHM IO PUHKOBUX BiHOCUH. ¥ Iepe-
BasKHiM GinbIriocti pobiT, mpucBsUeHUX IpobiaemaM iHGopMaliiHol
0esmeKHy MiAOPUEMHUIITBA B YKpaiHi, 3a3HauaeThecs, 1110 AJId 3a0es-
ImeueHHA e()eKTUBHOI'O 3aCTOCYBAHHS 3aX0/iB 3aXMCTY IIOTPiOHI cIe-
uudpiuni suanug [61, 65—76].

B ocranHi poku noMiTHUN 3HAUHUN PO3PUB MiXK MOKJIUBOCTAMU
3aCTOCYBaHHSA PisHMX HayK (KibepHeTuKM, Teopii iHdopmariii, pagio-
TeXHIKM, €JeKTPOTeXHIKM, KPUMIHAJIICTUKHN TOI0) IJA B3aXUCTY
mignpueMHUIIbKOI iH(opMalrlii i cramomM pospoOKM MeTOAiB Ta 3a-
co0iB IpoTHAii TOCATAHHAM HA TOCIOZAPIOIYUX CY0 €KTIB.

IIpo6imema zaxmery mignpueMHUIBbKOI iHGopMaIlii Ha cboromHi
pospobiena HemocTaTHLO. B siTeparypi He 3HaWTH YiTKOro BH3HA-
yeHHS iHpopMaITifiHoil 6e3mek TiATpUeMcTRA. S3aTIUNIAIOTHCA He 10-
CUTHh IJIMOOKO JOCHiMyKeHHMHU TaKl BayKJINBl HOHATTA, AK 3aXU-
meHicTsy imdopmartii, saxmcHi 3acobi, IO BaCTOCOBYIOTHCSA IS
IOCATHEHHS IIOCTABJEHOI METH, i CHCTeMAa KOMILJIEKCHUX 3aXHCHUX
sdaxonmiB [56]. He pospofGieHa KOHIEMIiA KOMIJIEKCHOTO 3aXUCTY
nignpueMHUNBKOI iHGopMmatii [20].

Opragxisamia saxucry DIIpHeMHHIIbKOI iHdopMaliii morpebye
PO3POOKY HAYKOBO-METOAUYHUX OCHOB, NMPAKTUYHUX PEKOMEHIA-
1[ifh, mpuitomis i cmocobiB, 110 3a6€3MEeUYIOTH 6e3MeKy B TiAJIbHOCTI
rocIogapionvoro cy6’exra .

Vcemimae pose’a3amia MOCTARIEHOrO 3aBIAHHS IIepefbavae Ha-
camiepen 006’eIHAaHHSA  pPesyAbTATIE  JOCIiAMKeHb y  raaysi
KoMIT'foTepHoi iHdopmalrii i Tiei, 1Mo € 06’eKTOM iHTeJeKTyaaIbHOI
BJIacHOCTI (Hoy-xay, KoHdifgeHilina ingopmalria, 6aHkiBcbKa, KO-
MepIlifiHa TAEMHUIIA), B PAMKAX OCHOB 3aXUCTY MiANPUEMHUITBKOT
iHpopmarrii [ 76].

IIpo6ema 3aXuUCTy MiATPUEMHUIILKOI iH(GopMaIlii B HAyKoBi Ji-
TepaTypi BUCBiTJIeHA ITepeBakHO Yy MIAHI 3aTaJIbHOTEOPETUYHOI Xa-
paxkTepuCTUKU OKpeMuX ii acteKkTiB [88]. Baromuit BHeCOK B ocMuC-
JIEHHS IIPO0JIeMU 3aXMCTy IiANpUEMHUILKOI iHpopmalil 3poduim:
M. Anemenkos, B. Pagionos, A. Xopes, A. 3aasopunii, 1. Xauxa-
KkuH, B. dpouxkin, B. Jlinkax, II. Binernuyk, M. I'ynauaiok, B. I'epa-
cuMeHKo, B. ITomoBuu, JI. Xopman, A. [logxounoB, B. [Tumbaniok.

VY pobori, mopaz 3 BUKJIALEHHAM JOCBiLy aBTOPiB, BUKOPUCTOBY-
I0ThCS MaTepiaau JiTepaTypHUX IAsKepes, IPUCBAUYEHNX 3aXUCTy iH-
dopmaririi, sxa onpamboByBagacsa 3acobaMy 00UKUCIIOBATIbHOI TEXHi-
KU i obepramach y Meperkax, 1o mobymoBaHi Ha ix 6asi[70].
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ABTOpHU, OOI'PYHTOBYIOUM TEOPETUUHI 03Ul KOMIIJIEKCHOTO BH-
pimreHHA IpobjeMu 3aXKCTy HiAIPUEMHHUILKOI iH(popMmalii, 6e3mo-
cepelHbO CINPAaJINCS Ha Ipalli, y SKUX TOCHiIMKYIOThCA IINTaHHA iH-
¢opmarriiinoi 6es3meKu, ClemiaalbHOol TeXHIKY, 3aXUCTy KOMePIiiiHol
TaeMHUIL 1 KoHGigeHIiHOI iHpopMaIllii, KpuMiHoJOTil, HacaMIepes
C. Kosxenescbpkoro, C. Uexoscerkoro, B. Ocsanuikosa, I'. Congaren-
kKo, }O. Pynakosa, €. ®@. Tosmmauosa, A. [Jonxrosoi, B. Jlinka, I'. Hi-
Kigopona, C. Hikigopona, A. IIpososina, I'. Bekciuepa, I. 3emana,
A. Yepusascskoro, H. Uucrakosa, B. CmoabpHiKOBa, B. BikToposa,
A. Beabcona, B. Illampas.

HeobxigHoo yMOBOIO YCHIITHOTO (PYHKIIIOHYBAHHA IIiIIPUEMC-
TBA, 110 POSIIAAAETHCA AK Cy0 €KT YIPABIIHHS B IIAIIPUEMHUIbKIN
JiSJIBHOCTI, € BCeOXOILIIIUMH iHGopMamiiHui o6MiH BcepeauHi
oprauisarmii i 3 ii soBHIIHIM cepemoBuieM [68].

AKMmro gapaty OMIHKY 3MicTy moHATTA “iHd)opMaliga” 3 ICHUX0JI0-
riYHOr0 MOrJISALY, TO BOHO CTOITh B OLHOMY PAAY 3 OJMHU3bKUM 10 HbO-
ro 3a sHaueHHAM “maHi”. JlaHi IepeTBOPIOIOTBECA B iH(OpMAaIiio,
SIKITIO JIIOJUHA OLIHUJA IX 3HaUeHHA 1 KOPUCTh. J[aHI MOXKYTH pO3-
TISOaTHCh SK O03HAKA a00 3allicaHl CIOCTepeXKeHHs, [0 B JaHUK
MOMEHT He BILIMBAIOTH Ha IMOBEJIHKY cy0 eKTa a6o 06’ eKTa.

Bigomo, 1o ingopmaliia 36epiraeThca B pisHOMY BATJIAAL i mepe-
naeTbcA pisHUMU KaHajgamMu. [0 ocHOBHUX HociiB imdopmarii
HaJeXKaTh: O3HaoMJIeHi 0co0H, HJOKYMEHTH, 3aco0u 3B A3KY i Ko-
MyHiKaIii, amapatypa LepeJaBaHHA JHaHUX, e€JeKTPOHHI cucTreMu
OIpaIflOBaHHA, 30epiranusd i pos3moAiny iHdopmarii.

Indopmairia B cucremi yIpapIiHHS — Iie IaHi, 110 XapaKTepusay-
IOTh IIPOIECH, SKi IPOTIKAITh B OpraHisamii Ta y 30BHIIIIHbOMY ce-
penoBuiii. Iadopmarisa, 0 BUHUKAae 1| BUKOPUCTOBYETHCA Bcepe-
IuHi Mepeski cy0’eKTa rocoJapoBaHHd Mac Ha3By “BHyTpimHsa” .

Iadopmaltia € HAWBAMKIUBIIINM PecypcoM B yIIpaBainHi. B Hii
3HAXONSTH BiLoOpasKeHHsI XapPaKTePUCTUKU yCiX iHIMWX BUAIB pe-
cypciB, a TakoK moail, 1o BiZbyBaroThCA B opramisairii Ta y 30BHIIII-
HBOMY cepemoBuIli. Pecypcu sBISIOTH c000I0 3ac00M JOCATHEHHS
MeTH opraHisarrii.

Ho iadopmarrii, 1o morpebye saxucty, II. M. Kiumenko Bimuo-
cuTh “imdopMmarrio, KoTpa BU3HAETHCA A1JI0BOI0, BUPOOHUUOIO, TOP-
riBeJIbHOIO, SIKIIIO BOHA € eKOHOMIUHO I[iHHOI0, KOPKUCHOIO B IIiAIIPH-
€MHUIbKIN iIIbHOCTI, HEBiTOMOIO IIMPOKOMY 3arajy, HeJOCTYIIHOIO
OIS KOMEePIiiHuX Kiax i KoukypeHTiB. OO0OB’SI3KOBHM €JI€MEHTOM
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miei imdgopmarrii (B T. U. TexHiUHOI UM AiJI0BOI) € i KOPUCHICTB, IO
3a0esIreuye JOBrOTEPMiHOBI IIepeBaru BjiacCHUKA IIepell KOHKYypPeHTa-
MU y BUPOOHMUiN, KOMEPIiHiNA, JOCHIIHUIbKINA abo iHImii misnanb-
HOCTi, a TAKOXX MO’Ke 3a0e3IIeunTH HiLBUINEeHHS e(PeKTUBHOCTL yII-
paBainua” [568, 283—-289].

3a BChOr'o po3MaiTTsaA BU3HAYEHDb 3aXUINEeHOCTi iHdpopmalrii 6iab-
IIiCTh YUYEHMNX, SKi IPAaIIOI0OTh B raJysi 0esmexku mignpueMHUITBA,
IMOTOMKYIOThCA, IO Iif iH(opMaIliiiHOI 6e3leKor HeoOXimZHO po-
3yMITH CTaH 3aXHUINEHOCTI iH(popMaIiiHOT0 cepemoBUIlla CYCIiIbC-
TBa, 3abesmeuyroun ii JopMyBaHHA i POSBUTOK B iHTepecax rpoma-
IsAH, oprauisaril i gep:xasu [58, 260-264].

Besneunnii inpopManiiinuii o0MiH BcepeAnHI MiANIpHEMCTBA i 3
Moro 30BHIIIHIM cepeoBUIIEM MOyKe OyTH 3a0e3ledeHHd MIIAXOM
IIPOBEIeHHA I1JeCIpPAMOBAHNX IPEBEHTUBHUX i Ha SHUKEHHS
PiBHSA BiATOKY BimoMocTell 1 BIpPOBAJKeHHS y INPAKTUKY Biamosin-
HHUX MeXaHi3MIB 3aXUCTy iHGOopMALlIHHUX pecypciB Bix 30BHIiMIHIX i
BHYTpiIHiX 3arpos. Iadgopmarniiini pecypen — e ingopmaliia 3 00-
MEYKEeHHUM JOCTYIIOM, 1[0 CTAHOBUTH OAHKIBCHKY 1 KOMEPIIAHY TaeM-
HuIi; imdopmaria, BigHeceHa I0 KaTeropil Aep:KaBHOI TaeMHHUILI,
KoHGpigeHIIiiHA iH(popMAIld TOIIO.

st cucremMHOI MOOYI0BU 3arajbHOL CTPYKTYPHU 3axucTy iHdop-
MaIliiilHUX PecypcCiB HiAIIpHeMCTBA 3aCTOCORYIOThCA CUCTEMHUA Mif-
xing (cTpareris), cucTeMHUN aHANi3 (TaKTHKA), GYHKII0HAJIBHO-Bap-
TicHMIA aHaJ i3, KoMILIeKcHMH miaxix. Haragaemo, 1mo cucrema
CIPUNMAETHCA AK KOMILIEKC eJeMEeHTIB, 1[0 3HAXONAThCA y B3ae-
moxii. [To cucremu 3axucTy iHQopMAIiHHUX pecypCiB I AIpHUEMCTBA
BXOAATHh KOMILIEKC OPraHIiBallliHO-TeXHIUYHHX 1 IpPorpaMHUX 3a-
XOZiB, a TAKOXK MEeTOoAiB Kpunrorpadii [51, 53—54].

Mu nopinsgemMo IOrIAAN IepeBasKHOL GiIbIIocTi aBTOPIB PO3po-
00K, B SKMX PO3IIAAAI0ThLCA NpodieMy iHGopMaIliinol 0e3neKu, 10
HeoOXimHicTe saxucTy iHdgopMaliil, AK MPaBUJio, BAHUKAE:

e 1Ipy PoOOTi BUKOHABIB 3 KOH(DIAEHIIAHNMHU SJOKYMEHTaMM i

BimomocTsamu;
e B IIpoleci TPASUIIAHOrO JOKYMEHTO00Iry;
mpu 06pobIri imdopmalrii B aBTOMATH30BaHNX CHCTEMAX;
nmpu o0pobui iHdopmailrii, 1o 36epiraeTbesa i mepemaeTbCA Y
JOKaJbHUX Mepesrkax;
Ipu nepegadi inpopmaiii KagajsaMmu 3B’ I3KY;
IpHU BeleHHi KOH(DIAeHI[IMHNX IeperoBopis.
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Bukopucranusg HigOpUEMHUIIBKUMU CTPYKTypPaMHP PisHOMAHIT-
HHUX METOIiB KOMEPIIiHAHOTO IIIINUTYHCTBA 3MaBHa 0yJIo OMHIM 3 Halie-
(GEeKTUBHIINTNX MeTOIiB BUPIiIlIeHHS HpobJsieMu, OB’ A3aHOI 3 AOCAT-
HEeHHSM HeIIpaBOMipHMX IepeBar 3a YMOB KOHKYPEHTHOI 60poThou i
OTPUMAHHSAM MaKCHUMAaJIbHO MOYKJIMBOTO IPUOYTKY.

BaraTopiuna mpakTuUKa OTpUMAaHHSA AOCTYIY OO €KOHOMIUHUX i
IIPOMUCJIOBUX CeKPeTiB KOHKYPEHTIB i KOHDigeHIITHUX BifoMocTel
KOMEDPITIHOTO XapaKTepy HeOJHOPA30BO 3acBifuyBasa, 1o e edpex-
TUBHUH 3acib KOpHCTYBaHHSA JOCTOBipHOIO iH(popMalli€ro B ycix ra-
JTy3AX PUHKOBOI ekoHOMiIKY [83].

JlocsaTHEeHHIO MMOCTABIEHOI MEeTU CIPUAE MPABUILHO oOpaHa Tak-
TUKA Oill, HAIliJIeHUX Ha OTPUMAaHHA BigoMocTeil 3a YMOB 00MeKeHO-
ro 1o HUX jgoctyny. A JiAJbHOCTI 3J0YUHIIB XapaKTepHe 3acTo-
CYBAHHS pPIi3HOMAHITHMX MeTONIE Ta HOBITHIX indopMairiiinmx
TeXHOJIOTII, 1110 BIIIUBAIOTE Ha 30eperkeHHA KoMepIritinol indopma-
il i ToTpPe6yIoTh B KUBATU afeKBATHUX 3axXomiB [79].

TexHIUHUNA acIeKT IPOOIeMH 3aXHCTY HiAIPUEMHAIBLKOI iH(pOp-
Marii BUCyBae Ha TepINTHi MJIaH 3aBIaHHA 3aCTOCOBYBATH CydacHi
HAYKOBO-TeXHIiUHi 3ac06M 3aXUCTY BioMocTel, 1110 36epiraioThca HA
KOHKPEeTHUX Hociax [77].

Ha crorozui e saBgaHHA e He MOXKHA BBAyKaTH PO3B’ A3aHUM,
He3BaKamUl Ha BIIOMI YCHOIXHW, OCKIIBKHI 3aCTOCYRAHHA Hamicydac-
HIIIIMX TeXHOJOTIYHUX IPUCTPOIE 1 TPpUOOPIB 414 BaXUCTY TAEMHUIH
OignpueMcTBa JIUIe CcTPUMYe iX BinTik. He mae cymHiBiB, 1m0 He-
3HAUHA, HA MMepInuil moriaasn, iHGopMallid Ipy 3HaUYHUX o0cArax sa-
Oesmeuye mepexifi KiTbKOCTI B AKICTH 3a HAIEMKHOTO OTOTOMKHEHHS
Ta aHAJITHYHOTO OTIPAITIOBAHHS.

3abe3meUeHHA YCIMiNIHOI KoMepIiifHol miAdAbHOCTI Oyab-aKOTrO
MiATTPUEMCTRA MOJArae He JIUINe YV 8aXUCTI TAEMHOI i AIPUEMHAIIb-
Kol imdopmarrii, a it mependavae 301paHHsa, aHAII3, OMIHKY i IPOrHo-
3yBaHHd [ 78].

Cawme 30upaHHS BioMOCTell fae 3MOTy Ha OCHOBi 3aCTOCYyBaHHA
HAyKOBO PO3PO0JEeHOI CHCTEMH METO/IIB IOSICHUTHU CYThb BUSABJIE-
HUX TIPOIeciB, OB’ sA3aHUX 3 €KOHOMIUHMM CTAHOBUIINEM KOHKY-
peHTa, BUPOOUTHU peaKIliio Ha BILIUB CUTYyaIllii, HOAyMKHu chopMy-
BaTU MPOTHOCTUUHY MOJIeNb HAMONTUMAJbHIIIINX CcIOCOo6iB mifi i
Me’Ki moBemiHKU B mpoleci BUKopucTtaHHA iH(popwmarii [35, 12—
19].
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Tyt mopeuHo 3BepHYyTH yBary, Io iHdgopMallis MiHHOI € JINIIe
TOIi, KOJIU MOKe OYyTH BUKOPHUCTAHOIO crokmuBaueM. OcobauBe Mic-
Ile B apceHaJsi 3acobiB 3axumcTy KOHQimeHIrifimoi imdopmarrii, imo
obepTaeThCsA B IPOIleCi yIpaBJIiHHSA opraHisalli€ro, HAJEXKUTh iH-
pacTpyKTypi cucremu indgopmarniinoi 6besnexu. B 38’ sA3Ky 3 M He-
00XiMHO IOSACHUTH, II[0 BBAXKAEThCA 00’ eKTaMu iH(popMaIliiinoi 6es-
meKu. IKIo BpaxoByBaTH, 110 B OyAb-AKiil opraHisaiii, IOKJInKaHOI
JocAraTyu MOCTaBJIeHOl MeTu, iH(opMalliiiHi mporecu peaisyooThcsa
B TpaguIlifHOMY ab0 aBTOMATH30BAHOMY PEXMMAaX, TO J0 00’ €KTiB
ingopmailrifinoi 6esmerku, SK IPABUIO, BITHOCATh MaTepiaJIbHO-TeX-
HiuHi Bacobu iHGopmaTusarii, ingopmalliiiai pecypcu 3 06MeKeHUM
IOCTYIIOM, CHOKUBAUIB 1 TEpPCOHAT.

lomo imdopmaniiinol Gesuexu. Ha Biaminy Bij iHmIMX BuIiB
IigIbHOCTL TYT 06’ €KTOM 3aXHCTy cTae iHGopMaIliini pecypc, Too-
TO iH()opMaIlisg HA MaTepialbHUX HOCIgX, cepel AKUX, HAIIPUKJIAI,
MOJKHA HA3BATH TeXHIUHY TOKYMEHTAIlif0, TOKYMeHTU, 6a3u TaHUX
ir. m.

ITpaBo Ha gocTym g0 iHGQoOpMAIiHHOTO pecypcy IOPUIMYHO 3aKPill-
JIeHO 3a HOT0o BIACHUKOM, HUM 2Ke PEeryIIEThCST TOPAIOK AOCTYIIY,
BUKOPUCTAHHSA, 30epiranua i mepemimenusa indgopmarnii. Ha nam
morJjAx, A0 o0’eKTiB iHgopManiiiHol 0es3leKu MOKYTh O6yTH Bigme-
CeHi He JwuIe MaTepiaabHi 06’€KTH, ale 1 mMpollecu, HATPUKJIAL, 3a-
OPOBAIKEHHSA CIIeIiaJbHOT0 JIMOBOACTBA ANd KOH(MDIAeHIINHUX T0-
KYMEHTIiB, HaJaHHA MpaBa Ha KOPUCTYBAHHA TAaEMHOTO iH(opMaIlieo,
ITOKyMeHTaJbHe 0(pOPMIIEHHS JOCTYIY 10 KoH(DigeHiiHOI iHpopMa-
mii migmpueMceTRA TOIIO.

Ilo MeTomoOTiUHIX OCHOB iH(opMaIliiinol 0e3meKn HAJIEKUTD il
MOHATIAHUN amapar i cTpyKTypa, 110 Bigobparkae OyIoBY i BHYTpiII-
HIO Qopmy cucTeMH iH(GOpMamifiHol 0OesHeKH NiAIPHEMHUIBKOL
IifgIbHOCTI, i, 110 HAKCYTTERIiIIe, 3arajibHi OIPUHIIUINA CTBOPEHHS i
poboTu crucTeMu 3aXUCTy iH(popMAaIlii rocogapiooyuoro ¢y’ exTa.

I xapaKTepuCcTUKY iHpopMaIliiiHoI 6e3eKr CyTTeBe 3HAUeHH
MalOTh HaBeleHi y npamnax 0araTboxX BUEHMX Pis3Hi IOTIALM Ta IPUH-
IUION, AKi MOKJIaJeHl HUMM B OCHOBY IIi3HAHHS HA TEOPETHUYHOMY
piBHI gianbHOCTi, MOB’A3aH0I 3 3axuUcTOM iH(pOpPMAITii.

“Baxuct ingopmartlii y chepi 6i3Hecy — Iie rapaHTiss OXOPOHU
IIpaB BJIACHOCTI Ha iH(opMaIlifo, sKa HaJeKNUTh KOHKPEeTHi 0co0i i
Mae MaWHOBY I[iHHICTb, IOB’sA3aHY 3 CEeKPETHICTI0, — PO3MipKOBYE
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mag num II. M. Kaumenko. — CekperHicTh cTae ogHMM i3 3ac00iB
0XOpoHU iHGopMarii””.

B indopmaniiino-goBinkoBomy nocioruky “Opranisarisa i cyuac-
Hi MeToxm 3axucTy imdopmallii”, TiAroToBJI€eHOMY aBTOPCHKUM KO-
aJektuBoM 3a pepnakiriero C. H. [lieBa, mpoaHa/srisoBaHO HUHINIHIO
OpakTUKY s3axucTy imdopwmarlii y chepi migmpreMHUIBKOI TiAIb-
HocTi. ABTOpM moOCiOHMKa Ha3WBalOTL BiACYTHICTH IMIOPYIIEHD
ceKkpeTHOCTI i mimicHocTi iHdopmalrii — 6esnexkoro iHdopmarii. Bu-
ABJISAETHCS, BUSHAUEHHA iH(popMaIlifinol 6e3leKy IOBUHHO Bimobpa-
skatu i1 Opuponay, OCHOBHIII 3MicT i Miciie B cucTeMmi 3axucTy mim-
IPUEMCTBA.

Crnuparouunchk Ha T1e, MOKHA 3aTTPOTTOHYRATH MOAUPiKOBaHEe BU3-
HaueHHA iHQopMaiiinol GesleKd HiAIPUEMHANBKOL I1AIbHOCTI SK
CTaH 3aXMIIeHOCTI iHdopMaIliiHIX pecypcie, TEXHOIOTIH iX hopmy-
BaHHS 1 BUKOPUCTAHHSA, 4 TAKOXK IIPaB cy0’eKTiE Ha iHQopMaIiiiHy
OisIBHICTh, IO BUKJIIOUAE TOPYITEHHA TA€MHOCTI i ITijicHOCTi iH-
dopmairii.

3Bakamvn Ha MOMKJINE]L 3arposu indopmMalliiinii 6esmelri, MoxHa
CTBEPAKYBATH, 1110 BUAU JiATBHOCTI Mi0mell, AKi 3a6e3IeuyoTh Ipo-
Imec 3axXmCTy iHGopwMmarii, 6araTocToporHi. AK Bimomo, mxepensoMm
YMHUCHUX 34arpo3 [IPH 34CTOCYBAHHI PIBHOMAHITHHX TEeXHOJIOTiH 00-
pobkum iHdopmMalliil B KiHIleBOMY BUTIaAKY € doguua [36, 34—36].

PosrisaemMo 3 o3uITii cCUCTEMHOTO TiAXOAY 3 YPAXYBAHHAM IpPio-
PUTETy 3arpos3u yci cKJIamoBi cucTeMu iHGopMAIifiHOl Oe3meKu.
Bubip mopymamkoM Tiel um iHmmol opMH aTaky Ha iH(popMAaIlliio
3IiMCHIOEThCA 3 YPAXYBAHHAM iCHYIOUHX Ha 00’€KTi moCATaHHSA TeX-
HOJIOTi# 00pobku iEdropMmarrii. HeobxigHo MaTu Ha yBasi, 1110 BubOip
3JIOYMHILEM CTIOCO0IB i XUTPOIIiB € HE BUMAIKOBUM, a 6araTo B YoMy
3aJIEKUTHh BiJl METH 3J0YHHHOTO NOCATAHHSA, PiBHA OiATOTOBKH i
MOJKJIMBOCTEH BUKOHARIA, TPOTHOB0BAHOI 00CTAHOBKH, B AKil fioMy
moBemeTbes miaru [60].

HudepentitioBanuii anamxis 3B’s3Ky IPOTUIPABHUX MMOCATAHBb y
cepi KoH(Dimenmifinol imdopmalii 3 pealbHUMHU MOXKJINBOCTIMU
0cib, gKi MarThL HAMIp 3aBOJIOAITH KOMEPIIMHNMHI CeKpeTaMu, J03-

* TII. M. Knumenko. Iadopmalris sk 00’€KT iHTEIeKTyaJIbHOI BJIACHOCTI, 1110 ITOTpPe-
6ye oxoponu // Hemep:kaBHa cuctema 0e3leKU MiANPUEMHUIITBA SK Cy0 €KT Ha-
mioHanbHOI Gesneku YKpainu: 36. HayK. npamb. Kuis, 16—17 TpaBus 2001 p. —
K.: Bug-Bo €spomneiicsroro yua-ry, 2003. — 287 c.
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BOJISIE BUSIBUTH i KOHKPETHI BUIM HPABOIOPYIIHUKIB, II[0 IOcsAra-
I0Th Ha iH(opMAaIliiiHy 0e3IMeKy rocuogapoodoro cyb’exra.
Ha maim morysig, HUMU MOXKYTb OyTH:
e CIiBPOOITHHK CJIy:0u 0e3IeKu roCIIofapIoUoro cyo’ eKra;
e CIiBpPOOITHMK IiJIpHEMCTBA, IO MA€ MOCTYII OO OCOOJHBO
BasKJIMBUX BUALIEHUX IIPUMIII[eHb;

® IIONWHA, IKa 3HAXOAUTHCS 34 MeKaMU KOHTPOJIbOBAHOI 30HM,
OpraHi3oBaHOl MIJIAXOM CTBOPEHHS 3aMKHYTHX, OOJIafHAHUX
TeXHIUYHMME 3ac00aMU CIIOCTEPEKeHHs, pyOeskiB 3arposu Imo-
PYILIEHHIO 0e3IIeK M}

e IIOAWHA, siKa Iepe0dyBae B Merkax KOHTPOJbOBAHOL 30HU, ajie

0e3 JocTyny Vv BUALIeH] IPUMIIleHHd;

e IIOAWHA, AKa MAa€ JOCTYIL 10 BAALIEHUX IPUMILIEHD 1 IpaIfoe

B HUX.

HocraTHe ysABJIEHHA IIPO 3arposu iHGopMaliiHii Gesmeri i Bugn
IPaBOMOPYIIHUKIB L03BOJAE CHIBPOOITHUKAM CJIyK0u Ge3leKu mia-
IPUEMCTBA CBOEYACHO B3KHBATH BIAMOBIIHIUX 3aXO0MiB MO0 3aXUCTY
BiJ MOKIMBUX “aTak” Ha 00’eKTH iHQopMalifinol cucremu. IIix uac
iX PO3POOKH He MOXKHA He BPAXOBYBATH OCHOBHI eJleMeHTH, a came:
00’ekTr iHMOPMAIIAHOTO 3aXKUCTY 1 BUAU [PAROIOPYINHHUKIB (IxHi
IMOTEeHITiIMHI MOKJIUBOCTI, XapaKTep, mmoJje AisaiabHocTi). Came Takuit
aHAaJII3 € mepeIyMOBOIO I MATEPIATICTUYHOrO [IOACHEHHS CYTHOCTI
OCHOBHHUX XaPaKTEePUCTHK CTPYKTYPHUX KOMIIOHEHTIR, I[1IeCIPAMO-
BAHOI CHCTEMHM 3aXHCTy iH{opMaIlrii, 110 odepraeThea B opradisaiii
Ta il B0BHIMIHBEOMY CepeJOBUIII.

HaiiBa:RIUBIIIUME CTPYKTYPHUMHE eJleMeHTaAMU CHUCTEeMH 3aXUC-
Ty iHdopmarlrii, moB’A3aHUMU B3a€MHUMY BlIIHOCHMHAMU, MOYKHA BBa-
JKaT! TaKi 3ac00U BaXHUCTY:

o (pismuHi;
amMiHicTpaTHUBHI;
amaparTHi;

IporpaMHui;

Kpuirorpadiumi;

arecTallid CHCTeMU KOMII IOTEePHOI Oe3IeKu.

BoHu MUPOKO BUKOPUCTOBYIOTHCS IJIA JOCATHEHHS TAKUX ITiJIeli:
e YCYHEHHS HECAHKIIOHOBAHOIO MJOCTYILy /J0 MOOKYMEHTiB i

KOMII'F0oTepHOI iHdopmalil uepes TexXHiIUHI KaHaJu, 1[0 CTBO-

prooThbCcs 3acobaMy OOUMCJIIOBAJIBHOI TeXHIKM, i IIporpamue

3abe3IeueHHA;
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Moaudikalii;

e MPOTHUIil HE3aKOHHOMY 3aBOJIOMIHHIO KOH(DpiZeHI[iITHOO iH(Op-
Malli€fo yepes MaTepiajJbHO peuoBi KaHa U (BUKPageHH 3pas-
KiB BupoOiB, KomimoBamHdA, (ororpayBaHHa TOKYMEHTIB,
KpecJIeHb);

e 1mpoTuiii BUBiAyBaHHIO BimoMocTell y CIiBPOOITHHKIB, AKHM
inpopmaria 0yaa goBipeHa;

e MPOTHUIIl HE3aKOHHOMY 3aBOJIOMIHHIO KOH(DpigeHI[iiTHOO iH(Oop-
Malli€0 uepes3 BidyaJbHO OINTHYHI, aKyCTWYHI KaHamu [58,
289-294].

OcTaHHIM 4acOM 3HAYHA YBAra MPUALIAEThCH IUTAHHAM 3a0esIie-
yeHHS iHQopMaLiiiHol 6es3lleKH B KOPIIOPATUBHUAX , Mi*KKOPIIOPATHUB-
HUX MeperKax IJIATIKHUX Ta IHIIHAX aBTOMATUS30BAaHHUX cucTeM. Pi-
3uuHi 3acobu zaxHceTy iHQOPMAIiAHMX CHCTEM MOXKYTb OyTH
pisHOMaHITHUMU Ta iX BUOIp 3aJ€KUTh Biji BUPIIIYBAHMX 34 1X J0-
IIOMOTOI0 3aBIaHb, XapaKTepy Hocid iH(opmMallil, MeTogiB 00poOKY;
indopmariii 3 00MeXXeHUM JOCTYIIOM Td KAHAJIB IlepeJadi TaHuX.

disuuHi 3ac00U 3aXUCTY, AK IIPABUJIO, 3aCTOCOBYIOTHCS [JIS 3a-
0e3leUeHHs BUKOHAHHSA TAKUX 3aBJAHb! IPOTUIIOMKEKHOTO 3aXUCTY
[IPUMIIEHb, B AKUX POSMIIYEThCH O0JMafHAHHA CUCTEMU OIIPAIIO-
BaHHA iHQopMaLii a60 00YKNCABAIBHOIO EHTPY; IPOTUAI] IPOHUK-
HEHHIO IIPAaBONCPYIIHUKIB y BuAiNeHl npumimenasa Ol miaxom
3MIITHeHHH JBepell, BIKOH, OJIOKYBAHHSA I10IE€PEI:KYBAIbHOI €JIEKT-
pocursamizamii upuminterns: OLl, meaTpy o0pobku iHdoOpMalii ta
iHIMX BPas3JMBUX MICIlh 3aXUINeHUX 00 €KTIR; KOHTPOJIO 3a JOCTY-
oM ciiBpobiTEuKIB y npumimensa OLl uu menTpy 00podKu iHdOop-
Malrii; KOHTPOJIO 34 JOTPUMAHHAM I[€PCOHAJIOM BCTAHOBJIEHOTO HA
OiAIPUEMCTBI peskuMy Hpairi.

Ilpoepamni 3acobu — 1e creHiailbHI MPOrPAMU, 1[0 BXOAATH 10
CKJIay MPOTPaMHOTO 3a0eslledeHHs CrcTeMu 00poOKu iHdopmarrii
IS ToTepeyKeHHs HeCAHKI[IOHOBAHOTO IIepelaBaHHA JaHUX uepes
JOKaJIbHy Mepe:ky um Iurepuer, Bukankanol TEMPEST arakoro, a
TAKOK IPOTHULII IepexoIllJIeHHI0 KOMIIO3SUTHOT'0 CUT'HAJY MOHiTOpA.

TEMPEST — araka 3miliCHIOETBCS IILJISIXOM “3apaskeHHs” IIOT-
pibHOrOo  KoMm’ioTepa  CIeIiaJbHOI0  IIPOI'PAMOIO-3aKJIALKOIO
(“TposiHCBKiNM KiHB”) um iHImIMMEM 3acobamu (HAIPUKJIAL, 3 BUKO-
PHUCTAaHHAM TEXHOJIOTI moOymoBM KOMII IOTEPHHUX BipyciB: uepes
KOMITaKT-IUCK 3 ITPe3eHTaIliel0, IiKaBOIO IIPOrpaMolo, uepes AucKe-
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Ty 3 ApafiBepamMu, a AKIIO IePCOHAJbHUI KOMII IOTep HiAKII0UeHIHA
IO JIOKAJbHOI Mepeski, To i uepes Hei) [85]. BupoBamskeHna mporpama
Iae MOKJIMBICTH mepemaBaTy iH@OpPMAIi0 IIIJIAXOM HIPOTPaMHOIO
YIPaBIiHHA BUIPOMiHEeHHAMYN KOMII'foTepa. I mo cyrreso, mporpa-
Ma-3aKJaJKa [MIyKae HeoOXigHy indopMaIlliio Ha IMCKOBi, 3a JOIIOMO-
rOI0 Pi3HMX IIPHCTPOIB KOMII'IOTEPA, BUKJINKAIOUY II0ABY MOOIUHOTO
BunpoMineHHs. IlepexomieHHss BUIPOMiHEeHHS IEeHTPAIbHOTO IIPO-
Imecopa 3a IOIOMOT'OI0 PO3BilyBaJIbHOTO IIpUIMauva AO3BOJIAE OHEpP-
skaTu  iH(dopMmallizo 0e3mocepegHbBO Uepes IMIAKIIOUEHHS [0
KOMII IOT€PHOI CCTEMH.

Cepeq IporpaMHIX 3aC001B 3aXHUCTY [MIAPOKOI0 3aCTOCYBAHHS Ha-
OyBalOTh AHTHBIPYCHI IIporpamMu, 3aco0Hd, 1[0 MiHIMi3yIOTh BHCOKO-
YaCTOTHI BUITPOMiHeHHA, 30KpeMa, Tempest-mpudTu.

Meronu TexHiYHOrO 3axucTy iHGopMaIii BXOAATH J0 CKJaIy IIPO-
rpamu Tempest-3axucTy 1 3aCTOCOBYIOThCA AJIA BUKOHAHHA QYHKITIN
sanobiraHHsa BiATOKY TaeMHOI iHGopMalil IJIAXOM IIepeXOIlIeHHs
TeXHIYHUMH 3ac00aMU PO3BIAKU eJeKTPOMATHITHUX BUIIPOMiHEHB
KoMII'foTepa. 3 I1€l MEeTOK 3aCTOCOBYIOTh, AK IIPABUJIO, IACUBHUMI
METO[ IIONEePeIKeHHsA BIATOKY JAaHHX, 110 00POOJISAITECA B €JIEKT-
POHHOMY BUTJIAIL, Uepes TeXHIUH]I KaHaJM.

ITacuBHMI MeTOJ — Iie CIIONIYYEHHA eKPAHYRAHHA KOPIOYCY i OK-
peMux eJeMeHTIiB KOMII'I0Tepa 3 BaCTOCYBAHHAM BHCOKOYACTOTHUX
GiapTpiB 8 THM, 1100 HOCATITH BEJIHUKOIO 3aTYXaHHS B IIHPOKOMY Iia-
TIa30Hi YacToT.

3aBIaHHA [OINepelKeHHA MOXKJIUBOCTI MepexXoIlIeHHS eJIeKTPo-
MArHITHMX BUIPOMiHeHL B iH@opMaIiffHHX cHcTeMaxX, 0a30BUM
€JIeMEeHTOM SKHUX € KOMII I0Tep, BUPIIIYIOThCS IepeBaskHo 3a IOII0-
MOTOI0 CITeI[iaJbHUX IIUPOKOCMYTOBUX JrKepes IMyMy, QyHKI[IOHY-
BaHHS SIKMX POOMTE HEMOXKJIHUBHM 3aCTOCYRAHHSA 3aKJIAJEHUX IJIS
MiICTyXOBYBAHHS IPUCTPOIB (TAK 3BAHUHA AKTUBHHUU METOJM 3aXUCTY
iH@opmarii).

Iamumii BapiauT saxucty imdopmallii — eKpaHyBaHHS IKepea
BUIIPOMiHEHHSA KOMII'I0OTepa IJId 3MEHIIeHHs PiBHA BUIPOMiHEHHS
pobouoi cranmii. IIpakTuKyM pagaTs PO3MIIITyBAaTH MOI0 Y CTAJIEBil
madi uu B eKpaHOBAHOMY IIPUMIiIIleHi.

Huni xomn’orepn BHUIIYCKAIOTh Y 3aXHUINEHOMY BifJ BiITOKY iH-
dopmairii uepes kamaau IIEMBH Buxkonanmi.

Oco0simBe 3HaUEHHA AJIA 3axXuCTy iHdopMmailii B JIOKaJbHUX 00-
YHCJIOBAJbHUX MePeKax MaloTh TEXHOJOri1, 3aCHOBaHi Ha HaIUJIeH-
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Hi coemiaJbHMX MaTepiajiB Ha BHYTPIIIHIO IIOBEPXHIO KOPIIYCY
KOMII’IOTepa 3 MEeTOI0 3HUBUTU PiB€HDb CUTHAJY, II[0 BUIPOMIHIOETH-
cs1 pobouoro cranitiero [39, 104—-108].

Ha crorozui icHye 6e3iiu eJIeKTPOHHHUX, €JIeKTPOHHO-MeXaHiu-
HUX IIPUCTPOIB, alapaTHUX 3ac00iB, KOHCTPYKTOPChKO-TEXHOJIOTiU-
HUX, CXEMOTeXHIUHMX pillleHb, HAIpPaBJIeHUX Ha IOIePeIKeHHI
BigTOKy imdopmallii uepesd TexHiuHI KaHaaum y IEPCOHAIBHUX
Komir'forepax. HasBemo [edKi 3 HUX: eKpaHyBaHHs IPOBiIHUX KO-
MYyHiKaIlifl 3 MeTOI0 IoIlepeluTH BiATiK iH(opmMmallii B JaHIIorax
eJIeKTPOKMBJIEHHA 1 3a3eMJIeHHSI; BUKOPUCTAHHS MEePEIKOIHO TOo-
IaBisgounx MiJIbTPiB, 10 AAI0OTh MOYKJIUBICTE BHUSUTH KOHIYKTUBHI
IepenIKoau BiJl 30BHIINHIX Ta BHYTPIIIHIX JKepel IIepPellKoa; YHUK-
HEeHHS BILIMBY 3MIHH HAIIPYrd B Mepeski Ha pobGoTy Komir’iorepa
IMJISSXOM 3aCTOCYBAHHS IIPHUCTPOIB MOTOMMKEHHSA 3 Meperkelo eJeKT-
POYKUBJIEHHSA, OTHIEI 3 PYHKIIN IKUX € QPiabTpalida BLICOKOUACTOT-
HUX KOJHBAHL Y JAHOIOIY 3aXUCTy 3a3eMJeHHS KOpOycy KOM-
n’rorepa; Bubip i BUKOPUCTAHHSA TAKOIO CXeMOTEXHIYHOro pileHHs
3aXHMCHOTO 3a3eMJIeHHS 00YHCIIBAJILHOI CUCTEeMH, dKe Bigmosimae
BUMOI'aM TeXHiKHU OesleKH i He IIOTipIIye BIACTHBOCTEH YyChOI'O
eKPaHOBaHOro 00’eKTa, HA SKOMY POSIOPHYTA JOKAJIbHA Meperka,
TOIIIO.

3po3yMiao, 3aCTOCYBAHHSA TeXHIUHUX 3acobiB saxuery indopma-
mii B sXogHOMY pasi He 3aMiHIOE c000I0 clelliagicTa, AKUHA KOHTPO-
JII0E CUTHAJH, OTPHMAaHI 38 AOIIOMOTOK BiIIIOBIIHUX €JIEKTPOHHUX
IPUCTPOIB, y pasi mopylleHHa pyOe:KiB 3aXUCTY.

B ocramHi poxu 3’dBuigacd MOMKIKMBICTE HIiZiATU A0 BUBUEHHS
mpo0JIeMH 3aXKUCTY MIAIPUEMHUIIEKOI 1H(GOpMAIil KOMIIJIEKCHO, OC-
KIIBKKM mepeBaskHa OiJbIIicTh ONyOJiKOBAHHUX pOOIT IPHCBIYEHA
a00 KOHKPeTHHUM CHCTeMaM 3aXUCTY iH@opMalrii, a6o ii okpeMuMm ac-
nexram [ 73].

Hami yasiersa mpo iHQopMmaniiiny Oes3lneKy mefasi IorjamdiIro-
oTbesd. OMHAK TPUHIIUIIOBE 3HAUEHHSA Ma€ IPaBUJIbHE PO3YMiHHS
MeJK 3aXHUINEeHOCTI Nignpre MEUIILKOI iH(popMmaIrii Ta pisuKo-TexHiu-
HUX OCHOB, CIIEI[iaJIbHO PO3P00IeHNX TeXHIUuHNX 3acobiB 1 BuHage-
HUX TAKTUUYHUX OIPUAOMIB.

OnHy 3 TOJIOBHIX PoJiell y 3a0e3neueHHi ingopMmaniiinoi 6esnexn
OiATPUEMCTB PiBHUX OpraHisalifHO-IpaBOBUX (opm (Maaiux ITifg-
IIPUEMCTB, HAYKOBO-BUPOOHNUNX 00’ €IHAHDb, (DIHAHCOBO KPEeIUTHUX
YCTAHOB i T. [.) BiZirpaioTh IPUHIIMIIN OPraHisallil cucTeMu 3aXUCTy
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KOMePIiiiHOI TaEMHHUIIi, METOANKY KOMILJIEKCHOIO KOHTPOJIIO i Imepe-
Bipku 3axuineHocTi ingopmarrii, sKicHM aHAIi3 OCHOBHUX 3aBIAaHb
3axucty iHdopmarrii [17].
3asHaunMo, IO IPaKTHUYHA peajisallisg opramisamifHX 3aXO0IiB
CTOCOBHO 3aXMCTy IiAIPUEMHHUILKOI imdopmarnii memoxxanBa 06e3s
BUPIiIIeHHSA AeAKUX KJIIOUOBUX IIUTAHb, cepel SKUX MOYKHA BUIIJINU-
TH:
e JOCTyI mO iH(popMailrii, 110 BBasKAETHCA KOMEPI[IHHOI TaeM-
HUIIEIO;

e CTBOPEHHS HAIINHOrO 3aXMCTy 3aceKpeueHol iHdopmairii il
BJIACHUKOM a00 YIIOBHOBAYKEHUM HUM OPIaHOM;

e KOMILIEKCHUH KOHTPOJIb 34 3aXUINEHICcTI iHdopmalii, 1o €
BJIACHICTIO I AT PUEMCTRA.

Pob6ora miomo saxuery indgopmamil Ha IiSIPHEMCTBI MOJOBHUM
YMHOM II0B’A3aHa 3 IPOTUIIEI HECAHKI[IOHOBAHOMY OTPUMAHHIO iH-
dopmarrii 3a JoIOMOT0¥0 TeXHIYHKX 3ac00iB pos3Bigky. [TogcHrMO 11
Ha OpuKJgagi. Ko gBa culBpobiTHUKY HiAIIPUEMCTRBA BeAYTh JiJI0-
BY PO3MOBY Y BUALIEHOMY IPHUMIiIIeH], To 00MiH BepbarbsHo0 iHdop-
MaIiero MixK HUMHU BinOyBaeTbesA y HOBITpAHOMY cepemoBmimi. I1i-
KOM OYEeBHIHO, 1[0 I[PABOIOPYIIHUKHK, [epe0yBalUn 34 MeXaMu
KiMHaATH, 3aBYaCHO BUOPAJIN BUTIAHY IIO3KUIII0 JJIA CIIOCTEPEIKeHHS,
CKaKiMo, uepes BiKHO, 34 cIIiBpo3dMoBHUKaMU. OTiKe, 34 JOIIOMOTOIO
OITUYHUX IMPUCTPOIB IIOCUJEHHA 30PY (38 apTUKYIALIE0 I'y0) BOHHI
MOJKYTh OTPUMATH HOTPi6HY iH(popMaIio.

3paBaiocsa 6, g0 mepenaui 3axuIneHol iHgopmMarii yuepes pisHi Ka-
HaJM Ma€ CTOCYHOK JIUIIle OCHOBRHE CepPeJOBUILE, B AKOMY IIOIITMPIO-
IOTbCA CUTHAJH, [0 HecyTh iHGopmManiro. Hacuparai 3, oKpiMm oc-
HOBHOTO CEePeNoBUINA, AKHUM BUCTYIA€ IOBITPAHUN IpPOCTip, icHYye
e KiJbKa mo0iuHuX cepemoBUIl mepeaadi indgopmarii. Hanpukiaan,
Mae Micie Tak 3BaHWUI edeKT BiOpAalil BIKOHHOTO CKJA 3 4aCTOTOIO
posmoBu. HaasHicTs BiOpaliil Mae BuUpiliajibHe 3HAUEHHA I BI0O-
Py KOHKPETHOI'0 MEeTONy IIePeTBOPEeHHS IUX MeXaHIUHUX KOJIMBAaHb
Yy T'YYHY POBMOBY.

ITocTae muTaHHS: YM iCHYe 3B’S30K MiK XapaKTePUCTHUKAMN
AKYCTUUYHMX CHUTHAJIIB, II0 BUHMUKAIOTH IIii 4Yac POSMOBH y IIpHU-
MiIleHHi, i MeTomaMu BiATBOPeHHS MOBHOI iH(opmairii, 1o mepexa-
3yeThea?

PosrisaeMo BiATBOPEHHS K MPOIleC IIOBTOPHOrO OTPUMAHHS iH-
dopmairii, 1o mepenaeTbcA y BUIVIALL aKYCTUUYHNX CUTHAJIB i He 3a-
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3HaJIa AKUXOCh CYTTEBUX 3MiH y moOiunomy cepemosuii. IIig uac
I[bOT'O IIPOIlECY BimoOpakeHuM € IKepesio ingopmalrii, HaIpUKJIAL,
JIOAVWHA, a BigoOpaskaioumM — TeXHiuHa cucTeMa, IO Ja€ 3MOTy
3UNTyBaTH BiOpaliiro 3 BiKOH i meperBopioBaTu ii B pO3MOBY.

Heo0xigHo 3asHaumnTy, 1110 AJIA IIPOCTYXOBYBAHHSA IIPUMIIEHHS
HUHI BUKOPHCTOBYIOTh, 30KpeMa, JiasdepHi Mmikpodouu. Tomy Ha Bik-
HO 3aBUYACHO HAHOCATL ILIAMY (papOu, 1o BizOuBae JasepHUI Ipo-
MiHb Ha BUIPOMiHIOBAUY, e 3a JOIOMOI00 ()OTOMi0OMHOTO IPUCTPOIO
3IiMICHIOETHCS IePETBOPEHHSA CBITJIOBUX KOJIMBAHD Y €JIEKTPUYHI.

Ha npakTuili BupiienHa IuTaHb opraHisallii Ha nignpuemMcTBax
PiBHOMAHITHUX CHCTEM B3aXUCTy TAEMHOI IIiAIPUEMHUIIBKOI iHDOP-
mairii morpelye cTBOpeHHS PyOesKiB 3aXUCTY 34 MeyKaMU KOHTPOJIbO-
BaHuxX 30H. O6’eKTaMK 3aXMCTy B MeyKaxX TAKUX TEPUTOPii, fAK
IPaBWJO, BUCTYHAIOTH OIlepaliiiHi 3aju, KiIMHATH — CXOBHIIA
KoMII'forepHol indgopmarii, 0coGJIHUBO BAXKJIUBI BUALIEH] IpUMIiIeH-
HS, B AKUX PO3MiIIeHO celidu 3 TaeMHOI0 iHGopMaliieto, Tormro [82].

Bukopucranasa pybisKHOL CHCTEMH 3aXUCTY MIAIPUEMHAIIBKOI iH-
dopmarii He BUIIaJIKOBe, A 3yMOBJIEHEe TUM, LI[0 caMe BOHA JTa€ 3MOTYy
3a0e3nmeunT 0OesleKy IPH peanlisamil pisHOMAHITHUX TEeXHOJIOTiN
00po0KHu TaeMHOI iHopMAail MIJIAX0OM TOTAILHOTO KOHTPOJIIO.

Hociem indopmanii B TpagumiiiHOMy BHIJIAAI BHCTYIIA€ IOOKY-
MEHT, AKWH B YIPARIIHCHKINA IiAJBHOCTI BHSHAYAETHCA SAK Ma-
TepiaJbHNHA 06’ eKT 3 iHGopMaIicro, 10 3aKpillieHa CTBOPEHUM JI0-
IUHOIO CIIOCO00M AJIs 11 mepegadi y yaci i mpocropi [89]. 3a criocobom
dikcarii indopmalril JOKYMeHTH HOIIJIAKTBCA HA IIUCBMOBI, rpa-
¢iuni, poto -, GoHO -, Bifleo- i KIHO TOKYMEHTH.

ITrcbMORB]I — yei PYKOIIMCHI TeKCTH 1 MAIIHHOIKCHI TOKYMEHTH,
BUTOTOBJIEHI 3 BUKODPHCTAHHAM PISHOMAHITHUX IPYKOBAHUX IIPU-
CTPOIB i APYKAPCBKUM CIIOCOOOM.

Ho rpadiuyEux BifHOCATHCA MAJIOHKHW, IIJaHHU, CXeMU, KPecaeH-
HA, rpadiku, KapTu.

DOHOJOKYMEHTH — 3BYKO3aIlucH iHpopmaIrii, 1o ImupoKo BUKO-
PHCTOBYETHCA IIPH CKJIAJAHHI IPOTOKOJIIB 300piB, Hapan, 3acigaHb
i, m.

Huckeru — Hoci inGopmarii B eIeKTPOHHOMY BUTJISAII.

Ax Bimomo, iHgopmaIllia JTOOAM IIeperacTbCA Uepe3 BiguyTTs:
3ip, ciIyx, cMakK.

BasknuBoro xapakTepucTukoro iHdGopMmailiii € popmar, COpUAHAT-
JIMBUH AK JIOAUHOIO, Tak i EOM. Jltogu oTpuMYyIOTH OLIBINY YaCTUHY
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iHpopmaril y Buraani sanucamoro (3o00paskeHoro) marepiaay ado y
BUIJIALI JOKYMeHTAITii.

Bigmosigzo 10 chorogHINMHIX yABIEeHD, iH(OpMAaIlia 3aBK AU cede
MIPOSABJIAE B MaTepialbHO-eHepreTuuHil opmi. Piu y Tim, 1o o6min
iHdopmarieo BOyZOBaHMM y BCi BUAM YIPaBIIHCHKOI IifAabHOCTI i
BimOyBaeThCcsA 3aBASKN BHKOPUCTAHHIO PisHUX (PISWUHMUX SABUIY i
crocobiB. ¥ Teopil yupaBJiHHS IIi IpOIlecu gicTaau HasBy KOMYHi-
KaTUBHUX MIPOIeCciB 3B’ IBKY.

3a3HAuUMMO, II0 KOXXHOMY cIoco0y oOMiHy iHdopmariil mpura-
MaHHEe CBO€ OCHOBHe cepenoruine. IcHYIOTE i mobiuni cepemoBuIia,
BOHU 30epiraroTs BimobpaskeHy iHdopmMariio, To6To mTKepeo imdop-
Marrii.

Ham, macamnepe, BasXJIUBO 3PO3YMITH CIIIBBIHOIIIEHHS OCHOB-
HOro i mobiuHoro cepemoruil B oOMiHi indopmarltieto. Posrnsguemo e
Ha NPUKJIaAl pobOTH KOPHCTyBaUYa MePCOHATIRHOTO KOMII'IOTepa 3
MoHiTOopoM. Bimomo, 110 MOHITOpP CTBOpEeHO AJNA BizyanbHOro Bimo6-
pakeHHsa indopmarii.

KopucryBau mepcoHaIbHOTO KOMII'I0Tepa OTpUMYe iHGOPMAIIiio
Y BUTJIAAI KOMIIOBUTHOTO CUTHAIY MOHITOPA, 110 ABISE cODOIO 3Mi-
HeHi B IeBHi# MOCTiLOBHOCTI eTeKTpUYHi 1 MarHITHI monsg. Indopma-
I[ig BisyaJabHO BifoOpaskacThed Ha eKpaHi MoHiTopa. Jlerko spo3ymi-
TH, M0 B JAHOMY BHNAAKY OCHOBHHUM CEpPeIOBUINEM OOMiHY
iH(opMaIlielo € BUAMA YaCTHUHA CIEKTPa eIeKTPOMATHITHUX KOJIHU-
BaHb.

Ak yxe sasmauvanocs, npu poboTi MOHITOpPA iICHYIOTE 1 ITOOGiIUHI ce-
pemosuiiia, mo MicTaTh Bimobpaskeny imdropmairiro. Posraagraemo ix
meraJsbHime. B mpotteci GyHKIIoHyBaHHA MOHITOpA fioTo 6araTouuc-
JIeHHI eJIeKTPOHHI CXeMW CTBOPIOIOTH eJeKTpOMAarHiTHe BUIIPOMi-
HeHHA B miamaszoni go 100 Mri, a eJeKTpoHHO-IPOMeHeBa TPYyOKa
BUKJINKAa€E PEHTreHiBChKe BUITPOMIHEHHI.

PenTreHiBchKi IpoMeHi — 1ie eJIeKTpOMAarHiTHi XBuJi. 3a cBOiMu
AKOCTAMM BOHU IIPUMUKAIOTH IO CIeKTpa BUAMMUX IIPOMEHiB, aje
OiabIIa IX yacTHUHA JIOJCLKNM OKOM He CIIPUAMAETHCS.

ITo6iuni emeKTpoMarHiTHI BUIIpOMiHEHHS BiZeoMoHiTOpiB i ix
eJIeMeHTiB, 1110 HeCyTh TAEMHY iH(opMAaIlifo, MOKYTh OyTHU IIepexolr-
JIeHi 3a JOTIOMOTOI0 3ac00iB paxio- i pagioTexHiUHOI PO3BIAKYM KpUMi-
HaAJPHUMU i KOHKYPEHTHHUMH KOMEPIIIMHMMHU CTPYKTypamu [58,
244].
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Ilepexomnenus i meKoAyBaHHA IOOIUYHMX e€JIeKTPOMArHITHUX
BUITPOMiHEHb, III0 CTBOPIOIOTHCA KOHCTPYKTHUBHUMHU eJIeMEeHTaMU
ITK, nanpukaan, MOHITOPOM i KJIaBiaTyporo, IBJISIOTE COO0I0 CePHo3-
HY 3arposy 3aXHCTy KOMEpPIiMHMX TAEMHHUIb 3a aBTOMATH30BaHOI
00po0KH iH(popmaIlrii.

Cy0’eKTOM YyIIpaBJIiHHA CHCTEMOIO 3aXHCTy iHdopmairii, mo om-
panboByeThCA Ha 00 €KTaX eNeKTPOHHO-O0UMCJIIOBAJIBHOI TeXHIKK
TOI'O YM iHIIIOT'O HiAIIPHUEMCTBA, € CIyK0a Oe3IIeKn.

Heo0xigHo 3BepHyTH yBary, 10 Ha CbOTOLHI po0OTH 3 3aXUCTY iH-
¢opwmarrii, mo obepraeThCcAa B KOMII' IOTE€PAX 1 KOMII'IOTEPHUX Mepe-
JKaX, IPOBOJAUTHCA B YOTUPHOX OCHOBHUX HAIIPAMAX:

e [IPOTUIiA HECAHKIIIOHOBAHOMY HOCTYIY [0 iH(OpMAaIiiiHIX
HOTOKIB IiAIpUEMCTBA 3a JOIIOMOICIO IIPOrPAMHOr0 3abesIie-
YeHH 1 3ac06iB iIHKeHePHO-TeXHIYHOI PO3BIAKH;

e ONTHUMIizalid opraHisamiifHUX 1 opraHisaliiHo-TeXHIYHMUX 3a-
XOJIiB oIlpalloBaHHAI KOHQiTeHIIiTHOI iHQopMaIrii 3 MeToro mo-
nepeyKeHHd 11 BUKPaleHHSA, SHUIEHH;

e (OJIOKYBAHHS HECAHKI[IOHORAHOI'O IOCTYILY A0 30epiranus i on-
pamoBanHA iH(opMAaILil 34 JOIOMOIOK 3ac00iB 00UMCIIOBAJIb-
HOI TeXHIKH, II[0 IepeJacThea yepes JiHil 3B’ 3Ky aOOHEeHTiB;

e [OINepel:KeHHA HecaHKIIoHOBaHOI mogugikarii impopmarrii.

He mosxHa He IOTOAUTHUCE 3 HABEIEHOIO ¥ JIiTepaTypi IYMKOIO, II10
migIpreMHUIIbKA iHQopMaIia Mae pisHi GopMu 30epiranud, cepen
HUX HAUNOMIHUPEHIIINMUA € JIJChKa MOBA, TOKYMEHTH, MaIWHHI
Hocii (*kopeTki gucku). Ile I 3yMOBUJIO BaCTOCYBAHHA PIBHUX CIIO-
co0iB 1i mepenaui, 36epiradusa i 06poOKHA.

IIpu opramisarii saxucry iH(opMaIiil 3 00MesKeHIM JOCTYIIOM,
110 00POBJIAEThCH HA MIEePCOHAJIBHUX KOMII I0OTEpax, HeoOXiaHO Bpa-
XOBYBATHU Ti 4M iHIIi pisuuHi ABHWINA, XapaKTepHi 114 ¢opwm ii 36epi-
ranusa Ha 06’ exrax EOM.

3ajie:kHO Bif, (pisruHOI IIPUPOLY BUHHKHEHHS 1 cepeJoBHUIIa II0-
HMIMPEeHHSA HapasuTHUX BUIPOMiHEeHb i HaBeJeHb TeXHIUHI KaHaIu
BifTOKY iH(popMaIlil B KOMII IOTePHil Mepeski IMomiIa0Th Ha eJIeKT-
pomaruiTHi, mapamerpuyuHi Ta exekTpuuHi [39, 104—-108].

Bigomo, 1o Kaacudikailia — 1e mepiunii KPoK A0 IIisHAHHS 3a-
KoHogaBuoi HopMmu. HacTymnHi gocaimxkeHHs 3arajibHOI Teopii 3axuc-
Ty iHgopmairii, BuUBUeHH i (pyHIaMeHTAaJIbHIX OCHOB BeJe 10 IIuo-
IIOTO0 PO3YMiHHSA 3alPOIIOHOBAHOI B JiTepaTypi CBOro uacy JIHIIe
eMIIipuuHOi Kjaacudikalilii TexHiUHMX KaHaJiB BiITOKY iH{opmairii.
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3a ocTaHHI I’ATH-IIICTH POKIB IIPOCTEKYETHCA 3HAUHE IIOCUJICHHS
yBaru [0 TEOPeTUUYHHUX i IPaKTUUHUX IINTaHb 3aXUCTy iH(popMaIrii,
[0 OIIPAI[bOBYETHC HA 00’ €KTaX eJIeKTPOHHO-00UMCII0BAJIbHOI TeX-
Hiku. BoHU 3HaHIIIN CBOE BimoOpaskeHHA Y KOJEKTHUBHOMY iH(MOP-
MaIlifiHo-qoBiAKOBOMY IoCiOHMKY “Opranisamia i cyuacHi merozu
3axucry imdopmarmii”’, a Taxox y poborax C. KosxeHeBcbKoro,
A. Mypamiosa, C. Ilpoxkomenko, A. IIpoBosinma, C. HexoBcbKoro,
JI. Kossenko ta iu. [39, 104—-108].

B poborax, mpucBauenux mpobOaemi imdopmaiiiinoi 6Gesmexu,
3HauHA yBara IPUIIISETbCA BiTHOBJIEHHIO 1 TapaHTOBAaHOMY
BHUINEHHIO BifloMOCTel, 110 30epiraroTbCs Ha MKOPCTKUX IHCKaX,
IOoIepeIKeHHIO RIATOKY iHGopMaIril uepes eJIeKTPOMAaTHITHE BUIIPO-
MiHEeHHA 1 HaBeJleHHA IPU ONPAIIOBAHHI HA IEePCOHAJIBHOMY KOM-
m’iorepi. OfHAK IMTAHHS PO TAKTUYHUI Xapaxrep BuOOPY edek-
TUBHUX 3aXO[iB IIPOTHUAI] IIOCATAHHAM B KOMII IOTEPHUX Meperkax,
aJeKBaTHUX THM CIeliaJbHUM MeTOHaM 1 3ac0o0aM, SKHMU MOMKe
CKOPHCTATUCA MIPABOIOPYIIHUK, POBBUTKY He OTPUMAJO i, Ha HAII
MOTJIAL, 3aJIUILIIIOCA 11034 YBATOK CIeIialicTiB y il ramysi.

IIpu omimmi mouijbHOCTI BEOOPY TOTO UM iHIIOrO CIENiaJbHOI'O
MeTony i 3aco0y, HeOoOXiZHMX JIA KOHTPOJI 34 BHUIPOMIHEHHSM
KOMII'foTepa i 3axXHcTy Bix BiATOKY iH(opMalii, 1110 y HboMy oIpa-
IBOBYETHCS, He MOKe IIePEeRUIYRATH 3HAYEHHS B I[bOMY JIOTIUHOMY
mpormeci cyTHocTi (isUYHHX ABHIL, 1[0 BiIOYBAIOTHCA HPU BUHUK-
HeHHi KaHaJiB BifTOoKy. BUpIIIKUTH 1le MPaBUIBHO JO3BOJUTH JIUIIE
00K mesKMX 1HIINX, He MEHII Ba)KJIWBUX, Kpurepile. Cepen HuUX
MOJKHA Ha3BaTHU 3arajibHI YMOBU PAIliOHAJIBLHOIO BUKOPUCTAHHS Ha-
SBHUX TeXHIYHUX MOXKJIHUBOCTEeN 1 (DaKTOpPH BILIUBY Ha eeKTUB-
HicTh mi¥i Iomo 3axmucTy iHdopMainii B cucreMax, me 6a3oBUM ele-
MEHTOM € KOMII I0Tep.

BupinienEs nuTaHHA PO BUKOPHUCTAHHSA NIPABONOPYITHUKOM
TUX 4¥ 1HIIUX CHelialbHUuX METOLIB 1 3ac00iB [ BUABJICHHA 1 Ile-
PEexXOoILIeHHs CUTHAJY 3 KOH(imeHIifiHOKO imdopmalliero mos’a3aHO
He JUIlle 3 UiTKUM 3HaHHAM (i3UUHUX SBUIL, XapaKTePHUX IJd Pis-
HuX dopmM 36epiranusa indopmarrii Ha 06’ €KTi €JI€KTPOHHO-00UMCIIIO-
BaJIbHOI TeXHIKM, a i 3 BUBHAUEHHSM CIIeIiaJbHIX METOIiB, 3aCTO-
COBaHMX MOJA OJOKYBaHHA ‘“He0e3leuHoro” CHUrHaJdy i B3aKpUTTS
KaHaJIiB BiATOKY iH(popMmaIrii.

CrJamHicTh IOJL0 HE3aKOHHOTO OTPpUMAaHHA KOH(pimeHI[iiHOI iH-
dopmalii KOHKypeHTa 3a AOIIOMOIOI TeXHIUHMX 3ac00iB pO3BiOKU
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Mae 00’ eKTUBHUM XapakTep. Lle mosCHIOETHCS, B0KPeMa, THUM, 1[0 He
Bci TexHiuHI KaHaIM BiATOKY iH(opmaiii popMyoThCs JHUIIEe 3a pa-
XYHOK €JIeKTPOMAarHiTHOrO BUIIPOMiHEeHHS i HaBeJeHb, III0 MO YJIIO-
I0ThCA CUTHAJIAMU, IKi BUHUKAIOTh ¥ KOMII I0Tepi i uac o6pobiien-
HA imdopmarnii. Mae wmicme @I IIITyYHe CTBOPEHHS JIOIHMHOIO
TeXHIUHNX KaHaJiB BiATOKY iH(opmalii IIJIsSX0oM BCTAHOBJEHHS B
KOMII'foTepi abo Mepeski eJIeKTPOoKUBIIeHHS paaioTpaHCcaIATOPiIB (3a-
KJaZoK), Ui uepe3 BUCOKOUACTOTHe HaB a3yBaHHsa. CKaKimo, y Ka-
OeJi, II[0 BUXOAATH 3a MeyKi KOHTPOJIBOBAHMX 30H, Kabesi Mepesk
eJIeKTPOKUBICHHS, 3a3eMIeHHSI KOMII'IoTepa i mepudepiinux opu-
CTPOiB BBOJATH, TAK 3BAHUM KOHTAKTHUM CIIOCOOOM, CTPYMHU BHCO-
Koi yacToru. BucokouacToTHI cTPYyMU, 1110 TTOJAIOTECS Yepes MePesKy
eJIEKTPOKURBIICHHA Ha HEJNIHINHI eJleMeHTH, IPU3BOAATL 10 BUHUK-
HeHHS KOMOIHAIIHHNX YacTOT, II10 Bigo0paskaThed 1 IPUAMaThC
3a DOIIOMOTOIO CIIelianbHOTO O6IaHaHHA i feKoaAyIoThes. [Ipuuomy
OIPUAHATI KOHTPOJHLHUM TIPpUWMAaUYeM eJeKTPOHHO-MAarHiTHI KoJu-
BaHHA OYyAYyTb BikKe IPOMOAYILOBAHI iIHQOPMAI[IAHNME CUTHAJIAMU,
OIIPaIbOBAHUMHU B KOMII IOTEPi.

OcobnuBe 3HaUeHHA Mae€ TOM (aKT, IO B ABTOHOMHUX KOM-
m’ioTepax 3IificHIOETheA Jauliie 00pobieHHs i 36epiranusa indopma-
mii. Ilpu BugiseHOMY IIIAKJIHOUEHH] KOMII IOTEpa 10 JOKaJbHOI Me-
pexxi abo mo rmobanbHOI Mepe:ki [HTepHeT mpoROAATHCA yCi BUIHM
pobit 3 indropmartiero: ii s6epiranng, oopodaenna i mepegaua. Ciin
3a3HAUUTH, 10 HA ChOTOAHI KOMTI IOTEP YACTIIlle BUKOPUCTOBYETHCS
y JIOKaJabHil Mepexxi. Tomy nmpobiaeMu 3aXuCcTy KOMII I0TEPiB Bix Bij-
TOKY iH(popMaIlii uepes KaHAAU TMOOIUHMX eIeKTPOMATHITHUX BUII-
POMiHeHb i HaBe/leHb HEOOXITHO BUPINITYBATH, KEPYIOULICH caMe I[1M.

PosrigHeMo Temep TMUTAHHA NP0 BUHUKHeHHA ‘“‘HebesmeuHux”
BUIIPOMiHeHb KoMmIr'torepa. CydacHl yABJIeHHS IIPO KOMII'IOTED SAK
06’eKT TexHiuHOTO 3axucTy iHGopMaIii iTKkoM II0SCHIOIOTH Ie IBU-
mre. HasBHiCTh cepel KOMILIEKTYIOUMX IIPUCTPOIB II€PCOHAIBHOTO
KOMIT'foTepa PisHOMAHITHUX 3a (PYHKIIOHAJIbHUM IPU3HAUEHHIM
eJIeMeHTiB BUKJNKAE IIiJ uac iX po0oTu mob0iuHi BUIIPOMiHEeHHS.

fAx xamanu BigTOKY iH(OpMAIIii, IIT0 OIPAI[LOBYETHCSI B KOMII I0-
TepHil Mepe)Ki, BUKOPUCTOBYIOTH ITOOIUHI eJleKTPOMarHiTHi BUIIPO-
MiHeHHS i HaBeJeHHA OiJbIIIOCTI eJIeMeHTiB caMoro KoMIir ioTepa —
IpUHTEpa, KJaBiaTypu, CHUCTEMHOr'o 0JI0Ka, aKyCTHUYHOI CHCTEMH,
MOHiTOpA.
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Yeci eneMeHTH JIOKAJIBbHOI OOYMCJIIOBAJIBLHOI Mepeski moB’asaHi
MiK co0ol0 mmpoBozamMu i Kabeaamu eneKTposkuBiaenas. 1o moxxua
cKasaTy 3 IPUBOLY KabeabHol Mepesxi? Ilepir 3a Bce BoHA Bifirpae
poJib aHTeHH AJA HNOOIUHMX BUIPOMiHEHb KOMII'IOTepa i cepsepa.
Kpim Toro, uepes npoBogu KabelbHOI CICTEeMH B KOMII IOTEeP IIPOHHU-
KalTh BUCOKOUYACTOTHI €JIeKTPOMAarHiTHI KOoJuBaHHSA, 1[0 BUIIPOMi-
HIOIOTHCS AKTUBHUM €JEKTPOHHUM 00/IafHAHHSAM JOKAJIbHOI 00umc-
JIIOBAJIbHOI Meperki 1 MOKYyTh BUKJIMKATH HOAATKOBI BUIPOMiHEHHS
B e(pip Ha KOMOiHAIIMHMX yacToTax. 3a3HAUYMMO, II[0 KOMOiHAIifHi
YacTOTH BUHUKAIOTH BHACJIOK BIJIMBY BUIIPOMiHEHHS IBOX OYyIb-
SIKMX KOMILIEKTYOUNX IPUCTPOIB KOMII FOTePa Ha eJIeMeHTH, BY3JIH,
0JIOKY HeJIHIAHOIO IMePeTBOPEHHS CUTHAIIB 3 MIUPOKUM CHEKTPOM
JacTorT.

Posrasimemo 06cTaBuHE 06’ €KTHBHOTO XapPaKTEPY, L0 CIPUAAIOTH
dopMyBaHHIO KaHAJIB BiATOKY iH(GopMAaIil uepes Mepexxy eJeKTpo-
JKUBJIEHHS.

151 eTeKTPOKUBJIEHHS KOMII FOTEPa, K [IPABUIO, BAKOPHUCTOBY-
I0Th IIPOMUCJIORY Mepe:y sMiHnHOro crpymy — 50 I'l. 3aranpHUMUI
OPUCTPOAMU eJeKTPOKHBJIEHHA € Mepe)KeBHi (MiIbTp 1 miKepeio
0e3IIepepBHOro CTPYMY.

Posmoginn eneKTposkuBIeHHS IJISI OKPEeMHX IIPHUCTPOIB IIepco-
HAJBHOI'O KOMI’IOTepa Mae CBOI 0COOJIHMBOCTI 1 3HiACHIOETBCA TaK.
Enekrpuunuii cTpyMm Ha CKaHep, IPUHTEDP, AKYCTUYHY CHUCTEMY II0-
IaeTbCs Uepes afalTepd, KOHCTPYKTHUBHO BUKOHAHI AK aBTOHOMHI
mpUCTPOi. AfanTrep BUKOPUCTORYETHCSA IS TOrO, 1100 IIepeTBOPIoBa-
tu sMminEy Hanpyry 220 B y nocriitny 12 B. ITopsaa 3 aBTOHOMHUME
afanTepaMu B CXeMi eJIeKTPOKHUBJIEHHSA KOMII' I0Tepa iCHYIOTH 1 BOy-
moBaHi meperBopioBaui. JKUBIeHHA NMPUCTPOIB CHCTEMHOTO 0JIOKA,
KJIaBiaTypu i MaHinyaATopa (MHUIIL) Bif Mepeski 3MiHHOTO CTpyMYy 3
yacrororo 50 I'y i manpyrow 220 B szpilficHioeThed dyepes 0araToka-
HaJIbHUH 0JIOK BTOPUHHOI'O KMBJIEHHS. KOHCTPYKTUBHO OJIOK BTO-
PHHHOTO KUBJIEHHS BOYLOBAHUI Y MeTAJIEBUI KOMKYX, B SIKOMY PO3-
MiIIIeHO CHCTeMHUH OJIOK 3 IPHUCTPOAMH OOpOOKM i 30epiraHHs
indopmarrii.

EnekTposkuBIIeHHA Ha NPUHTEDP IMMOTAETHCS Big IIEePBHHHOI Me-
pesxi (220 B, 50 I'm) uepes meperxesBuil piasTp abo Bix mxepesia 6es-
[IePEePBHOI0 KUBJIEHHS.

Jna sHUMKeHHS PiBHS NapasuTHOTO eJeKTPOMATHITHOTO BUIIPO-
MiHeHHs, II[0 IPOHUKAE Yy MePesKY eJIeKTPOKUBIEHHS I€PCOHAIBHO-
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ro KOMII’I0Tepa, 3aCTOCOBYIOTH MEPEsKeBi mepelrkosoycyBamui (piab-
Tpu. 3BepHEMO yBary, 1o B IIPOMICJIOBiHl Mepeski 3MiHHOI HAIIPyTu
220 B, 50 I'tt, AKY BUKOPUCTOBYIOTH [JIsI €JIeKTPOIKUBICHHS II€PCO-
HAJbHUX KOMI’IOTepiB, iCHYIOTh 3MiHM HAIPYI'd, IO HA3UBAIOTHCS
MepesKeBUMU IIePernIKoJaMu.

ITix uac poboTu m:xepesia BTOPUHHOTO €JIeKTPOKUBIEHHS CUCTEM-
HOTO GJIOKY BUHMKAIOTh II00iYHi BUIPOMiHEHHS Y BUTJIAL €JI€KTPO-
MarHiTHUX KoJwBaHb. [[o cKJamgy 6JioKa BTOPUHHOTO €JIEeKTPO-
KUBJICHHS BXOISATh Pi3HI KOHCTPYKTHBHI eJleMeHTH — KOHTYpH,
eJIeKTPUYHI JIAHI[IOTH, OPOCeNi, MardiTHiI nporoau. BaraTorkaHaib-
HUi OJOK BTOPUHHOTO eJeKTPOKUBIEHHSA, IO BXOAUTH y CXEeMY
€JIeKTPOKUBIEHHS TTEPCOHATBHOTO KOMIT IOTEPA, € 3aTaJbHUM AKe-
peJsioM AJs chcTeMHOro 6joka 1 mepudepiiinux npuctpois. BaraTo-
KaHaJbHUY OJOK BTOPUHHOTO KUBJIEHHA, BOYIORAHUN y KOPIYC
CUCTEMHOT0 0JI0Ka, OTPUMYE eIeKTPHUUHE )KUBIEeHHA 6e3110cepeqHbo
BiZ mepBUHHOI Mepeski. BigsHauumo, 1Mo Jxepena ;KUBJIEHHS CIyTy-
OTh IPOMIKHOK JIAHKOIO MiXK IIEPBHHHOIO eJIeKTPoMepesker i Bys-
JaMH KOMII'I0Tepik, TOMY BOHK MAlOTh OyTH Hi6UTO diabTpamu, To0-
TO He epeAaBaTU MePellIKOIN 3 MepeKi Y HaBaHTaKeHHS.

HeobxigHo 3a3HaYUTH, IO X Yac po6OTH aBTOHOMHI i BOymoBaui
mepeTBOPIORaYi sMiHHOI Hampyru — 220 B y nocrifiny 12 B — crBo-
PIOIOTH MapasuTHI KOHTYpu. Hanpukiaag, aBTOHOMHI IIepeTBopoBadi
CTBOPIOIOTH TaKi TapasmuTHI KOHTYPU, AK: MepBUHHA Meperka — BXif
ajarnTepa, BUXiJ aganTepa — HaBaHTaKeHHS; a BOYI0OBaHi mepeTBo-
pioBaui: IIepBHHHA Meperska — I[IePeTBOPIOBAY — HaBaHTaMKeHHS.
Caig mam’araru, 1110 JOOATKOBUI TapasuTHUN KOHTYP CTBOPIOE JaH-
IIOT eJIeKTPOKUBIEHHSI IPUHTEPA.

¥Yci mapasuTHI KOHTYPH BiJ pi3sHUX MPUCTPOIB MAIOThH 3arajabHY
TOUKY, III0 Yepes JAaHLIOr IIePBUHHOTO eJeKTPOXKUBIEHHS 3’ eqHaHa
3 IPUCTPOAMH 34 MeKaMU KOHTPOJILOBAHOI 30HHU. 3arajbHe OiKepe-
JI0O BTOPMHHOTO eJIeKTPOKUBJIEHHSA AJIs IIPUCTPOIB CUCTEMHOTO 6J10-
ka ITK cTBOPIOIOTH cepiiosHi yCKIaAHEHH OIS BUPIIIeHHA 3aBIaHb
POBIOAiNYy ITIapasuTHUX KOHTYPiB.

Hlyske BasKJmMBe 3HAUEHHA MaioTh (paKkTopu, 1110 00YMOBIIOIOTH
MO PEHHS MOOIiYHNX BUIPOMiHEHb AK Y caMOMY AKepeJsi BTOPUH-
HOTO eJIEKTPOKUBJIEHHS CUCTEMHOT0 0JI0Ka IMTePCOHAJIBHOTO KOMII 0-
Tepa, Tak i B IpoBoOJax, IO IOAal0Th 3MinHy Hanpyry 220 B 3 uacro-
Toro 50 I'r.
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IIpyunHaMy BUHUKHEHHS II€PEIIKOJ] y MPUCTPOAX KOMII'I0Tepa
€: mapasuUTHI eMHicHI ¥ iHAYKTHMBHI 3B’A3KH MiK iHTerpamrbHUMN
cxeMaMU y JIaHIIOTaX eJIeKTPOMKUBJIEHHS i KOHTypaX 3a3eMJIeHH;
KOMYyTaIliiiHi ITpoIiecu, 10 BUHUKAIOTh IIPU IepeMUKaHHI TpaH3uc-
TOpiB-mIepeTBOpPIOBauiB 3minHOI Hanpyru — 220 B y nocriiiny 12 B;
mepexpecHi HaBeJeHHs MidK CUTHAJIbHUMU JiHiAMET Uepes3 mapasuTHi
€MHOCTI Ta iHIYKTMBHOCTi; HaBeleHHs BiJ 30BHIMIHIX eJeKTpoMar-
HITHUX MTOJIiB.

ITig mepelmmkomaMu y JaHIIOTaX €JeKTPOYKUBICHHS KOMII I0Tepa
BBaYKAIOThCA IOOIUHI eleKTpOoMArHiTHI BUIIDOMiHEHHS, IO HUAYTH
BiZ msKepesia Iepelrko] 10 IpHiiMava IIepelrko] ABoMa cImocobaMmu:
KOHIYKTUBHUM, TOOTO Uepes MPOXiTHI JAHIIOTH, i BUTTPOMiHEHHAM
yepes IPOCTip.

CepemoBulIlleM IOMIUPEHHA €JIeKTPOMATHITHAX TIePEITKO/ €: TTPOo-
CTip 38 MOGIYHIMU eTeKTPOMATHITHIMY BUNIPOMiHEHHAMH; MeTajeBi
YacTUHU KOPIYCiB, BY3JiB i 6I0KIB; MAPA3SUTHI JAHIIOTH MOHTAaXKY;
mapasuTHi MiK0OMOTKOBL €MHOCT1 POSIIOAIABYNX TPaHCHOPMATOPiB;
MiKBUTKOBI € MHOCTI Apocelir GiabTpie; pisHoManiTHA 3’ e fTHYBaJIbHA
IPOBOAKA; IMKepesio KUBJEHHA 1 3a3eMJIeHUU KOHTYP; JAHIIOTU
eJIEKTPOKUBIEHHA. 3 cyuacHol (i3UKU BigomMo, 110 BCi 3aKOHOMIp-
HOCTi KepyIOThCA YOTUPMA TUIIAMUA BBAEMOII1:
eJIeKTPOMATHITHIMH,
rpaBiTaiiinuMum;

CIa0KUMI;
CUJIbHUMMU.

He moxxua sposymiTu Gisuuny cyTHiCTh KaHAJIB BiATORY iH)OD-
Mairii, 1o o6epTaeThesa y KOMII'IOTepi 1 KOMII'IOTEPHUX Meperkax,
0e3 POSYMiHHS TPOIlECIiB BUNPOMiHEHHS eJeMeHTIE KOMII ioTepa,
BUIIPOMiHEHHS Ha KOMOIHAIIIAHWX dYAaCTOTAX, BHCOKOYACTOTHOTO
HaB’A3yBaHHA, MiKpohQoHHOT0 ePeKTy i GaKTOPiB, I10 CIPUAIOTH He-
raTUBHOMY BILJIMBY Ha iH(opMaIliiiHi IOTOKN.

Cepen yMoOB 11 hOPMYBaHHS TeXHIUHUX KaHAJIB BiATOKY iH(MOD-
Maliii uepes JaHIIOIY €JIeKTPOKMBJICHHSA MOMKHA Ha3BaTH TakKi 00-
CTaBUHM: HEONTUMi30BaHY KiJIbKiCTh IapasuTHUX KOHTYPiB, HASB-
HiCTh y HapasuTHUX KOHTYPiB 3arajbHOi TOYKHU, II0 3abesmeuye
B3a€MHUN OOMiH MOGIUHMMM eJeKTPOMArHiTHUMHU KOJMBAHHIMU;
0esJ1iu BUAiB MOOIUHMX KOJMBAHBL 0AaraToOKaHAJIbHOTO 0JIOKA BTOPMH-
HOTO KUBJIEHHS.
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Ciuim Taxko)X MaTH Ha yBasi Take: MOOiUHI KOJMBAHHS MOMKYTb
OyTH IPOMOAYIhOBaHI, MO-IIepIlle, CUTHAJIAMU, 1110 (DOPMYIOTHCS IIif
yac aBTOMAaTHU30BaHOI 00poOKU iH(opmalrii KoM’ oTepom, i mo-apy-
re, TOJIOCOBOIO iH(hopMaIrieio (AaKyCTUUYHUM TI0JIEM), OCKITBKY AedAKi
KOHCTPYKTHBHI €JIeMeHTH eJIeKTPUUHOI'O IPUCTPOI0 MalOTh MiKpO-
douunii epexr. A 1me os3Hauae, 1[0 IPOMOAYJIbOBAHI MOOIiUHI KOJIM-
BaHHSA MOXKHA IIePEeXOMUTH, BUAIIUBIIY He JHUIle JaHi, 0 00pobJis-
IOThCA Y KOMII 10Tepi, a i IPOoCayX0ByBATH IPUMIIIleHHS.
XapaxkTepusyoun 00CTaBUHM, IO CIPUAIOTH (POPMYBAHHIO Ka-
HaJiB BiATOKY inopmarrii, Heo6XiJHO BpaXOBRyBaTH i HaraTomiaHoBi
daKTopHu, BiJi AKUX 3aT€KUTHL MOKJIUBICTE MePeXOIIeHH MOOIUHNX
eJIEKTPOMATHITHUX BUMPOMiHEHb KOMTI FOTePA.
Piu y TiMm, 1110 KoskHOMY (pisuuHOMY ABUITY BiflIoBigae Oes3Jriu ma-
pameTpiB, 3MiHA AKMX BU3HAUAE CUTHAIU CePEIOBUINA, B SKOMY Bia-
OyBaeThbCca 00MiH iHGopMaIiero.
1 KoKHOTO BUAY 3arpos Gesmelli mianpueMHUITbKoOI indopma-
il HeoOXiZHO BUKOPUCTOBYBATH Pi3HI 34 3MICTOM 3aXOAY IPOTHUIIL
OTPUMAHHIO ceKkpeTHol iHdopmailrii [81].
Buxopauu 3 BuMmor 6esnexu iHdopmariii, o 36epiraerbes, Heob-
XiTHO BAIMCHIOBATH 3aXOAU 3 BUKOPUCTAHHAM PI3HUX TEXHOJIOTIH i
3aco0iB saxucty. [Tomyk pagioeleKTPOHHKX 3ac00iB HeCAHKIIiOHO-
BaHOTO 3HIMaHHA iH(popMaIril moeTanHmii:
e BUBYEHHA CHAY:K0010 Oe3lMeKUu TIAMPUEeMCTBa OMepPaTUBHOI 06-
CTaHOBKU 6ig 06’ eKkTa iHGopMaIrii;

e 1IepeBipKa pazioedipy 3a MexaMU IIPUMINIeHHST;

e IIepeRipKa MOHITOPHHTY pamioedipy y IpHMilfeHi 3a J0IOMO-
roI0 HemiHiftHUX JoKaTopiB y xiamasoni vactot 0,1-2000 MI't;

® TIIepeBipKa KOMII IOTepiB, TeJdeOHHUX anapaTiB, eJeKTPOoTeX-
HiYHHX 34C00iB 3a LOIIOMOTOK CKAHYIOUOro IpuiiMaua;

e IIepeBipKa CTiH OPHUMIIIEHHSA 3a IOIOMOTONI ialasoHHOTO
CKaHYIOUOTo IIpuiiMaua abo iHIUKATOPiB OIS}

e o0OcTe:keHHA MeOJIiB Ta iHIIMX MpeaMeTiB y mpuMirieHi 3a go-
IIOMOTOIO IeTeKTOpa BUIIPOMiHIOBAHHS;

e TmepeBipka TemedOHHOI Ta eJIeKTPOHHOI JiHill 3a LOIOMOIOIO
KoMILIekcy “Scanner 99”.

Cepen HaABHUX HUHI 3aco0iB 3abesmeueHHsA Oesneku iHGopma-
MiMHUX CHCTeM MOJYKHA HaBEeCTH KOHKPETHHUH IX Iepesik: TexHiuHi,
CIIOCTEPEXKEeHHS, KOHTPOJIb, ileHT(iKaIlisa Ta iHmri.
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Texuiume sabesmeueHHsa s3axucTy KoH(pimeHmiiHol iHdopmairii
mepenmbauae:
e KaTeropiroBaHHS 00 €KTiB, I110 MAlOTh KOMII IOTEPHI CCTeM;
e o6cTexeHHs cay:K0010 iH(popMaItiiiHoi 6esmeKku mignpueMcTBa
00’€KTiB, HA AKMX BUKOPUCTOBYIOTHCS KOMII' IOT€PHI T€XHOJIO0-
rii (mo cay:k6m iHdopmaritinoi 6e3meKu TMiATPUEMCTB, ycTa-
HOB, OpraHisaliii HaJieKaThb: KePiBHUK yCTAHOBU, CUCTEMHU
agMiHiCTpaTOp UM CUCTEeMHUI MPOTPaMicT, KEPiBHUK CIy:KOU
0esleKu IiAIpueEMCTBa, ayAUTOP, cleriaxicT ingopmamiinol
cucTeMm);
® aTeCTyBaHHA CHUCTEMU KOMII'IOTepHoI 6e3meKu 3 MeTOI0 Mif-
TBEPAUTU BifTTOBIAHICTE BUMOTAM CTAHIAPTY Oe3TeKku iH(op-
Mairii;

® TeXHIUYHUN KOHTPOJb 34 CHeIialbHOIo allapaTypolo, 1110 BUKO-
PUCTOBYEThCA A 3a0es3lleueHHS Gesmeku 1 TaeMHOCTI iH(OD-
Marrii.

o cekpeTtHol iHdQopMAaIIil BITHOCATh TAKY, 10 He IIiAJsITae pos-
TOJIOTIIEHHIO Uepes il KOPUCHICTh JId TiATPUeMHUIIBKOI AiAJTbHOCTI,
Mae CIIPaB)KHIO YN IIOTEHITINHY IiHHICTE MaTepianbHOro abo HeMa-
TepiaJbHOTO XapaKTepy i € HeTOCTYMHOK A KOHKYPEHTIiB, 3a6es-
IIeUyUYM BJACHHKOBI IepeBard y KOMepIifHiA a6o iHmmiil misab-
HOCTi.

IlepeBiprka mapTHepiB y IiADPHEMHUIBLKIN IigabHOCTI — 1I€
BJKUTTS, TaK 611 MOBUTH, TPEBEHTUBHIX 3aX0IiB Y 60p0oThOi 3 KOMep-
IIAHUM IIIUTYHCTBOM T4 HeIo0POCORICHOK KOHKYpeHIlieo [62].

BceramoBieHHA ocTaHHIM YacoM TPUMHITUIORO HOBUX BiTHOCWH
MiK cy0’eKTaMu TocIofapchKol miAnbHOCTI, TianabHicTh OisHecy 3a
YMOB €KOHOMIiUHOTO PU3UKY TIOTpedye Bil cy0’eKTiB rocmogapchbKoi
IifJIBHOCTI BUKOPUCTAHHSA IIEBHUX MACHUBIB iHMOpMAIil AJA ITPUA-
HATTS ToTo abo ixmoro pinreraa [10].

IIpu yKimamaHHi ZOTOBOPiB BasKJIMBe 3HAUEHHSA MAae€ HASBHICTD y
KOHTpPareHTiB HEOOXiTHMX CBiAUeHDb PO HALIMHICTH MOTEHI[IHOTO
nmapreEepa OiJIpUEMHUIILKOI AisAJIbHOCTI, 1100 MiHiMisyBaTu pusu-
KU, aj:ke y cepi miAIpHUEMHUIITBA YacTO BAAIOTHCSA OO IIaxparic-
TBa.

IIpakTuKa CBiAUNTH, ITI0 PUBUKM BBOAATHCA IO MiHIMyMY HA TOMY
OignpueMcTBi, e CTBOpeHa oOpraHisalfiiiHa cucTeMa IepPeBipKu
HagifiHOCTI KOMepI[ifHUX ImMapTHEPiB, AKa 3a JOIOMOI'0I0 IIPaBOMip-
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HIUX MeTOIiB 30upae indopmalliro Ipo MaiOyTHLEOrO HapTHEPA 3 30B-
HIIIIHBOT'O CepeOBUIIA.

MoskHa 3BepHYTH yBary Ha IIPaBOBY HEBPEryJbOBaHICTH ITHOT'O
nutagHsg. Ha npakTuiri KoMmepIrifigi cay:xou 0es3sneKu 4acTo He 3Bep-
TAOTh yYBaru Ha TOHKOIII 3aKOHOZABCTBA Y KPaiHM Ta rapaHTOBaHi
Koncruryiiero npasa i ceobonu rpomagsas. IHoai menpaBomipHi mii
ciy:xk0 OeslleKU MiAIPUEMCTB € IIiJCTABOIO [JsA MPUTATHEHHS IO
KpUMiHAJIbHOI BiAloBigaibHOCTi, CKaxkimo, 3a ct. 359 KK Ykpaiuu
(He3aKOHHE BUKOPUCTAHHS CIelliaJbHIX TeXHIYHNX 3ac00iB Herjac-
HOTO oTpuMaHHA iHdopmaii) Ta cr. 182 (mopylieHHS HETOTOPKAH-
HOCTi mpuBAaTHOro XKUTTA) [1].

Y 3B’A8KY 3 UM HeoOX1JHO POSIIISAHYTHA CY4acH]I METOAY IIepeBip-
KM HaFifHOCTI HeZoOpPOCOBICHMX KOHTPATEHTIB, AKi IPUXOBYIOTH
CcBOI HAMipK He BUKOHYBAaTH 060B’A3KHU 3T1JHO 3 JOTOBOPOM.

PisHoBUmamMu ImaxpalicTBa € BUKOPUCTAHHS BUTAJAHUX JAaHUX
(HecIpaBKHBOTO iMeHl, HelPaBAMWBOL ajipecu) NpU VKJIaJaHHi, HAI-
PUKJIag, JOTOBOPY IIPO Mepefady IIPOAYKILI Ha peasisaiio. Buko-
pucTaHHs LiApo0/eHUX, BUKPaJeHUuX, BTpAadeHUX [TOKYMEHTIB 3a-
KOHHUX BJIACHUKIB TAKOXK BBAXKAEThCA IAXPAUCBKUMY TiAMUA.

Y ropupguuHii JiTepaTypi 61IBIIICTE ABTOPIB BBAXKAE, IO HACAM-
mmepen CJIif YIeBHUTHCS, YU 0co0a, AKa 30UpaeTbCcd LiAIHCATH IO-
roeip, Mae Ha Iie meBHi npaBa. HeoOxigHo 4iTKO yABIATH, XTO BeJe 3
BaM II€PEroBOPH, Y € Y KOHTPAreHTa IIPaBO IIiIUCcyBaTU JOTOBIp.
Tomy TpebGa He COPOMUTHCA IIEPEBIPUTH I1ACIOPT Y IHIIAN HOKY-
MEHT, III0 3aCBiaYye 0co0y.

Ilig yac monepeHixX IIepPeroBOPIB CIiL 0BHANOMUTHCS 3 JTOKYMEH-
TOM, IO IATBEPAKYE IIOBHOBAMKEHHSA 0CO0H HA IIJIMCAHHSA IIOIIe-
PemHiX TOTOBIPHUX JOKYMEHTIB Ta YKJIAJAaHHA CaMOI'Q IOTOBOPY, a
came 3i Craryrom mignpuemcrBa. Copasni, 4Yd MOXXHA YABUTHU COOiL
METOIUKY IIePEeBIPKH IIOBHORAMKHOI 0C00H, AKAa IIIIUCYE AOTOBIp, HE
OTPUMABIIid JAaHUX IIPO HOr0 KOMIIETEHIIi0, IIPaBo He TiJIbKHU Oparu
yuacTh y IIeperoBopax, a il IpuiMaTu PillleHHA 3 KOHKPETHUX IIH-
TaHb Bix iMeHi KOHTpareura.

Ha npakrtuiri moxke MaTu Miclie Take, KOJIU JUPEKTOP IIPAIIOE 3a
Ha¥iMOM, B BJIACHHKM IIiAIPHEMCTBA IIEBHOIO MipOI0 O0OMEXYIOTH
M0T0 MOBHOBAaYKEHHS IOJ0 PO3IOPAIKEHHS MaWHOM i HamaioTh ixX
TiILKY 3a 3rOJOI0 Pagyd TUPEKTOPiB. ¥ TaKHX BUIIAAKAX Yy CTATYTi
nignpuemcrsa, y posgiai “Komierenmnia mupekrtopa” BKasyeTbCsd,
10 TWPEKTOP Mae€ IpaBO YKJIAJZATH HOTOBOPU HaA CyMy, CKakimo,
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oinprroro Big 100000 rpH. auime 3a 3rogoo AaMiHicTpaTUBHOI pagn
OigIpreMcTBa.

Ciix Takosk maM’sATaTu, IO JUIlle IepIInii KePiBHUK Ma€ IIpaBo
BHUCTYMNATH Bifg iMeHi mignpuemcrBa 6e3 qopyueHHs. IIpo 1e MoxkHA
JisHaATHCS 3 HaKa3y Ta IPOTOKOJY 300pPiB BJIACHMKIB IiAIIPHEMCTBA
Ipo TIpaBa JuPeKTopa.

3a JOpyUueHHSM y IeperoBopax MOKe OpaTH ydyacTh 3aCTYIIHUK
IpPeKTopa MiAIpHeMCTBa-KOHTpareHTa, AKOMY, A0 pedi, MOMKYTb
OyTH [OejieroBaHl 3HAUHI IIOBHOBAYKEHHS 3 KOHKPETHUX IINTAHb. Y
TAKOMY BUIAIKY OYIb-sIKOT0 0COOIMBOTO JOPYUEHHS He IOTPiOHO.

TomoBHUM OyXranTep MiATPHEMCTRBA Mae TIPaBO yKJIagaTH OOTO-
BODU JIUIIIE 38 HASBHOCTI JOPYUEHHS.

SAK cBigumMTE AOCBij, ysKe Ha MEPIIOMY eTalli HirOTOBKU yroau
BeJINKe 3HAUeHHA Ma€ YiTKa Ta IMoBHA ¢ikcalia gipMOBUX HA3B KOH-
TPareHTiB 3TiAHO 3 AePIKABHIIM PEECTPOM.

OcKinbku fileTheA TPo TPAKTUYHI Ail MIIOZO 3aXUCTY I'POIIOBUX i
TOBAPHUX 3aC00iB IiAIPUEMCTRA, TO 3YIIUHUMOCH HA MATAHHSAX Me-
TOANKY MepeBipKu ocobu, dKa Iie Bim iMeHi mignprueMcTBa-KOHTPA-
reHTa. [Jopyuenua — e odimiiino saBipeHuit nokymenT. MeToguka
#0T0 TIepeBipKU MONATAE Y TAKOMY:

® Uy € HA [JOPYYeHHI mifuuc KepiBHHKA (060B’A3KOBO KepiBHU-

Kal) migmpreMcTRa TA UM AilicHA MeYATKA,
e [qara, KOJIU BUAAaHe TOPYUEHHS (AKIIO JATH HeMae€, TO AOPY-
YeHHS HefilicHe);

e TepMiH, Ha AKUHN BUJAaHE JOPYUEHH;

e 00CAT IOBHOBAMKEHD, 3 AKUX YiTKO 3p03YMiIo0, 1[0 TOI, XTO me-

pel BaMU, CIIpaBJi Mae IIpaBO BeCTH IIepeTroBOPU Bix iMeHi op-

HeobxigHo mam’araTu: yroga, mio yKJaagacThes Bif iMeHi iHmol
ocobu, € MepeBUIeHHAM IIPAR, OAHAK He TATrHE 3a c000I0 HiSKUX
MPaBOBUX HACHIAKIB 70 0cobu, Bif iMeHi AKOi BOHA yKJaTaeThCHd.
Boxuouac He Tpeba 3abyBaTu, 110 TOBHOBaKeHHsS 0cO0OM MigmucyBa-
T 0aHKIBCHKI JOKYMEHTH He 03HAuae€, [0 BOHA MAa€ IPaBO YKJIACTHU
yromy Bin iMeni migmpuemcTBa.

ITepeBipky mapTHepa mOIiIbHO 3AiliCHIOBATU, CIUPAOUMUCh Ha
MOSKJIMBOCTI CIy:KO0M Oe3MeKU MiATPUEMCTBA, CTABJISUYN TIepel Heio
KOHKPETHI B3aBIaHHA I[OJ0 HAMIMHOCTI IIapTHepa, MOro ILIaTo-
CIIPOMOJKHOCTI, caMe Taki JaHi MOKyTb OYTH BUKOPHCTAHI KepiBHU-
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KOM MifnpueMcTBa OJd NPUAHATTS PillleHHS — BXOMUTH Yy LiJIOBi
CTOCYHKHU UM BiIMOBUTHCS BiJ IapTHEPCTBA.

O0oB’A3KU cay:k0u Oe3leKu MaloTh IoJsratu y 3sO0upaHHI,
aHaJsiszi, 06poobIri iHdopmallii mpo AiTOBUX MapTHEpPiB, AKi MOMKYTH
BIaBaTHCS 10 HeZOOPOCOBiCHOI KOHKYpPEHIIil.

Humni, 3a ymMoB OypXJIMBOTO PO3BUTKY HiAOPUEMHUIILKOI MifdIb-
HocTi B YKpaini, a Takok y KpaiHax OJM3bKOTO Ta AAaJeKOoro 3a-
pyOisKIKsA, OCHOBHUM JsKepesoM Takoi indgopmarrii e:

o (ipma “Carypa”, axa Hamae iHpopMAaIllilo Ipo HaLilHICTH i

IJIATOCIIPOMOXKHICTh YVKPAIHCHKUX TA CRBITOBUX IapPTHEPiB;

o MidkHapomHa cay:kba 6esmeku “CKIMD”, Bix Axoi MOKHA OTPH-
MaTH pisHOOIUHY iHGopMAallifo AK FOPUIWUYHUM, TaK i Gisuu-
HEAM 0c06aM Ipo YKPAIHCBKI Ta 3aKOPAOHHI MiAIPUEMHAIILKL
CTPYKTYPHU 6YAB-AK0I GOPMH BIACHOCTI Ta BUAY AiAJIbHOCTI;

e Toproo-mpoMucIoBa majara ¥ KpaiHu, aKka 3i0paja comigamit
0aHK JaHUX PO YKpaiHCBKI Ta 3aKOPAOHHI KoMTaHii, pipmu i
OigIpHEMCTRBA YCiX (OPM BIACHOCTI;

o migpoaxin “IadopmmenTtp” Yrpaincbkol demeparrii npamisuu-
KiB Helep:KaBHOI cIy:KOU Oe3meKu.

BusHauenHsa KOHKYpeHIlii gano B 3akoHi Ykpainu “IIpo 3axwucrt
eKOHOMIiUHOI KOHKYpeHIIil”, sTiflHo 3 AKUM KOHKYPeHIIia — Iie 3Ma-
rajJbHICTh HiAIPUEMIIIE, KOJIU iX caMOCTifiHl il 06MeKyIOThCA MOXK-
JUWBICTIO BIJIUBATY HA 3aTalibHI YMOBHU peasizallii ToBapiB Ha pUHKY
Ta CTUMYJIIOIOTE BUTOTOBJIEHHA TAKUX TOBAPiB, AKi MOTPiOHI croxKu-
Bauesi.

IlignpuemumIbKa iHPOPMAITiA B PUHKOBO-KOHKYPEHTHOMY cepe-
JOBUIIL MOAINAETHCA Ha TeXHIUHY, OpTraHizamiiiny, KoMepIifiny, ¢i-
HAHCOBY, PeKJAMHY MNP0 MOTHUT i TPOITO3UITif0, PO KOHKYPEHTIB i
KpuMiHaIbHe cepenoBuine. PisHoMaHITHI TOTOKH iH(QopMaIrii, Heoo-
XimgHi 418 QYHKITIOHYBaHHA MiAIPUEMCTRBA, MOXKHA YMOBHO PO3IMOi-
autu Ha rpynu. OxmH nOTiK iHMopMmalii mpo Metonu i 3acobu
3aXMCTy KOMEpPI[iTHUX CeKPeTiB MiAmpreMcTBa, Taki BizomocTi 36e-
piramorbcs Ta 00POOIAITLCA ¥ MeKaX ClellializoBaHol omepaTuBHOL
cucremu. Ipyruii morik — e iHopMaIlia mpo eKOHOMiuHe CTaHO-
BUIIE MiAIPUEMCTBA, 30KpeMa IIpo IpudyTOK, pecypcu, MO3SUTUBHI i
HeraTWBHi (paKTOpm, IO BIJIMBAIOTh Ha PO3BUTOK KOMEPI[IHHOL
IiATBHOCTI, KOHKYPEHTOCIIPOMOMKHICTh HpoayKItii Tomro. Ile#r in-
dopMaIiiHUN KOHTYP, 1[0 MicTUTh KOoH(pigeHTiiiHi BigomocTi mimo-
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BOT'0, EKOHOMIUHOI0, BUPOOHMYOI'0 XapaKTepy, BXOAUTH J0 TaK 3Ba-
HOI “HignpreMHHUIILKOI iHpopMaIifinoi cucremu”.

o 3HAUHOI UaCcTMHU MOTEHITiMHOI indopmatii BigKpuTo BiIbHMTMI
JIOCTYII, a caMe O YNHHOT'0 3aKOHOaBCTBA, II[0 PEryJioe TiAJIbHICTh
MiATPUEMHUIBKUX CTPYKTYpP. 111 3HAHHA MOKHA BUKOPUCTATH JJIs
3a0esmeueHHs 30epiraHHa KOMePI[iAHNX CeKpeTiB, ToOMy Taki Bimo-
MOCTi He MOKHA irHopyBaTu. AJjle B KOXKHOMY KOHKPETHOMY BHIAa[I-
Ky He Bcd iH(popMaIlisga Mae KOMepIiiHy Ta€MHUILIO.

B opramnizaiiii saxucty KoMepIliiiHOI TaeMHUIIl IIiAIIPHUEMCTBA €
TaKa 0CO0JIMBICTDL: PO3B’sI3aHHSA IIEBHOIO 3aBAAHHSA a0o0 iIoro uacTu-
HU TOPYYaEThCSA KOHKPETHOMY HiAPOSALIY YU cIIemiajicTy.

Binbime Toro, Takuii nogiJ npami He BUNAAKOBUI. AJlKe KOMKHUII
KOJIEKTHB — Ile €IMHUNA, IIJiCHUN OpraHisM, 4ieHH SKOT0 CHLIbLHO
IIPArHyTh JOCAITH HeBHOI MeTH. 3MicT pofoTH clelniamticTiB, aKi Bi-
HOBiaTh 3a OpraHisamilo e@eKTUBHOI POOOTH CHCTeMHU BHYTPIII-
HBOI 0e3MeKH MiAIIPHUEMCTRA, IIOJNArde B TOMY, 1100 cepel; 00CIyTroBy-
OUOT0 IIePCOHAJY BUSBUTU TUX, XTO B IIpoIeci rocuonapcbkoi adbo
iHIIOI AiAMBbHOCTI BHABIAE IIIABUINEHUI iHTepec X0 yroga i mapr-
HepiB, iHQopMaLiilHUX ApPXiBiB, TeXHOJOIIYHHX Ta KOMEPIIHHUX
CeKperTiB.

fAx npaBumio, BupimeHHA IpobieMu IpoTHAil BUKPAJeHHIO iH-
dopmarrii, 110 Mae KOMePLUIHHY TAEMHUIIO, [IOKJIAAE€ThCA Ha ITiIpo3-
Oi1 pesxumy ciysk0u Oesmexu mignpuemcrBa. Koopaumaiia miit s
IJIAHYBAHHS Ta peaJisallil BHYTPIIIHIX 1 30BHIIIHIX 3aX0/iB 3aXuC-
Ty iH(GOpMAaIiliHOI CUCTEMH IIiIIPUEMCTBA IIOKJIAaJAeThCsA HA TOJIO-
BHOTO CIIeIiayicTa 38 3aXUCTy KOMePIiiHOoI TaeMHUII [62].

3axMCT KOMEPIHHOI TaeMHUII OB’ ABAHUI 3 OpraHisallieio Ta
BeIeHHAM 3aKPUTOro IiJ0BoAcTRBa. Ha KepiBHHKA I'PYIIA 3aKPUTOTO
IiJIOBOJCTBA T FOJIOBHOIO CIIEIialicTa 3 3aXUCTY KOMepIiiHOoI TaeM-
HHUI] IIOKJIALAX0ThCA TaKl 000B’ ABKN:

e OpraHisallisi 3aKPUTOro AiJIOBOACTBA;

e KOHTPOJIb 38 PO3MHOKE€HHSIM Ta PO3CUJIAHHAM JOKYMEHTIB,

110 MiCTATH KOMEPIIiHHY Ta€MHUILIO;

® BIKMBATHU 3aXOAU II[OJ0 3aI00iraHHS POSTOJIOIIEHHIO KOMep-
IifiHOI TaEMHMIL;

e KOHTPOJIb 38 CBOEUACHUM, MPABUJIbHUM BU3HAUEHHAM Ta 3Mi-
HOIO rpuda 00MeyKeHHs 3 BCTAHOBJIEHOI Ha IigmpueMcTsi 6a-
TaTOCTYIIEHEeBOl CHUCTeMH BarKJIMBOCTi BiJOMOCTeM, 110 MalOTh
KOMEPIiliHY TA€MHUIIIO;
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® BIKMBATHU II€BHUX 3aXOOiB II[OAO0 3aIo0iraHHA BTPaATHU IOKY-
MEHTIB, II[0 MATh iH(POPMAILiI0 3 00MEXEeHNM JOCTYIIOM, a Ta-
KOK (piKcyBaTuM BHUIIQAKM PO3TOJIOIIEHHSA BimomocTeli, IO
MalOTh 0AHKIBCBKY, KOMEPIIiHY TAEMHHUIIO ab0 BiZHOCATHCS
o irdopmairii KoudigeHIIITHOrO XapaKkTepy.

3a HaKa30M KepiBHMKA MiAIPHEMCTBA CIiBPOOITHMKHU CIyXKOM
0esmeKu, gK IPABUJIO, CAMOCTIHO BUABJIAITL (DAKTH PO3TOJIOIIEH-
HA iHpopMaIrii 3 00MeXeHnM JOCTYIIOM, 4 TAKOXK I'PYOMX MOPYIIIEHb
BCTAHOBJIEHUX PEKUMHHUX BUMOT [63].

IIpaBoBuii 3aXuCT KOMEPIIiHHOI TAEMHUILI IIiAITPHUEMCTBA CUJIaMU
JIAIIe ONHOrO IApOo3aiay zabes3lleddTd HEMOMKJINBO, HeoOXimHa
CIIiIbHA AiAJNbHICTE 3 iHInMMU migposaigtamu CB, 1eTeKTUBHOIO I'py-
010, BigaisoM KaapiB TOIIO.

o HalakTyanpHIMIKXX JJId Teopil Ta IPAKTUKH IIPOOJIeM 3aXUCTy
KOMEPIIiMHOI TaeMHHUII BXOJUTH HEBPEr'YJIbBOBAHICTH 3aKOHOIAaBC-
TBOM YKpaiHHU IIPABOBUX BiIHOCHH, 1110 BHHUKAKTH MHiJ yac 3miiic-
HEeHHS KOHTPOJIIOUYUMU OpraHaMH IepeBipok ¢iHAHCOBO-TOCIIO-
mapcbKol misapHocTi. [Tepin sa Bece IyTAHUHY BHOCUTD 00’ € JHAHHS
B OJHE MOHATTA “IlepeBipkKa” IBOX 30BCIM PisHUX 34 CBOEIO IPUPO-
JIOIO CTOPIiH IifJBHOCTI KOHTPOJKIYNX OPraHiB, BUKOHABYOI BJIaIu,
YIIOBHOBAKEHUX BiJi iMeHI Jlep:KaBu 3[iACHIOBATH IIepeBipKy (piHaH-
COBO-TOCIOJAPCHKOL HiAMBHOCTL ¢cy6’eKTiB HiAIPUEMHUIITBA Ta IIpa-
BOOXOPOHHUX OPraHiB, AKi 3JiHCHIOIOTH CIleliaJibHI 3aX0OU B iHTe-
pecax KPUMIHAJIBHOIO CYJZOYHUHCTBA, AEP:KABHOI OeslleKu, a He 3
SIKOIOCH iHII0I0 MeTor. Tpeba HaragaTu, M0 OIlePATHBHO-POSIIYKO-
Ba JiSIIBHICTH MOKe 3IIHCHIOBATHCDH SAK JI0 IIOPYIIeHHA, TaK 1 BKe B
paMKax IOpyIIeHol KpUMiHAJIBHOI CIIPABH.

Vkaszom Ilpesugenta Yrpainu “IIpo mesdki saxomu 3 meperysio-
BaHHA HOignpueMHUObKoOl miansrOocTi” Big 23.07.98 p. Ne817\08
(cT. 5) BCTAHOBJIEHO, IO KOHTPOJIOIOUAMHU OpPTaHAMH, AKi MaroThb
IpaBo 3AiMCHIOBATH ILJIAHOBI Ta HeILJIaHOBI BUISHI IIepeBipKu Qinan-
COBO-TOCIHOLAPCHKOIL MiANBHOCTI Cy0’€KTiB IMiAIPUEMHUIILKOI JifdIb-
HOCTi €:

a) opraHu Oep:KaBHOI IONATKOBOI CIyX0M — B YaCTHHI CIIaTu

ImogaTkiB Ta c6opiB [000B’I3KOBUX ILIATEXKiB] 10 OIOIKETY;

0) MHTHIi OpraHy — B YACTHHI CILIATH BXiZHOIO MUTAa, aKI{U3HOIO
300py, Ta IOJATKY Ha OOJAHY BapTiCTh, AKI IPOBOLATHCA Y
BUIIAKaX BBe3eHHd (IlepecUJIaHHS) TOBApiB HA MUTHY TepU-
TOpifo YKpaiHu B MOMEHT IIepeciKaHHSA MUTHOTO KOPIOHY;
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B) OpraHu Iep:KaBHOTO Kas3HAUelCTBa, JepP:KaBHOI KOHTPOJIbHO-
peBisifiHol cayk0M Ta AeprKaBHOI IIOLATKOBOIL CJIY:KOU B Me-
JKax IX KoMmieTreHINI — y BimHocHMHAX OIOIYKETHUX IIO3UK Ta
KpeLuTiB, rapaHTOBAHUX I'POIIMMA OHOIKeTiB, I[IJILOBOr0 BH-
KOPHMCTAHHA AOTAI[iii Ta cybcumiil, iHIMuX OIONKETHUX aCHUI-
HYBaHb, I'POIIIEH I03a00IKeTHNX (POHIIB, a TAKOMK HeHaJIeMXK-
HOI'0O BUKOHAHHSA IePyKaBHUX KOHTPAKTIB, IPOABAHCOBAHUX 34
pPaxyHOK OIOAKeTHUX KOIITiB. ¥ TOMY K yKasi (ct. 6) sasua-
YAETHCS, I[0 PillIeHHSA IIPO BUIMKY JOKYMEHTIiB II€PBUHHOI'O
00JIiKy, IPpU3YIMHKY Ha PaXyHKaxX y 0aHKax, iHmux QpiHaHco-
BO-KPEJUTHUX 3aKJIaJaX, a TAKOK IIPO 3a00pOHY BiIUy KeHHS
MaiiHa cy0 eKTa MiAIPHEMHHUIBKOI J1AIBHOCTI ¥ 3B A3KY 3 I10-
PYIIEHHAM IIOJATKOBOTO, OIOAMKETHOro a60o BAJIIOTHOIO 3aKO-
HOZABCTBA MOMKYTh NPUIAMATHCA JIHIIE OPpraHaMU AepKaBHOI
MOATKOBOI CJIYKOH, 4 Y BUNAAKAX BU3HAUEHUX MUTHUM 3aK0-
HOZABCTBOM — MHUTHHMU OPraHaMu.

s cTaTTs BHOCUTH IPO3CPIiCTE Y MPUPOAY IIePEeBipOK Ta peBisii
cy0’eKTa IMiAIPUEMHUIIBKOI HisIbHOCTI KOHTPOJIOIOUYNMHA JeprKaB-
HUMK opraHaMu. TakuUM YHWHOM, MOMKJIHABICTE KOHTPOJIOIOUUX OP-
raHiB BHKOHABYOl BIAJH O3HAWOMIIOBATHCH 3 KOH(iZeHIiMHMMNI
BimomocTAMY 460 3 KOMepIiiiHOI TaeMHUIO IifIpUueMcTBa oOMe-
JKeHa IXHBOI0 KOMIIETEHIl1 €10, BUSHAYEHOK YHHHAM 3aKOHOLaBCTBOM
Ykpaiuu.

Ilpo mamauusa iHndgopMmallii JepKaBHUM IIOLATKOBUM IHCHEKIIiAM
IIPO PAXYHKY Ta BKJAAU OKPEMUX I'POMAASAH 3aKOHOZAREIL He 3ra-
aye. Tomy mepsxaBHUM IOJATKOBHM 1HCHEKIIIAM MOYKYTE BUAABATH-
cs JOBIAKM JIMIIIe IIPO OIlepallii Ta paXyHKU MiAIIPHEMCTB UM OPraHi-
3arriui [6].

IIpaBo mocTymy [0 OXOPOHIOBAHUX BiLOMOCTeH, IO MAalOTh OaH-
KiBCBKY Ta KOMEpPIIAHY TA€MHUIIO, 3MiliICHeHHA BUIMKH IIPeIMeTiB i
ITOKYMEHTIiB, 1110 € HOCiAMU KOMepIIifiHol in(opMalii, MOKYTh MaTH
He TiTbKM AisHaBaui nmporypartypu, CBY, mimimnii, a i npaniBEuUKHu
OpraHiB misHaAHHS MiTinii, migposAiliB KpUMiHAJIBHOIO POSIIYKY,
00pPOTHLOM 3 EKOHOMIUHMMMY 3JI0UMHAMM, IIOJATKOBOI MiJIiii.

Heob6xigno BkasaTu, 1110 BUIMILI IIiAJATal0OTh TiJIbKM Ti JOKYMEH-
TH, IO MATh KOMEPIiHY a00 0aHKIBCbKY TAE€MHMUIIO, OCKIIbKN
caMe MO0 TAKMX HOCiiB KOMEpI[ilfHOI Ta€MHUIII 3aKOHOM BCTAHOB-
JIEHO CITeIliaJbHUI IOPSIOK OTPUMAaHHSA Bimomocreii. s Toro mob
BUJIYUUTH y IiJIPHUEMCTBA, 3aKJIaly, opramisamii meoOximHi mpen-
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MeTH, JOKYMEHTH BUHOCUTBHCS IIOCTAHOBA IIPO IPOBEAeHHS BUIMKHU,
KOTpa IIiIJIsarae CAaHKIiOHYBAHHIO IPOKYPOPOM.

Oco06JsimBOi yBaru 3acjayroBye OUTAHHS IOJ0 IPABOBOrO PEryJIio-
BaHHS BiITHOCHH IIiAIPUEMCTBA 3 IPABOOXOPOHHIMHY OPraHaMM y BU-
magKax, KOJM OCTaHHIM HeoOXiJTHO OTpuMATH BiJ yuacHMKIB (iHaH-
COBO-TOCIIOZAPChKUX CTOCYHKIB iH(opMallifo, III0 Ma€e KOMepIiiiHy
a00 0aHKiBCHKY TA€EMHUILIO.

3ailficHeHHA CIIBPOOITHMKaAMKM IIPAaBOOXOPOHHMX OpraHiB 3a-
XOMiB, HAIIpaBJeHUX HA O3HANOMJIEHHS 3 IeIKMMU KaTeropiaMu iu-
dopmarii 3 pexuMoOM 00MEKeHOro JOCTYIy, HAIPAMY II0B’s13aHO 31
BTOPrHEHHAM y cdepy IpaB ¢yl €KTIBR HiJIPUEMHHUIITBA HA KOMEP-
I[ifiHy Ta 0aHKIBCbKY TAEMHHIIIO, III0 OXOPOHAEThCA IepPrKaBoi. Pe-
asrisarisg BIaJHUX [IOBHOBAYKEHD [IPAROOXOPOHHUX OPTaHiB y IeAKNX
BUIIaKaX OB’ SI3aHA 3 BTPYYAHHAM Y JiAJbHICTh i AIIPUEMCTBA, KO-
MepIifiHoro 6aHky. AJje Taki o0cTaBUHHU ependadeHi 3aKOHOLABC-
TBoM YKpainm. Taxk y saxoui Ykpaigu “IIpo 0ankKu i OaHKIBCBKY
IisJIbHICTBE” HABONUTBHCH NOCUTH IIOBHUK Iepelik iH(popmairii, 1mo
CTAaHOBHUTH DAHKIBCHKY TAEMHMUILIO, a TAKOMK OPTaHiB i opramisairii,
SKUM BOHA MOsKe O0yTH HaJaH4.

3riguo 3i cr. 52 Bakomy Yrpainu “Ilpo Gamkm i 0aHKIBCBKY
JigapHiCTE” MOBiAKH Ipo omepamii 1 paXyHKHU IOPUIUYHHX 0Ci06 Ta
iHIIMX opraHiszaliili BUIAIOThCA CaMUM OpraHizallisM, Tep:KaBHUM
[MOJATKOBUM 1HCIIEKIISIM 3 IATAHb OIOJATKYBAHHS, a TAKOX y BU-
magKax, Iepen0adeHnX 3aKOHOLABCTBOM, 34 HUCBMOBAM 3aIllUTOM
CyIiB, OPraHiB IPOKYPATYPH, Cay:K0u OeslleKH, BHYTPIIIHIX cpas,
AHTUMOHOIIOJBHOIO KoMiTeTy YEKpaiHu, [lep:kaBHOI KOHTPOJBLHO-
peBisifiHol cay:k0M, ayAUTOPCHKHUX OpraHizaiiii, rocromapcbKoro
cyny [8].

JoBiIKU PO PaAXYHKHU Ta BKJIAAU I'POMAJAH BHIAIOTHCA, OKPIiM
caMUX KJII€HTIB 1 IX IpeJCTaBHUKIB, TAKOX CYLAaM, OpraHaM IIPOKY-
parypu, cays:k0u OeslleKu, BHYTPIlIHIX CIIPaB y CIIpaBax, II[0 3HAXO-
IAThCA Y IX MPOBaIKeHi.
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Konumponwsni numanna ma 3a60anns

IITo € mizmcTaBoO POBrIALATH B HAYKOBOMY ILIaHi 3a0e3mneueH-
HaA iH(QopMaIifiHOol 0e3lIeKy HiAIPUEMHHUIITBA AK rajays3b 3a-
raJIbHOTEOPETHUUHOI HayKu 0e3IeKo3HaBcTBa?
OxapakTepusyiTe MeTOLOJIOTiIO JOCTiAKeHHs IpoIeciB ¢op-
MyBaHHs, QYHKIIIOHYBaHHS, PO3BUTKY CHUCTeMHU 3a0e3IeueH-
HA iHQopMAaIifiHol 6e3leKy HiAIPUEeMHNIITBA.

OKpeciiTh 00’€KT i mpeaMeT HAaBUAJIBHOT'O KypCy 3a0e3meueH-
Hd iHpopMaItiiiHoi 60e3IeKy MiAITPUEMHNIIITBA.

fAka poap BukopucTanHsa imdopMalliiHuX TeXHOIOoriH v chepi
OiAIPUEMHUIITRA?

ITosicuuru Biacue 6adueHHs 06CTABUH, 1110 BILIMBAIOTH HA MOXK-
JUBiCTE OTpUMATH iHGMOPMAIiIo MIIAXOM HePeXOIJeHHI BUII-
POMiHIOBAHB KOMYHIKAIIIHHIX KAHAIIR, IIEHTPAJIBHOTO IIPOoIle-
copa, MpUHTepa, AUCIIed.

HasBiTs cykynHiCcTh Iifi 3 OKpeMUX HAMPAMIB BaXUCTY TJAaHUX
B KOMII'I0OTepHIiil cucTteMi abo Mepeski Bil He3aKOHHOIO IIepe-
XOIIJIEHHA 1 HeCAHKIIIOHOBAHOIO 3HATTA iHdopMaIrii, o 36epi-
raetbeda Ha HIKM]] (Hakonu4uyBay 3 JKOPCTKUMU MATHITHUMU
IVCKaMMN).

Axnii icHye mopALOK 03HAOMJIEHHs CHiBpoOiTHHUKIB mpaso-
OXOPOHHHIX OPTaHiB 3 JeAKHMH KaTeropiamu irdopmairii 3 pe-
JKUMOM OOMEXKeHOro AOCTYIIY, II[0 CTAHOBUTH KOMEPIiNHY
TAEMHUIIO TiATTPUEMCTBA.
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OKpecJiTh cXeMy OCHOBHUX HAIPAMIB HiAJBHOCTI IS 3aXUCTY
indopmarnii opu ii 06pobui Ha 06’ekTax EOM (eleKTpOHHO-00YMCIII0-
BaJbHI MaIIuHK).



Posgin 11

HopMmaTuBHO-IIPAaBOBUMN i OpraHizalinHum
ACIEeKTHU AIIABHOCTI Cy0'eKTa
roCIoAaprOBaHHS CTOCOBHO 30epesKeHHs
KOMEPIiMHOl TaEMHUILI

2.1. 3axonodasuia 6a3a y cepi 3axucmy KomepyiliHol
maemHuyl

3aKOHOLABCTRO B cdiepl 3aXMCTy KOMEPIIAHOI TAEMHUIIL MOXKe
posTIIAfaTUCA AK CUCTeMa IPABOBUX, KOPIOPATUBHUX HopM [63].
3aKOHOIABCTRBO — Ile 30BHINIHA (opMa iCHYBAHHS HOPM IpaBa uu
CYKYIOHICTh 3aKOHIB Ta IMiI3AKOHHUX HOPMATUBHUX aKTiB, III0 pery-
JIIOIOTh BiIIOBIIHY I'pyily BigHOCHH. AHAJi3 3aK0HOLABCTBA B cepi
3aXMCTy KOMEPIIAHOI TaeMHUIL] Jlae MOMKJIUBICTh BiITHECTH HOTO IO
OKpPEeMOI rajiysi — 3aKOHOIABCTBA IIPO I AIIPUEMHUIBKY AiAIbHICTS.
BuBuenHsa npaBoBUX BIJHOCHH, II[0 BUHHKAKTL V 3B’ SABKY 3 3Jilic-
HEHHAM IMIOPHEMHUIBKOI JIAIBHOCTI, AK BIJOMO, BITHOCUTLCA IO
npeaMeTa KOMepPIIiHOTO IIpaBa.

Cepen BUAiB colliaJilbHUX HOPM {(COIliaJbHI HOPMU — Ile HOPMU
HOBeMiHKH, I[0 BCTAHOBJIIOTHLCSA CYCIIJIBCTBOM 1 € PEeryasaTopoM
CYCIIiIBHUX BIIHOCWH) BiZloMi KOPIIOPATUBHI HOPMU (HOPMHY IrpoMaz-
CBLKUX OpPraHisaiiii, 1o BUsHauaOThesd, Buxoaauu 3i Craryry). Cra-
TYTHI IIOJIOXKEHHA OKPEeMUX MIANPHUEMCTE BiIHOCATHCA A0 30BHIIITHIX
dopm icHyBaHHSA HOpM upaBa. 111 HOpMATUBHI aKTH PO3POOIAIOTHCS
Ha mifcTaBi 3arajJibHOTO HOPMATHBHOIO AKTa, 1 IIOUIAPIOIOTH CBOIO
Iifo TiMBKYM Ha BimHOCWMHMU, ITO0 BUHHKAIOTH Ha IignmpumeMcrBax. lle
HOPMATHUBHI aKTH BHYTPIIIIHbOT'0 XapaKTepy.

Y npasoBomy 3MicTi HempaBoMipHe 30MpaHHA Ta BUKOPUCTAHHS
KOMepIIifiHol TaeMHUI[I BiJHOCUTHCS IO OAHiel i3 IpyIll IIPOsBiB He-
mobpocoBicHol KouKypeHIrii [ 73]. CTocoBHO Hemo6pOCOBiCHOI KOHKY-
PeHIril HeoOXiJHO 3BePHYTHCS [0 CIeliaJIbHOI0 3aKOHOLABCTBA, KOH-
KpeTHO — 10 3akony YKpainu “ IIpo saxmer Big HemoOGpocoBicHOL
Koukypentii” [7]. ['1uboxe mociimKeHHS OPOsiBiB HeL00POCOBiCHOI
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KOHKYPEHI[il 3yMOBJIIOE HEOOXiTHICTh POSKPHUTH 3MIiCT KOMEPIiHOL
Ta€MHUILI.

¥ ct. 505 HusinbHoTo Koekcy YKpaiHu BUSHAUAETHCA 8MICT O~
HATTA “Komepiritina taemuunsa’ [4]. [le cekperHa indopmalris, o B
Ta He JIErKOJOCTYIIHOIO, V 3B A3KY 3 IIMM BOHA Ma€ KOMEPIiMHY IiH-
HicTh Ta Oyja IpegMeToM aleKBaTHUX ICHYHOUMM OOCTaBHHAM 3a-
XOIiB 1070 30eperkeHHs Ii CeKPEeTHOCTi, BKUTUX 0C000I0, KA 3a-
KOHHO KOHTPOJIOE I10 iHdopmaiiro. 3a cr. 155 T'ocmomapchKoro
Kozmekcy xomepIiifina TaeMHUIS HAJIEKUTL 40 00’€KTiB mmpaB iHTe-
JEeKTyaJbHOI BJAacHOCTI y cdepl rocunogapropanas. B Komekci me
TIIBKY TAaHO BU3HAYEHHS IIOHATTA “KOMepIiiiHa TacMHUIA”, aje i
3a3HAUYEHO, 0 A0 Hel MOMKYTh OYTH BifHeceHI BimoMocTi TeXHiUHO-
ro, opragisamiliHoro, KOMepIiliHoro, BUpoOHMYOro Ta iHIIIOro Xa-
PaKTepy, 3a BUHATKOM THUX, AKl BiAMOBITHC M0 3aKOHY HE MOKYTh
BBaYKaTHUCA KOMEPIIHHOK TaeMHHUIe. MixK TUM, JOCAITH KOHKpe-
TUKY 3 HAWBA KJUBIINIUX IIUTAHL 3aXUCTY KOMePI[iHHOI TAEMHUIIL B
OJHOMY HOPMATHBHOMY aKTi HeMOMKJIUBO. IIpaBo He TiIbKu B 3a-
raJIbHIN (opmi mporogoniye HeoOXiAHICTL 3aXUCTy KOMeEPIiiiHOL
TAEMHHUIL, ajle 1 MICTUTh KOHKPETHI HOPMH, 1110 3a0e3I1e4yI0Th 0T0
peaJrizairito.

Ciinx Big3HauYKUTH, B KOMepPI[iliHe IIPABO BXOJAATE JIAIIE Ti HOPMH,
110 6e3I0CePeHbO Yl OII0CEPEIKOBAHO CTOCYIOThCS 31ACHeHHS IiI-
OPUEMHUIILKOI AigabHocTi. KpuMiHalbHe 3aKOHOLABCTBO YKpaiHu
MICTUTH PSI HOPM, 3JATHHX [EBHOK MIipOK 3a0e3[IeYUTH 3aXUCT
KoMepItifiHol TaeMHUIL [57]. 3axucT KOMepUiiHOI TAeMHUIII KPUMi-
HAJbHUM 3aKOHOIABCTBOM 31 HCHIOEThCA IIepeyciM HopMaMu, 06’ e -
HAHWMU B creliajabHuil posgina Ocobmusol yactunu KpuminaabHOTO
Kogexcy Ykpainu: “3noumnu B cdepi rocuomapcbkol misapHOCTL”
(ct. 231 — HesakonHe 30UpaHHA 3 METOK BHKOPUCTAHHA ab0 BUKO-
pUCTaHHsS BiflOMOCTe#l, IO CTAHOBJATb KOMEPIIHHY Tae€MHHUIIO;
cT. 232 — PosrosomeHHsa KOMEPIiHOI TAEMHUAIL).

3ynuHUMOCSA HAa BUBHAUEHHI BimoMocTeil, AKi He MOMKYTb CTAaHO-
BUTHU KoMepIiiiay raemunirio. ITocranosoro Kabimery MiHicTpis VK-
paiuu Bim 09.08.93 p. Ne 611 “IIpo mepeJik BigomocTei, 1110 He cTa-
HOBJISITh KOMEPIIIAHOI Ta€eMHMUILI”, BCTAHOBJIEHO, IO KOMEPIiiHY
TAEMHUILI0O HE CTAHOBJSATH: YCTAHOBYI JOKYMEHTHU; HOKYMEHTH, IO
IO3BOJISIOTH 3aliMaTUCA IiAIIPUEMHUIIBKOI, TOCIIOAAPCHKO IisfdIb-
HicTIO um ii oKpeMuMH Buzamu; imdgopmalis y BCciX BCTAHOBJIEHUX
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dopmax mepsxaBHOI 3BiTHOCTI; maHi, HeOOXiAHI JJd HapaxXyBaHHSA i
CILIATH IIOJATKIB Ta iHIIMX 000B’SIBKOBUX ILIATEXKiB; JOKYMEHTH
IIPO CILIATY HOLATKIB Ta 000B’A3KOBMX IIJIATEXKIiB; JOKYMEHTH IIPO
IJIATOCIIPOMOSKHICTh; BiJTOMOCTI PO yUacTh II0CagoBUX 0Cib migmpu-
€MCTB B KOOIlepaTHMBaX, MAJMUX IIiJIPUEMCTBAX, COI03aX, 00’ €THAH-
HAX Ta IHIIWX opradisailisgx, 10 3aiMalTbCA HiAIPUEMHUIILKOIO
IisJIbHICTIO; BiZOMOCTi, 1[0 ¥ BiAIoBiZHOCTI 3 AiroumM 3aKOHOIaBC-
TBOM HiAJIsAraioTh oroJomieHHio. 1i Bimomocri mignpuemcrBa 30060-
B’sI3aHi HagaTH OpraHaM Iep:KaBHOI BUKOHABUYOI BJIAAM, KOHTPOJIIO-
IOUMM Ta IIPABOOXOPOHHMM oOpraHaM YKpaiHu, a TaKoX 1HIIuUM
IOPUAVIHEM ocobaM Ha Ix sumory [9].

Taxkum unHOM, A0 IIepesiky BIIKPUTUX BiroMocTell BimHeceHi mo-
KYMEHTH, 110 CTOCYIOThCA Mali’kKe BCIX HAIIPAMIB HiAIIPUEMHUIBLKOL
IiAIBHOCTI AK ¥ cdepi BUPOOHUIITRA, TAK i B cdlepi IoCIayT.

VY cr. 62 T'ocnogapeskoro Kogexkcy Yipainu BusHadaerscs: “Ilia-
IPUEMCTBO — CAMOCTIHHHEA TOCIOJZAPIOIYHME CTATYTHHUIN Cy0 €KT,
CTBOPEHUI KOMIIETEHTHHM OPTaHOM Aep:KaBHOI Baagu abo opraHom
MiCIIeBOr0 CaMOBPAAYBAHHA, a00 IHIIHMH cy0 €KTaMU AJSA 3a0BO-
JIEHHS CYCHIIBHMX Ta 0COOMCTHX IOTped MIIAXOM CHCTEMATHUYHOI'O
3IifiCHeHHsa BUPOOHNYOI, HAYKOBO-AOCILAHOI 1 KOMEpPHifHOl Aifdib-
HOCTi B MOPSAIKY, lepegbaueHomy sakoHomaBcTrBoMm” [2]. Orike, Ke-
PYIOUKCH UM BU3HAYECHHAM, J0 YHCIA HiJIPHeMCTRB MOYKHA BigHec-
™ i Komepiifimi Gamxm. BigomocTi mpo omeparril, paxyHKH Ta
BKJIQJM KJIEHTIB, a TAKOM IIPO KOPECIOHAEHTIB 0AaHKIB CTAHOBIATD
0aHKiBChKY TAa€MHUILIO, II[0 BUILIKBAE 13 pegakiii cT. 52 3aKkony YK-
paium Bix 20.03.91 p. “IIpo 6auku i 6aHKIBCHKY AiANBHICTE” .

A srigso 3 mocranosoro Kabminy “IIpo mepermik BimomocTeii, 1o
He CTaHOBIATL KOMEpPIifHOI TaeMHMII” OGaHKKM 3000B’a3aHi 0e3
npen’ABJEHHA IM MHChMOBOTO OOI'PYHTYBAHHA BUAaBaTy iHdopMa-
IIifo, IO CTOCYETBHCH OIEepalliii, PAXYHKIB CBOIX KJI€HTIB, mepiKas-
HHUM IOJATKOBUM 1HCIIEKIIAM, a CIAiMUKM opraHaMm — IIe Ha cTamil
morepeaHbOrO caigcrsa [9].

3riguo 3i cr. 30 3akony Ykpaium “IIpo indopmaiiro” indpopma-
I[ig 3 00MEeXXeHnM JOIIyCKOM, BUXOASYM i3 IPABOBOTO PEXKUMY, IO~
Js€ThbcA Ha KOHQiZeHIIiliHy Ta cekperHy. Ilo KoH(DimeHIifiHOI iH-
dopmarlii BigHOCATHCA BiZmOMOCTi, IO 3HAXOAATHCS Yy BOJIOLIHHI,
KOPHUCTYBaHHI UM PO3IOPAMKEHH]I OKpeMux (Ghi3MUHUX YU IOPULAY-
HUX 0Ci0 i PO3IIOBCIOMKYIOTHCS 34 IX 0aKaHHAM BiZIIOBiZHO IO IIepe-
I0aueHnX HUMU YMOB.
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Ilepeiimemo Temep 40 POSTIAAY TUX BUXITHUX IIO3UILill, 1110 € BU3-
HaYaJIbHUMU B IOCJIiIKEHHI Ipo0JeMu IIPaBOBOIO 3aXHCTY KOMEP-
miiaoi raemHUIi. B mepiny uepry cain npoananisysartu ct. 30 3ako-
Hy Ykpainu “IIpo indopmaiiiro”. Buxonsuwm is il pemaxiiii, mpaBoBuii
pesKuM AOIIyCKY a0 Bimmosimmoi imdopmarii Komepirifimoro i 6aH-
KiBCBKOT'0O XapaKTepy, BKIIUAIOUN HAJEXKHICTD il 10 KaTeropii Kou-
QimeHIiiiHOI, BUBHAUAIOTh CAMOCTIMHO I'pOMAaIAHMN, IOPUANUYHI 0CO-
01, W10 BOJIOAIIOTH TAKMMHK BigomocTamu. Pasom 3 TuM cepep 1iei
iHgopmMmailii € i Taka, IPAaBOBUU PeXXUM SKOI BiKe BCTaHOBJICHUI
Bepxosroro Pamoro Ykpainu 3a noganuam Kabimery MinicTpis Yk-
painu (HaUpuKJIaj, 3 IUTAHb CTATUCTUKH, €KO0JIOoril, 0aHKiBCBKUX
omeparii, ToJaTKiB TOLI0).

Amnauiis monoxens riaBu 46 [MusineHoro Komexkcey Yrpainu nae
mifcTaBy BBasKaTH: CKJAJ 1 00CATr BIIOMOCTEM, 1[0 CTAHOBIATH KO-
MePI[iHY TaEMHUIIO, OPAJOK IX 3aXUCTY BUBHAYAKOTHCA KepPiBHU-
KOM IIiJIIPHUEMCTBA.

Ocb YoMy CyIlepedHOCT] B IPABOBOMY PEryJHBAHHI PEKUMY KO-
MepIlifiHol TaeMHUILl, sasHadeHi B ¢T. 30 Sakony Ykpaiau “IIpo im-
dopmartiro” Ta raasi 46 ITurinsaOoro Komekcy YKpaiHnu, CTBOPIOIOTH
CepIio3HI TPYAHOIIL V BUPIIIeHH]I IUTAHb e)eKTUBHOCTI 3aCTOCyBaH-
HS HOPM IIpaBa B BaXKCTiI KOMepIiiiHOoI TaeMHHUILI. Bee 1ie BUKJINKAE
HEOOXiAHICTD [eTaJbHINIOr0 PO3TISLy JedKHUX IIPABOBHUX ACIEKTiB,
IO CTOCYIOThCA HAJAHHS OaHKAMMU OpraHaM BHYTPIMIHIX copas sa-
KpuToi indopmarrii.

Bigmosigao xo cr. 5 IMonoxkeHHA Ipo mAep:kaBHY cay:KOy 1mo 60-
poTE0i 3 €eKOHOMIYHOIO 3JI0YMHHICTIO, 3aTBepKeHoro IlocTanoBoo
Kab6imery Minicrpis Vkpaiam Big 15.07.93 p. Ne 510, npamniBEMKHN
miel cay»K0u 34 HAABHOCTI BiloMoOCTell Ipo HOPYIIeHHA 3aKOHOLaBC-
TBa, IO pPery.ioe (piHAHCOBY, I'OCIOAAPCHKY Ta 1HIITY IMiAIPUEMHU-
HbKY AiAJIbHICTH, MAIOTh IIPABO:

o “oIepiKyBaTH y BCTAHOBJIEHOMY IIOPSAKY Bijg HaitiomaabHOrO
0aHKy Ta #0oro ycTaHoB, KOMEPIiiiHNX OaHKiB Ta iHIINX Kpe-
IUTHUX YCTAHOB HeoOXimmi Bimomocti, Komii moxkymeHTiB,
IOBigKM mpo OaHKIBCHKI omepailrii Ta 3aJMIIKK KOIITiB Ha pa-
XyHKax 00’eKTiB, AKi mepeBipsaoTbea”;

e “omepskyBaTy 0€30ILJIATHO Bif HiAIIPHMEMCTB, yCTAHOB, OpTaHi-
3aIriii i rpomagsaH inopmaliiro, 3a BUHATKOM BUIIAAKIB, AKIIIO
3aKOHOM BCTAHOBJIEHUII CIIeIiaJIbHUU IIOPALOK Ii omep:kaH-
Ha”;
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e “BryuaTy HeoOXimHI MaTepiasu Impo KpeauTHi Ta (piHAHCOBIi
omepariii y BCTAaHOBJIEHOMY 3aKOHOIABCTBOM IIOPAKY” .

Posrasaemo, 1110 ¢JIig posyMiTH IIig cynepeuyHOCTAMU IIPAaBOBOTO
peryiamoBaHHsA, 1[0 BUHUKAIOTL IPK peaisalril cay:x6o MBC cBoix
mpaB B iHQpopMAaIliiHNX BiJHOCHHAX 3 OaHKAMM Y BCTAHOBJIEHOMY 34-
KOHOJaBCcTBOM ITOpAAKy. B 3akoni YKpaiuu Big 20.12.90 p. Ne 565-
XII “IIpo minimiro” i B 8axoui Ykpaiuu Bixg 20.03.91 p. “IIpo 6anKkn
i baHKiBCBKY HisiIbHiCTE” 3a3HAUEHO, 1110 KoH(igeHiiiHA iHpopMa-
Iisg MOsKe OyTH HaJaHa TiJIbKM 3a HASIBHOCTI CIIPABH i HA IMChMOBUM
sanuT. [lig “crmpaBoio” BaacHuKH imHdopmallii posymiioTh KpuMi-
HaJbHY cpaBy [62].

JJ1a mopyIleHHA KPUMIHAJIBHOI CIIPABU JOCUTD BasKJIUBE 3HAUEH-
HA MalOThb He TiIbKHU BiIOMOCTI, OTPMMAHI BHACIIZOK BXHUTTS opra-
HaMM BHYTPIIIHIX CIPAB ONEePATHBHO-POSLIYKOBUX 3aXOMdiB, a M
daxTUUHi xaHi, ojep:kaHi i3 BKasaHUX B 3aKOHI [:xepein. Takumu
IKepesaMy, AK BiJloMO, € IIPOTOKOJH CJIIAYAX 1 CyaoBUX iM, iHIIL
IOKYMEHTH [5].

VY cr. 52 3akony Ykpaiau “IIpo 6aHkN i 6aHKIBCHKY HisabHICTS”
BCTAHOBJIEHO, L0 “JOBIAKH IIPO Omepalrii Ta PaXYHKH IOPUAUIYHUX
0ci0 Ta iHIKEX opraHisalliii BHAAKThCA 0aHKAMM cCaMHM OpraHisa-
MisIM, Iep:KaBHUM IIOJATKOBAM IHCIIEKI[iAM 3 IHUTaHb OIOJATKyBaH-
HsI, 8 TAKOYK V BHIIAJKAX, [lepeafaueHnX 3aKOHOLABCTBOM; Ha IIHAChH-
MOBY BHUMOI'y CylaM, OpraHaM IIPOKypaTypu, ciIy:kbu Oesmexu,
BHYTPIIIHIX cHpaB, AHTHMOHOIIOJBHOIO KoMiTeTy YKpainu, me-
PoXaBHOI KOHTPOJBHO-PEBi3ifiHOI cay:k0M, IOCIIOZAPCHKOMY CYAY i
ayIUTOPCBKUM opraHizaniaM. J[IoBIIKY PO PaXyYHKH Ta BKJIAIA I'PO-
MaJsH BUIAIOTbCA OaHKAMU KPIM CAMUX KJIEHTIB Ta IX IpeJCcTaBHU-
KiB, TAKOMXK cyjaM, OprafHaM IpPOKYPaTypH, clay:x0u Ge3leKu, BHYT-
PiIIHIX cIpas mo crpaBax, 1o 3HAXOIAThECA B ixX npoBam:xerHi”. IIpo
HaJaHHSA HeP:KaBHUM IIOJATKOBUM iHcHekIliaMm indopMmallii mpo pa-
XYHKU Ta BKJI&AU 'POMAaJIAH 3aKOHOZaBelb He 3ranye [34].

Buknageni MipkyBaHHS IIPO CYTHICTh CYIepPeUHOCTEH y HesSKUX
HOpMAax IIpaBa, 1110 He BPaxOBYIOTh yCIO iHPPACTPYKTYpPY IIPaABOBOTO
PeryaioBaHHA PEeXUMY BUKOPHCTAHHSA OAHKIBCHKOI i Komepiiiimoi
TAEMHUILL, CBiUaTh MPO HEOOXIAHICTH IIOLAIBIION0 BJOCKOHAIEHHSA
3aKOHOZABCTBA B c(pepi 3abesmeueHHsa 3aXuCTy KOH(MimeHIIIAHOI iH-
dopmarrii.

3aKoHOZaBUi rapanTii npasa Ha iH(popMaIlliro — Iie cucTeMa IIpa-
BOBHUX 3aC00iB, BCTAHOBJIEHNX 3aKOHOM /1A HAJIEKHOI'o 3abe3IedeH-
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HA IpaBa rpoMansaH YKpainm Ha iHdopMmaiiro. 3akoH YKpainu Bifn
2.10.92 p. Ne 2657—XII “IIpo irdopmariro” nigresepmKye indopma-
mifiEuit cyBepeniTer YKpainu. HoBi (popMu Ta IpUHIUIN COIiab-
HOTO MHUCJIEHHS: eKOHOMIUHOT0, ITOJiTUYHOTO, IIPABOBOr0, MOPAJIb-
HOrO BHW3HAUAIOTH NPHHOUIN iHpopMaliiHux BigHocuH. Tepmin
“OpUHOUN” TOXOAUTH Bil JIaATMHCBKOIO “principium”, mio o3Hauae
IOYaTOK, ocHOBa. OCHOBHMMU NPUHIIUIAMY iHGOPMALIMHUX BigHO-
CUH €: rapaHTig mpaBa Ha imdopmalliio; BiIKPUTiCTh, JOCTYIIHiCTH
irgopmariii i ceoboma ii 00MiHY; 00’ €KTUBHICTD, IOBHOTA TA TOUHICTH
iH(opmMmairii; 3aKOHHICTb OTPUMAHHSI, BUKOPHUCTAHHS, PO3IIOBCIOJ-
JKeHHJ Ta 30epiraHus ingopmariii.

3aKOHOZABCTBO Npo iH@OpMAIlilo 0co0MHMBO BHAiIAe rapaHTii i
npasa Ha imgopmaniro. B c¢r. 10 Bakony Ykpainu “IIpo indopma-
wiro” sasnaueno: “IIparo Ha indopmalriio 3a6esmeuyeTheda: 0608’ A3-
KOM OpPraHiB Jep:KaBHOI BIAAU, a TAKOXK OPraHiB MicIleBOTO i perio-
HaAJBHOTO CAMOBPAAYBaHHA iHMOPMYBATH IIPO CBOK AiAJBHICTH i
OPUNHATTA PillleHb; CTBOPEHHAM B Jep:KaBHUX OPraHaX cIlelliayib-
HUX imdgopMamifinux ciaysxb um cucTeM, AKi 3a0e3IeuyioTh y BCTA-
HOBJIEHOMY IOPAAKY IOCTYI 10 iHQOpMAIIil; CTBOPEHHAM MeXaHi3My
peanisamii 1mpara Ha iHQopMamiio; BsHiliCHEeHHAM IePXKaBHOTO
KOHTPOJIIO 3a JOTPUMAHHAM 3aKOHOAABCTBA PO iHGopMaIlioo; Bcra-
HOBJIEHHSAM BiJIIOBIJAJILHOCTI 8a IOPYIIEHHA 3aKOHOJIABCTBA IIPO
impopmariro”. Ili moJoKeHHS CTAHOBJIATH CYTHICTHL TapaHTid Ha
iH(popmMmailirzo. 3aKOH NpPOTOJIOIIYE IPABO “BLIBHOrO HOCTYHY CY-
0’ekTiB iHQOpPMALIAHUX BIJHOCUH 0 CTATUCTUYHUX NAHUX, apXiB-
HUX, 0ibmioTeunux i myseidHux QOHIIB; 00MEKEHHA [[HOTO TOCTYIY
00yMOBJIIOETHCA JIHIIIE CIenu(PiKO IIIHHOCTEN 1 0COOIUBUMY YMOBA-
MM iX 30epiraHns, 10 BU3HAYAKTHCA 3aK0HOJaBCTBOM.”

3axuCT MpaB rpoMaisad YKpainy Ha iHgopMalliio He 000B’ I3K0BO
TMOYMHAETHCS 3 Yacy MOPYIIeHHsA 3aKOHOAABCTBA PO iHGopMAaIrito.
Bynb-ske nmocsaraHis Ha IIpaBa yYacHUKIB iIHpopMaliiHENX BIHOCHH
BaskJIMBO momnepenutu. Came ToMy 3aKOH BUKOHYE IepenyciM QpyHK-
Iif0 IPaBOBOI OXOPOHHU, a He TIIbKHU 3aXUCTY Y BYSbKOMY PO3YMiHHI
bpOTo caoBa. [lepskaBa, BUBHAIOUM IPABO I'POMAisAH Ha iHdopmarliio,
y BUIIAJKY HOr0 IOPYIIEHHA 30008’ A3yeThCs 3abes3rneunTr e)eKTUB-
HUH 3aci0 MpaBOBOI'O 3aXMUCTy OyAb-aAKil ocobi. CraH 3axXmIEeHOCTL
ocobu 6asyeThcd mepeayciM Ha SisJIbHOCTI Jep:KaBy 3 IOIePeIsKeH-
Hs HeOesleK, 3JaTHUX I1030aBUTH CYCILJIBCTBO (PYyHIAMEHTAIbHUX
marepianbHUX 1 gyxoBHUX IinHOcTel [47]. Cmocobu (Meromu) 0xXo-
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POHU IpaB yYacHUKIB iH(popMaIiiHuX BiJHOCHH € JOCTAaTHBO PisHO-
MaHITHUMMA:

e YCYHEHHS IIePeIIKo, II10 3aBasKaloTh peasisailii npasa;

® IIOHOBJIEHHS IIPaBa, 0 3 OyIb-IKOI IPUYMHY OYJIO IOPYIIICHE;

e 3aCTOCYBAHHS 3aXO0/iB BiAIIOBiIaILHOCTI 10 IMOPYIIHUKIB IIpaBa.

3aKOH 3axXxWHIIlae He TiJIbKU MPaBO iHAMBiZa Ha iHmopwmariio, a i
KOMEePIIiiiHy TaeMHUII0, KOHPigeHIifiny iHGopMAaILito, 1110 OXOPOHSI-
I0ThbCcA AepskaBoio. Cepesl MexaHi3MiB 3aXUCTy IpaB i BaKOHHUX iHTe-
peciB rpoMajsAH Bi cBaBiJLIs opraHiB yIpaBJIiHHS 1 3JI0BXKUBaHHSA
BJIQLOIO 3 OOKY IIOCAZOBIIB 0COOIMBE Miclle 3alfiMae iIHCTUTYT OMOYy -
cMmeHa. [le € BarKJIIMBUH MeXaHIBM 3aXUCTY IPAB JIOAUHY i 3MiIlHEeH-
HS 3aKOHHOCTI B JiJIBHOCTI OPraHiBR BUKOHABYOI Bragu. 23 IrpymHs
1997 p. BepxoBua Paga Vkpaiuu opuiinana 3akod “IIpo YoosHoBa-
skeHoro BepxoBHol Pagu Yrpaiau 3 npas noguau”. [leit gokyMeHT
3aKpiNUB iCHYBaHHA B JlePsKaBi ocaau ¥ IOBHOBAXKEHOTO 3 ITPaB JII0-
IVHU 3 METOK 3JiJiICHEHHA NapJaMeHTCHbKOro KOHTPOJIO 3a JOTPH-
MaHHAM KOHCTHTYIIAHHX IIpaR i cBobox mamoguHu. Merorm mapJa-
MEHTCBbKOI'0 KOHTPOJK, AKAHA 3HIACHIOE ¥ IOBHOBAKEHNI, €: 3aXUCT
mpas i cBoGox JHOAUHU 1 rPOMAaAsSHUHA, [Iporojolnenux KoHcTury-
miero YKpainu, 3akoHAMH YKpalHH 1 MiKHAPOSHKMU IOTOBOPaMU
YKpainu, cIpusgHHESA [IPABOBIN IHGOPMOBAHOCTI HAace/IeHHS i 3axmuc-
Ty KoH(pigeHIIHOI iHdopMaIii mpo ocody.

Y Hac oco6iauBHII iHTepec BUKJINKAE BU3HAUEHHA “KoMepIiiiiHa
raemMHUIA”, nade B 4. 2 ct. 505 [MusinasHoro Kogexkey Yrpainu. Tam
3a3HAYAETHCA, [0 KOMEPIIHHY TAEMHUII0 MOXKYTh MAaTHU BimomocTi
TEeXHIYHOr0, BUPOOHUYOTO, KOMEPIIHOro, opralisaniiiHoro xapak-
Tepy Tomto. JJaA IIiANpHeMCTBA HOBe BUPIIIEHHA BUPOOHUYOTO,
TEeXHOJIOTIYHOI'0 3aBJAHHA MOKe BaJUIIaATUCA KOMEPIiNHOI TaeM-
HUIEI0 HABITh Y TOMY BHIAAKY, AKIIO BOHO odopMJeHe SK pallio-
HaJi3aTOpChKa MPOIIOBUIIA i BHJaHEe aBTOPChbKe cBimonTBo. Ha Bu-
HaxXiJ MOke BHUIaBaTHCH IIaTeHT, TOOTO BiH HabyBae creliajabHOI
IIPaBOBOI OXOPOHM i He moTpedye TAKOro 3aXHCTy, K KOMepIiiiHa
TaeMHuIA. [IpaBoBull PesKMM BHHAXOMIB 3aJeXKUTh Bix dopmu ix
OXOPOHU: 3a JOIIOMOTOIO0 aBTOPCHLKOI'O CBiIOIITBA UM 3a MOIOMOTOIO
nareuTy. BasoBuM IIPUHIIUIIOM IIATEHTY € MOro BiIKPUTiCTh, TOOTO B
o(imiiimomy OroeTeHi 3xilicHIOETHCSA HMyOJiKaIis mpo BHUHAXIT, e
HaBOAATHCS MOT0 (POPMYJIN, KPECJIEHHSA TOIIIO.

3 KOMEpPIIifiHOI0 TAEMHUIIEIO II0B’A3aHe TaKe IIOHATTS, AK iHTe-
JeKTyaJibHa BJACHIiCTBH. SIKIIIO 3BepHyTHCA A0 T'OJOBHOTO Y BH3HA-
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YeHHI iHTeJeKTyaJbHOI BJIACHOCTI, TO B HaiizarajJbHiIlIOMy BUTI-
JAAn1 — Ie indopmairis, 10 He BIIHOCUThCSA A0 CYCIiJIbHOI, MiCTUTDH
IiHHIi, HOBI KOMePIiiHi ixei, AKi AK crenu@iyHUN TOBAp MAIOTh I10-
TeHI[ifiHy BapTicTh. [[03BoIMMO cObi 3ayBasKuUTH, IO BapTicTh igeit
OIHOPAa30Ba.

Bceinsaki cmpobu KaTeropuuHo BiiMeKyBaTH MOHATTA “KOMepITiii-
Ha TaeMHUIA” Bif MOHATTS “iHTeNeKTyaJbHA BJIAacHiCTH” 0060B’d3-
KOBO TIPMBBOAATH OO BBYMKEHHA 3MICTY B3axXUCTy KOMEPITifiHOI
TAEMHHUIII Ta iHIINX BifjoMocTell KoH(QiZeHIiiiHOro XapakTepy. AK-
THUBi3aIlid HAYKOBO-IOCIITZHUX POOIT y IIHOMY HANPSMi JO3BOJUTH
BUILJIUTH 1 3p03yMIiTH 3MicT TPHOX METOIIB 3aXUCTY 1HTEJeKTyaJlb-
HOI BJIaCHOCTi: MATEHT, aBTOPChKeE MPaBo 1 KOMEepPI[iiiHA TAEMHUIIA.

Bupuenns npo6iemMu “OpaBOBHUH 3aXHCT KOMepPIiHHOI TaeMHUIL”
mepenbayae posriIAl B HAYKOBOMY ILTaHI IpaBOBUX, KPUMiHOJIOTIU-
HHUX, OPraHis3amiiHmX, POSITYKOBUX ACTIEKTIiB Iliel gignsHOCTI i Bim-
HOCUTBCA A0 KOMILIEKCHOTO NOCTiIKeHHdA, AKe BigoOpaskae 3aKOH
nudepenmiaii Ta inrerpamii saaus [16].

ITareHT (BiL ZaBHBOJIATHUHCBKOTO pafens — CBiIOITBO, IpaMoTa)
HA BMHAXiJi — AOKYMEHT, II[0 BUXAETHCA KOMIIETEHTHUM OPraHOM
Iep:KaBM, 3aCBiIUye BUSHAHHA MPOIMO3UITil BUHAXOLOM, IPiOPUTET
BMHaXOIy, aBTOPCTBO Ta BHKJIOUHE IIPABO HA BUHAXix. Bupgaua ma-
TEHTY 3AiMCHIOETHhCA BIATIOBIZHO MO HOPM IATEHTHOTO IpaBa. bes
3roAM aBTOpa BUHAXIL He MOMKe OYyTH BUKopucTaHo. TiabKu Bim
MOJKe BUIABATU NO3BIN (JTileH3110) HA BUKOPUCTAHHSA BUHAXOLY YU
TIOBHICTIO ITIOCTYIHUTHUCS [IATEHTOM.

Ha piBHI HUHIITHEOTO PO3BUTKY MPABOBOI HAYKH aKTYaJbHOIO €
BiAMIOBiAL Ha 3aMUTAHHSA, AKUM UYHHOM PETYIIIOThCA BiIHOCUHH,
110 BUHUKAIOTh V 3B’ A3KY 3 BUKOPUCTAHHAM TBOPiB HAYKHU, JiTepa-
Typu 1 muctenTBa. HopMu aBTOPCBKOrO IIpaBa MiCTAThCA, AK Bifo-
Mo, B lluBinbHOMy Komekci YiKpalum. ABTOpchKe IIPaBO IIOIIH-
PIOETHCA Ha TBOPHU JiTepaTypu, HayKH i MHKCTEITBa, IO MAalOTh
BUpasKeHHA B 00’eKTUBHiN (dopmi (pyKommc, KpeciaeHHA i T. iH.),
caMe Iie TO3BOJISIE BiATBOPIOBATU Pe3yJabTAT TBOPUYOI AisiIbHOCTI aB-
Topa. II15 0XopoHM aBTOPCHKUX TIPaB He MOTPiObHO peecTpartii um Bu-
KOHaHHA iHmUX (opmantbHOCTel. Jluiie crocoBHO (Qotorpadii (i
TBOPiB, OTPUMAHUX AaHAJOTIYHUM CIIOCOOOM) IJi OXOPOHU aB-
TOPCHKOI'0 IIpaBa HEOOXiTHMM € 3a3HAYCHHS HA KOKHOMY IIPHMIipPHM-
Ky iMeHi aBTOpa, POKY i MicIlg BUIIYCKY V CBiT.
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ABTOpCBhKe IPaBo CKJIALAEThCA i3 psaAy IIpaBomMouHocTeit. IIpaso
HA aBTOPChKe iM’sA o3Hauae, IO aBTOPY HAJEKUTh BHOIp crocody
O3HAUECHHS HAJEKHOCTI ToMy TBOPY (cIpaBKHE iM’ s, IICeBLOHIM) i,
SIKIIO BiH Bij mosHaueHHs BizMoBuBcA (aHOHIM), iM’ S IOBHHHO BKa-
3yBaTHCs IPU IIy0JaiKaIii TBOPY B IijoMy, nuTyBaHHi. bes srogu as-
TOopa 3a00pPOHEHO pPO3KPMUBATU IICEBAOHIM um aHoHIM (Bif
anonymos — 0Oe3iMeHHMI, aBTOpP JHCTAa UM TBOPY, AKHUI IPHUXOBAB
cBO€ iM’s; TBip Oe3 mo3HAUEeHHS iMeHi aBTopa) i BHOCUTH 3MiHHU B 00-
paHe HUM IOo3HaUeHHA. ABTOPChKe IIPABO 3aXMUIIa€ TiIbKU popMy, B
SAKil BUpaskeHa KOHKpPeTHa ifiesi, a He caMy izero.

Cepen MeTofiB 3abeslledeHHA 0es3leKd KoMepIlifiHol indopmairii
Ta IHTeJeKTyaJbHOI BJIACHOCTI AK 1l BUAY BilOMi NATEHTYBaHHS 1
BuOip cKIany, 00cary BimoMocTel, [0 CTAHOBIATHL KOMEPIiIHY
TAEMHMUINIO, BU3HAYEHHS IX OXOPOHU. XapaKTepHUM [JId HUX € 3a-
XUCT OpUTiHAJBHOI igel, Ii smicTy [15].

Cuip crenianbHO 3yIMHUTUCS HA AeSIKHX IATAHHAX, II0B’ A3aHUX
3 BUKOPUCTaHHAM (y TOMY 9YHCJI HEIIPABOMIPHHM) 3HaKiB OJIS TO-
BapiB Ta mocJayr, a Takoxk GpipMOBHX HaliMeHYBaHb. BimHOCHHU, IO
BUHUKAIOTH Y 3B’ A8KY 3 HA0YTTAM 1 peasisalliero IpaBo3gaTHOCTI Ha
3HAKH IJIS TOBAPIB Ta IIOCJIYr PEryJThCA S3aKOHOM YKpaiHu Bif
15.12.93 p. Ne 3689-X11I “IIpo oxopoHy IIpaB HA 8HAKH AJIS TOBapiB i
nocayr”’. Ilopsanoxk BHKOpUCTaHHSA (GIPMOBOrO HalilMeHYBaHHSA pe-
I'YJIIOE€THCHA CIelialbHUM HOPMATUBHUM aKTOM, SKuUM € [loo:KeHHs
upo dipmy, sarBepakeHe nocranosow [IBK i PHK Bixg 22 uepBHA
1927 p.

ToBapHUIl 3HAK — IIO3HAYEHHS, [0 BMIIyeTbcsd Ha ToBapi (uum
YOAaKOBI[i) IIPOMUCJIOBUMH 1 TOPrOBUMH IIAIIPHEMCTBAMY IJIA iH-
IuBimyasrisaiiili Topapy i foro BupoOHuka (upogasid). ToBapHi sHa-
KJ MOXKYTh OyTH BepOaipHUMU (CYKYIIHICTh OKpeMUXx Jitep, nudp,
mmpisBuIe), 00pPasoTROPUYUMU (MAJTIOHKH, reorpadiynail cuMBOIH, CY-
KYIIHICTL KOJIbOPiB), 00’evMuuMu (opMa BUPOOIB 4M YIIaKOBKA),
KOMOIHOBAHMMH TOIIIO.

ToBapuui 3HaK BUKOHYE€ PYHKILiI rapaHTii SKOCTi TOBapy Ta uoro
pekamu. Moro 3acTocoByOTh Y BHYTPiIIHIf 1 MiskHApOXHIH TOpPriB-
ai. ITopsamok HaOyTTs mpaBa Ha TOPrOBUH 3HAK, 1Or0 BUKOPUCTAHHSA
Ta 3aXMCT BU3HAUAETHLCSA 3aKOHOIABCTBOM ¥ KpaiHu i MiKHapomHu-
MU YyroZaMu.

ITomaBmu no lep:kaBHOTO IATEHTHOTO BijoMcTBa YKpaiHu 3aaB-
Ky Ha peecTpaliio 3HaKa [Js TOBapiB Ta IIOCJIYr, IOPUIUYHA 0coba
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IIpY IO3UTHUBHOMY BHUPIiIlIeHHI IUTaHHSA OTPUMY€E BiIIOBiIHE CBigOII-
TBO, I[[0 FAPAHTYE IIPABOBY OXOPOHY TOBAPHOMY 3HAKOBi. ¥ BHUIIAIKY
HeIIpaBOMIPHOTO BUKOPHUCTAHHSA ()ipMOBOro HaliMeHYBaHHS, TOBap-
HOr'o 3HaKa 0e3 3roAy BJIACHMKA Bix MicieBoro Bigminy AHTHMMOHO-
HOJIBHOIO KOMiTeTy YKpaiuu HOPYIIHUK OTPUMY€E HPUIIHC IPUIIUHA-
Tn Taki gil. ¥V Bunagky peecrpaiil Misxxkuaapomuaum 6ropo BeecBiTHBOL
opragisariii iHTe/IeKTyaJIbHOI BJIACHOCTI 3HaKa IJisI TOBapiB Ta IocC-
JyT, IO BiAHOBiZaoTh PiBHIO MiKHapomHol Kiaacudikairii, BKa-
3YETHCS CTPOK il MisKHapOLHOI peecTpailrii.

IIpenmerom 3nounny, nepeadbauenoro cr. 229 KK Ykpaiuu (uesa-
KOHHE BUKOPHUCTAHHS TOBAPHOIO 3HAKA), MOXKYTh OYTH:

a) UyKui 3HAK, TOOTO ClleliajbHe [I03HAYEHHS [JIs TOBapiB Ta
OCJYT, Ha AKe BJIACHUK Ma€ CRigouTBo [leps:kuaTeHry;

0) hipMoOBe MApPKYBaHHSA TOBADIB.

HesakonHe BUKOPUCTAHHSA YY3KOr0 TOBAPHOIO 3HAKA 3I1MCHIOETh-
Cs YMHUCHO 3 METOK OTPUMAHHS IPUOYTKY.

2.2. Xapaxmepucmuka cy6’ekmia i 06’ ekmis oxoponu
KOMepUillHoT maeMHUYL

Ax cr. 231 KK Vkpainu 1po BiANOBIAANBHICTE 34 HIAIPUEMHU-
IbKe IINOUTyHCTBO, Tak i c¢r. 232 KK VKpainu 1po BiflIOBigaJIbHICTD
3a POBrOJIOINEeHHs KOMEPI[IMHOI TAeMHHIIL CIPAMOBAHI Ha 3aXUCT
nignpuemitis. IIpegMeToM IOCATaHHSA IIPU PO3TOJIOIIEHH]I KOMePILili-
HOI TAEMHUII, TiAIPUEMHUIBKOMY [IMUIYHCTRBI MOMXKYThL OYTH TiJIb-
KM BioMOCTi, I[0 MAKTE KOMepHiliHY TaeMHHIO. HpuMiHaJIbHIiNA
BiIIIOBiZaIbHOCTI 32 He3aKOHHE POBIOJIOLIEeHHS KOMepIiiiHol TaeM-
HUI[l OiJJIAraoTh JHIIe clleliadbHi cyd’ eKTH, To0TO 0c00H, IKUM Bi-
JOMOCTI, II[0 MaIOTh KOMEPIIAHY TAE€MHUIIIO, CTANH BioMi y 3B’ A3KY
3 ixX mpodeciiiHo uM CAy:K00BOIO LisAJIbHICTIO 1 SAKI IOPUIHUYHO
30008’ A3aHi 36epiratu 1i Bigomocti. TakumMu cy6’eKTaMy MOMKYTH
OyTH BUSHAHI CIIIBPOOITHMKYM HMONATKOBMX iHCIEKIIil, OaHKiB, mpa-
BOOXOPOHHMX OpPraHiB Ta iHIINI ocobu, AKi BIAIIOBiZHO 10 3aKOHO-
IaBCTBA MAIOTh IPAaBO 3HATOMUTHUCSA 3 BiIOMOCTSAMH, II[0 CTAHOBJIATH
KOMEPIIiiiHy TA€MHUI[I0, UM MAalOTh HOCTYI A0 TaKUX BigoMocTell 3a
carysx0010 [52]. B 3akoui Ykpaiuu Bix 25.03.92 p. Ne 2229-X11 “IIpo
Cuysk0y Oesmexku YKpainm” 3asHaueHo: “...He HifJIAraioTh PO3IoJo-
IIeHHIO BiZOMOCTi, AKi MiCTATHL HepiKaBHY, CIAY:KO0BY i KOMepIiHy
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TAEMHHUI[IO, & TaKOXK iHdopMallia KoH(pigeHIiiiHOT0 XapaKTepy, pos-
TOJIOIIIEHHA AKOI MOYKe 3aBIAaTH IIKOAY HallloHaJIbHi Oesmerni YKpai-
HU, 4ecTi i rimaocTi ocobu abo mopyrauTu ii 3aKoHHi npasa...” [48].

3akonom Ykpainu Big 4.12.90 p. “IIpo mep:xkaBHY HOIaTKOBY
cayx0y B Ykpaini” B pemaxmii Bix 24 rpyaasa 1993 p. ma npamnisuu-
KiB HOZATKOBUX 1HCIIEKI[iM IMOKJageHo 000B’sI30K 30epiraTu Komep-
miftHy i cayx00By TaeMHUIO [6].

3 00’€KTHUBHOI CTOPOHM, TAKWI 3JIOUMH, AK PO3TOJIOIIEHHS KO-
MepIiiiHOI TAEMHUIIi, OXOILJIIOE NisTHHS, BUMHEHI YMMUCHO I'poMasi-
HaMmu YKpainu, iHozemMIsaMu, ocobaMu 6e3 rpoMagAHCTBA, i IoJIArac
B IIOPYIIE€HHI YMORB POBIIOBCIOAKEeHHs TaKkol indopMmarii (6es srogm il
BJIACHUKA).

IlignpueMHUIIbKE INIIUTYHCTBO € 3JOYMHOM YMUCHUM. Y MHUCEJT
MOJKe OyTH IpPaMUil i moGiuHuTIA.

OCKIJIBKH 3aXHCT KOMePI[IAHOI TA¢ MHUIIL CIIPAMOBAHUN Ha 3a0e3-
IeUeHHs eKOHOMIUHKX 1HTepeciB HigIprueMcTBa, BiIIIOBiIHO, €KOHO-
MiuHa Ta iH(@opMalliiiHa 0Oesmexka MiAIPHEMCTBA TiCHO B3a€MOIIO-
B’st3ami [27].

YKpalHCbKe 3aKOHOJABCTBO 3MIIIHUIIO CBOI IMOBHUIII 3 TUTAaHb 3a-
xucTy indopmMaii 3 0OMesKeHUM JOCTYIIOM V 3B’ SI8KY 8 IPUAHATTSIM
pany sakoHiB, Hanpukaazg “IIpo 6aHky i 6aHKIBCBKY AiAnbHIiCTH”,
“IIpo mepskaBuy TaemHunw’’, “Ilpo imdopmarin”, “IIpo HayKoBO-
TexHiUHY iHQopMaltio” [50]. 3 ypaXyBaHHAM UMHHUX HOPM KPUMi-
HaJBHOTO, UBIJIFHOTO, TRYAOBOI'O T4 1HIIINUX Tajlys3eld npaBa BUSBU-
Jacsa MOMKJIUBICTE IIpoaHalisyBaTh Bixke cOPMOBaHY B YKpaiHi
HOPMAaTHUBHY 0asy, 10 JIeKUTh B OCHOBL 3aXUCTY KOMePI[iiiHOI TaeM-
HUIII.

Posrusan 8 ninomy indopmaliii 3 00MesKeHIM LOCTYIIOM JO3BOJISIE
BUIIJIUTH B CKJAAl BChOI'O MACUBY JIBa CAMOCTIHHI migposmiam, 110
BKJIIOUAIOTH: a) iHQopMAalliio, 0 BiIHOCHTHCA IO Jep:KaBHOI TaeM-
HUIi; 0) iHopMaIiifo, [0 Mae TAEMHUIIO i mepedyBae y BJIACHOCTI
OKpeMUux (PisMUHMX UM IOPUANYHUX 0Ci0.

3riguo 3i cr. 30 3akony Ykpainu “IIpo imdopmairiro” mo indop-
Mailrii 3 00MesKeHNM JOCTYIIOM BiJHOCUTHCS:

e KoH(pimeHiiiina indopmalis;

e iH(opmaIrisa, 110 MiCTUTHL KOMEPIIiiiHY TA€MHUIIIO;

e imdopmalris, 10 CTAHOBUTH OAHKIBCbKY TAEMHUILIO.

3a cBOIM IIPABOBHUM PeXUMOM KoH(pimeHIiliHa inmdopmaria Biz-
HOCHUTBLCA IO iH(opmairil 3 oomeskeHuM gocrymnom. Koudigeumiinmii
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[1ar. confidentia — moBipa] — He migysirae posroJoIIeHHIO, CEKPET-
auii. Koudigeniiina indopmaiis — me “... BigomocTi, AKi 3Haxo-
IATHCSA Y BJIACHOCT, KOPUCTYBAHHI UM PO3MOPAAIKEHH] okpeMux ¢i-
3UYHUX UYMW IOPUAUYHUX 0Ci0 i posrosomyoThes 3a X OasKaHHAM y
BigmoBimHOCTI M0 mepenbauenux uumu ymos” [62, 27].

Temep mpo 6auKiBCchbKY TaemMHUIN0 [37]. Kepytouncs ct. 52 3ako-
"y Ykpainum Big 29.03.91 p. “IIpo 6auku i 6aHKIBCBKY AisAabHiCTDL”,
0aHKiBCHhKY TAEMHUITIO CTAHOBJIATH BiIOMOCTi TIpo omepartii, paxyH-
KI 1 BKJIaJu KJII€HTiB, a TAKOXK IPO KOPECIOHAeHTiB OaHKiB [86].

ITomo cy6’ekTiB mpaB BIacHOCTI Ha KoMepItiiiHy TaemuuIio ['. K.
HikidopoB, npoananizyBaBHIN UNHHe 3aKOHOZABCTBO ¥YKpaiHU,
nure: “Cy6’eKTOM TpaBa BIACHOCTI HA KOMEPIIHHY TAEMHHUIIIO €:
Iep:KaBa, TPOMasSHNA Y KpaiHu, iHIUX IepKaB, IiAIIPUEMCTBA, yC-
TaHOBU, Opramizamii BcixX ¢opM BJIACHOCTI, AKiI 3AiHCHIOIOTH CBOIO
IisIBHICTh BiATIOBINHO M0 3aKOHOJaBCTBA Y KpalHM 1 BUBHAUMUIY 1H-
dopmMmairiro, AKa CTAHOBUTh 1X KOMEPIITHY TAEMHUII0, a00 mpumba-
a7 il y BCTAHOBJIEHOMY 3aKOHOZABCTBOM IOPAAKY AK KOMEPIiAHY
raeMHUIIO” [62, 31].

IITo & cTocyeThcda mpaBa BAACHOCTI HA iHpOPMAIIi0, III0 Ma€ KO-
MePIIiHYy TaeMHUITI0, TO OT0 Peryaonya, 0XOPOHHA POJIb HA ChO-
ronHi oueBugHA. [lopylleHHS IpaBa BJIACHOCTI HA KOMePI[IAHY TaeM-
HUITIO MOKe 3aBIATH il BIACHUKY eKOHOMIUHIX BTpAT [38].

Mu BBasxaeMo, m0 uncia 06’€KTiB mpaBa BIacHOCTI Ha iH(popma-
1[if0, 1[0 CTAHOBUTE KOMEDITiIIHY TAEMHUITIO, CJiJ BigHecTH: IKepe-
Ja irdopmarlii, [0 HAIEXKATh BJIACHUKAM KOMEPIIMHOI TAEMHUILI;
imei, KomepIiiiai iHTepecH; 3BiTH PO AiJIORI IepPEroROpPU; IPOTPaM-
Hi IPOAYKTH, TeXHIUHI NPOEKTH; HOBe KOHCTPYKTHBHE DillleHHH,
MPUCTOCYBAHHSA, 10 BiTHOCATHCA O pallioHANI3aTOPChKUX IIPOIO-
3uIliii, “HOoy-xay”; CTPYKTypa I[iHU, BiJOMOCTLI IIpO 1HBECTHIIii;
MapKEeTUHTOBL JOCIiIKeHHA; 3MiCT KOHTPAKTIB, ZOTOROPIB; KAJIbKYy-
JAIisS BUPOOHUYUX BUTPAT, IJIAHU PO3BUTKY IIiJIPHEMCTBA; pe-
3yJIbTATU 3aCiJaHb OPTaHiB yIPaBIiHHS MiAIPUEMCTBOM TOIIO [36].

Huui B Ykpaili po3pobeHi 0CHOBHI KOHIENTYAJIbHI IIOJOMKEHH
IPaBOBOTO 3aXMCTy KOMEPI[iAHOI TaeMHM’IIi, II[0 MOBMHHI BTilfOBa-
TUCh ¥ IPAKTUKY IIPU CTBOPEHH] Ha KOHKPETHOMY IIiIIIPUEMCTBI Bij-
MOBiIHOI CUCTEMU BaXMCTY KOMEPIIifiHOI TaeMHUIII 1 peXKUMY LOCTY-
uy nmo Hel [59]. Konnenmia [n1aT. conceptio — crupuitHATTA] — e
cucreMa TOTJIAAiB Ha Ti um iHImi asuma (Kparkuii cioBaph MHOCT-
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paHHBIX cJoB. — ['ocymapcTBeHHOe M3aTeIbCTBO MHOCTPAHHBIX U
HaAIMOHAJNBHBIX caoBapeit. — M., 1950).

3MicT PUHKOBUX BigHOCHH 1mepembavae KOHKYPEHIII0O Mix
cy6’ekTamu hiHaHCOBO-TOCIIOgapChKOI AidnbHOCT [32]. I o6cTaBu-
HA 3yMOBUJIA HEOOXiTHICTh BUALIEHHSA HA 3aKOHOZABUOMY PiBHI iH-
dopmairii, SK0O BOJOLIIOTH CY0’€KTH MPUBATHOIIAIPUEMHUIIHKOL
chepu OisNIBHOCTI i KA MICTHUTH KOMEPIIifiHY Ta€MHUI0. 3aKpil-
JeHHs IIpaBa IIiAOPUEMCTBA HA KOMEPI[IHHY TAEMHHITIO TO3BOJISE
oMYy IIPH CTBOPEHHI CHCTeMHU 3aXMCTy KOMEPI[IMHUX CeKpeTiB BTi-
JIOBaTHA ODOB’A3KOBI KOHIENITYANLHI MONOMKEHHS i MPUHIIAIIN, IO
CTOCYIOThCS 3a3HAUEHOTO acleKTy Oesneku mignpueMuuirTea [18].

IIpobrema smificHeHHA epeKTUBHUX 3aXO0IiB, CIPAMOBAHUX Ha
30epesKeHHsA CBOIX KOMEePIIHHUX CeKpeTiB, Mae JBi CTOPOHM: IIPaK-
TUYHY, KOIU HAeThcA TIPO AiAAbHICTE, CIPIMOBAHY HAa CTBOPEHHS U1
BUKOPHUCTAHHA CHCTEMH 3aXHCTy KOMepILifiHOI TaeMHUI mignpu-
€MCTBA; i TeopeTUUHY, TOOTO ZOCHIIKEeHHA HAYKO 3aBIaHb peasi-
3allii IpaBa BIACHOCTI HIANPUEMCTR 1 IiIIIPUEMILIB HA I[}0 KaTeropiio
iHdopmariii 3 o6merxenum goctymnom [50].

IIpenmeTna chepa zaxucty iHdopMaIil ax KoMepIlifiHOI TaeMHU-
11i, IO CTBOPIOETHLCA HA T ICTAB] KOHIIENTYAJbHUX TTOJIOKEHb 1 TpUH-
IUIIiB, K1 BH3HAUYAIOTL TAKOM 1 3MicT mpoleciB sabesledyeHHsa iH-
dopmaiiinol 6Geamexi, ock Te “romorHe”, 110 O(es3mocepegHbO
BUKOPHCTORYETLCS TPAKTIKOI0. B cdepi 3axuery indopmarii 6araTo
3ycuab goknan cueriangict i3 CIITA A. ITaTokoca, AsKuUM OyJia sampo-
IMIOHOBAaHA KOHILEIII1A CUCTEMHOIO I X0y 0 3aXUCTy KOHQIiTeHITili-
HOol iH(dopmarrii. I'. K. Hikidgopor nuie: “CyTHiCTE MeTOAY MOJIATAE
B TOMY, 11100 MPUMUHATH, HOTIEPEeIKYBATU UK 00MeKyBaTH BiATiK
Tiel vacTuHU iH(OpMAaIii, AKa MOXKe HAJATH KOHKYPEHTY MOK-
JIMBICTH AisHATHCHA, MepeadadnTH, 110 PoOUTEL YK IIanye gpipma, i B
pesyabrari Bunepegutu ii Ha puukry”’ [62, 16]. Jlorika MipKyBaHHA
TYT € TaKo: IIpobsieMa 6Ges3leKu, B TOMY 4ucJIi i iHpopMaIifinoi,
nepenbavae BifICyTHiCTh, MOTEPEIKeHH, 0OMesKeHH A UM SHATTSA He-
Oesmek i 3arpos. O6pasHO BHCJIOBJIOIOUNCDH, JIOAWHA AK icToTa po-
3yMHAa Ma€ MOKJINBICTH IIOIepeI K yBaIbHO O0POTICSA 3a 30eperkeHHsT
Oesmexu. ¥ 3B SA3KY 3 IIUM He MOYKHAa, 3BUUANHO, He IMOTOJUTUCH i3
3anpornoHoBaHo0 A. ITaTokoCOM KOHIIENI[i€I0 CUCTEMHOTO MiAX0my
0 3a0e3leueHHs 3aXMCTy KOMEPIIMHUX CEeKpeTiB, AKa oTpuMaja
Has3By MeTony “opsec” (operation security). CucremHUt po3rasam op-
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ramisamii saxucry imdopmariii 3a meTomoM “opsec” cKJIamaeTbCA i3
ceMHU eTalriB:

e amaJis 06’eKTa 3aXMCTy, CIPAMOBAHWI HA BU3HAYEHHS, IO
CJILJ BaXUIIATH;

BUABJEHHS 3arpos s Gpipmu;
aHaIi3 e)eKTUBHOCTI AifoUMX IificucTeM 3a0e3IeueHHs OesIie-
Ku pipmu;

e BH3HAUYEHHA HeOOXIiZHMX MeTOxiB i 3ac0o0iB 3a0e3IeueHHsa 0e3-
nexku pipmu, 36eperkenHsa KoH(pigeHmiiHol inpopmalrii;

e pOBIJIAL i OI[iHKA KepiBHUKaMU (PipMu HPOIIO3UILiH, IOTAHUX
CIyK0010 0e3leKH i CIPAMOBAHNX HA pealisamiio JoZAaTKOBUX
3aXOMiB 1040 30epeskeHHA KOMepPIIAHNX ceKpeTiB i ix edex-
THUBHOCTI;

¢ I[IpaKTHUHA peaisamis JOTATKOBHX 3aX0JI1B CTOCOBHO 3abe3-
IIeUYeHHA eKOHOMIYHOI Oe3meKky ipME 3 BpaxyBaHHAM Ii mIpio-
PUTETIB I BUSHAYEHHS JOLIJBbHOI IIOCHiLOBHOCTI 3IiliCHEHHSA
KOHKPETHHX B3aXO0/1B;

® KOHTPOJIb Ta iH(OpPMYBaHHS HepcoHaay dipMu 1po peaiisa-
[0 JOZATKOBHUX 3aX0J1B Oe3IIeKH.

OsHaiioMJIeHHS 3 JOKYMeHTAMU T4 IHINUMHA HociaMu iHdopmarrii,
1o KaacudikoBaHi 9K KOMepPI[iiHA TAEMHUILLA IiIIpUeMCcTBAa, 3ilc-
HIOETBHCS 3 YPAXYRAHHAM YMORB PEKUMY, BCTAHOBJIEHOIO KEPIBHUKOM
(BJIACHMKOM) IMiAIIPUEMCTBA. 34 MPABOBOIO IPUPCACI0 PEKUM — IIe
yperyiaboBaHi IMiABaKOHHUMU HOPMATHBHUMHM aKTaMu (HaKasaMu,
IHCTPYKIiAMU) cIeliasibHi: a) MpaBUJa IONYCKY IIPAI[iBHUKIB ITijg-
mpreMCTBa A0 3akpuTol indopmarii i 6) xil aamiricTparii mozmo
3a0e3IIeueHHsT YMOB I 30epeskeHHd, a TAKOX BHKOPUCTAHHS IIePCo-
HaJIOM BiOMOCTel, 1110 CTAHOBJIATh KOMEPIIAHY TAEMHUILIO IIiAIPH-
€MCTBA.

OCKiJIbKHM HAETHCA PO PEXKUM, TO AOLMLIBHO IiIKPECINTH, 110 3
M0OT0 JOIIOMOT GO BCTAHOBJIIOKTHCSA BiIIIOBiAHI BUMOI'Y i IIpaBuUJjia BU-
KopuctaHHg indgopmailrii, sKa MicTUTh KOMEpPIIiiHy TAEMHUIIIO, i 3a-
OesmeueHHs i 36eperKeHHs.

IIpu cTBopeHHI HAAIHOrO MeXaHiBMYy B3axXHCTy KOMepIliiiHOI
TAEMHUIII TiJIPUEMCTBA CJIiJ BPpaxoByBaTHu, 10 METOLH, SIKi 3acCTo-
COBYIOTHCS IJIA I[bOr'0, HOBMHHI OyTy mpaBoMipHuMu. AHauris npax-
THKH, 110 CKJajacsa B YKpaiHi B chepi 3axucTy KOMepIiiHUX i mep-
JKaBHUX CEKpPeTiB, N03BOJIAE 3POOMTH BUCHOBOK, II[O IIi ABa BUAU
IifAJIBHOCTI MalOTh 0araTo CIiIbHOr0. 30Kpema, e(PeKTHUBHY Iisfab-
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HicTb i3 BaxucTy KoH(pimeHI[iiHOI iHdopmMaliii B iHTepecax BIacHUKA
HEeMOKJINBO €001 yaBuTu 0e3 opramisairii po6oTH II[OAO IOIYCKY
CIIiBpOOITHUKIB MiATIpHEMCTBA [0 KOMEPI[ifHOI TAaeMHUILi. ¥ 3B’ A3KY
3 IIUM MOTPiOHO He TiThbKU BPaxOBYBaTH, a I BUKOPUCTOBYBATHU Ti
OPUAHATHI BUMOTH, III0 XapaKTePHI /s IMOPAIKY JOIYCKY rpoMa-
IaH YKRpainu oo gep:KaBHUX ceKperiB. OgHak IIig yac aHamiisy iioro
CYTHOCTi 06’ €KTUBHO BUHNKAE TUTAHHS IIPO Te, 1110 PO3YMi€ThCA i
TepMiHOM “IOMyCK I0 KoMmepIliiinoi Taemuuili”. Ha Hamy nymKy, ic-
HYIOTh iCTOTHI HificTaBy PO3TIAALATH IIe IIOHATTS B 1OTO IIPAKTUYHO-
My i TeoperuuHoMy posyMiuHi. IIpakTuuHa cTOpoHA — IIie IIeBHI op-
ramisaifiiai gil ammizicTparili migmpueMcTBa 1110710 0(hOpMIIEHHS
IpaB CHiBPOOITHWKIB Ha ZomycK n0 KoMepiiitHol Taemuuii. Teope-
TUYHA CTOPOHA IOB’A3aHAa 8 BUPIIIEHHAM MUTAHB: IIPO0 MOXKJIUBICTH
CKOEHHSA MPaIliBHHKOM, SAKHIA OTPUMAR TOIYCK [0 KOMEPI[ifHOI
TAEMHUILI, TUX UM IHINMNX Aifl CTOCOBHO 3aKpuTOl indopmarii; Bu-
HUKHEHHS IOPUIUYHNX 000B’A3KiB i HacmigkiB, AKi MoXKyTb MaTu
MicIle y BHIIAAKAX, KOJK [IOPYIIYIOTHCA BUMOIY MIOA0 30eperkeHHs
IOBipeHOI MpaIliBHNKOBRL KOMepI[iAHOl TaeMHUIIL IiAIIPHUEMCTRA.

3BepHiMOCE 10 3akoHy Ykpainu “IIpo mep:kaBHY TaeMHUIIO”, B
AKOMY TepMiH “IONycK L0 Aep:KaBHOI TAEMHUIN” BU3HAUEHUHN SAK
“ohopMIE€HHSA NpaBa IPOMAAHNHA Ha JOIYCK 0 ceKpeTHOI iHdop-
marii”. Ax szaszmauae I'. K. Hikidopor, “momyck m0 KoMepIiAHOL
TAEMHUII” — e “IIICchbMOBE PO3MOPALKEHHA KepiBHUKA (BJIaCHUKA)
MiATPUEMCTRA YW YIIOBHOBAXKEHOT HUM ocobmM, 1110 Hajae KOHKPET-
HOMY CIIiBPOOITHHKY IIIAIPHEMCTRA IPABO Ha poOOTYy UM O3HAN-
OMJIEHHA 3 AOKYMeHTaMH, BuUpobaMu Ta iHmmMMH HociaMu iHdop-
marrii, aki KaacudikoBaHI MMATPUEMCTBOM HSK KOMEPI[iiHA
raemuuIla”’ [62, 50].

Crymiae BasKJIHMBOCTI BIIOMOCTEMH, 10 3HAXOAATHCA YV BOJOMIiHHI,
KOPUCTYBaHHI YU PO3TMOPAIKeHHI (isnuHux afo IPUIANUYHUX 0cio,
BU3HAYAETHCS, IEPEAyCiM, OI[IHKOI MOKJINBUX HETaTUBHUX HACJiI-
KiB i po3mipy 80UTKiB y BUIagKy, AKIIO MaTUMe Micliie iX BiaTik. Ha
Hallle IepPeKOHAaHHs, O0yja0 0 IMOMMJIKOBMM IIrHOPYBATH CBOEUYACHE
BKJIIOUEHHSA M0 HAWIIHHIININX BimomocTell THUX, IO IiAJIAraioTh 3a-
XUCTY, He BpaXOBYIOUU iCHYIOUHNH IpaBoBUil peskuM iHpopmartii Ko-
MepIIiTHOTO XapaKTepy.

B ocHOBY BuBHaAUEHHSI KOHKPETHOT0 Irpudy, 110 00MeKye TOCTYII
IO BimomocTeii, AKi MarmTh KOMEPIiHY TAaEMHUIIO, TOKJIALAEeHO iX
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kJaacudikalliio 3 ypaxyBaHHAM TAKOi 03HaKH, IK BaKJIMBICTh 3Mic-
Ty JaHUX, 1[0 BUKOPUCTOBYIOTHCA Y BUPOOHNYMX Ta IHIIUX MiIAX.

Vi BimomocTi, 1110 MiCTATHL KOMEPIIiAHY TA€EMHUII0, MOYKHA IIOIi-
JIUTYU HA TPU TPYIN:

a) CyBOpPO KOH(DimeHITiliHi;

b) Komdimenmiiui;

C) He IJIA IITUPOKOT0 KOPUCTYBaHHA.

Buxogauu i3 omiHKKM KOMEpPIIiliHOI TAEMHUIIL, B JOKYMEHT BHO-
cuTtbcs rpud, IO BiAIOBiZae cTyleHeBi BayKJIMBOCTiI BimomocTeii i
00MeXKye JOCTYII 0 TAKOT0 POy iHdopmairii, a came:

a) “KoMepIliiiHa TAEMHHUIA — CYBOPO KOHDieHIIAHO” (“KT-CK”)

b) “rKomepiiiiHa TaeMHUIA — KoHQigeHIiAHO” (“KT-K”)

¢) “KoMepIliliHA TAEMHUILI — He JJs [IHPOKOro KOPUCTYyBaHHA"

(“KkT-H/11. K)

Cuixg maTy Ha yBasi, He MOXKHA BCTAHOBIIOBATH PerKAM OOMeKe-
HOTO JOCTYIY IO 3arajJbHOMLOCTYITHOI, 3araJbHOBioMOl iH(popMmarrii,
110 He IoTPedye 3aXUCTy.

Homyck 16 KoMepIiiHol TaeMHUIL 0QOPMIAEThCSA BIAMIOBIIHO 10
BCTAHOBJIEHNX CTYIIEHIB BaKJMBOCTI BIIOMOCTEH, 3 ypaxyBaHHAM
BUIY OislIBHOCTL, XapaKkTepy po00TH, BUKOHYBAHOI CIIIBPOBITHHKOM,
oro 000B’A3KiB, 3aliiMaHOl IIOCALH TOLLO.

IIpaBoMmipHicTE HONYCKY 00 KOMEPIIHHOI TAaeMHUIl IiATBEpX-
JKYETBHCA B HaKa31 KepiBHUKA (BIACHUKA) IIPO J03B1J CIIIBPOOITHUKY
IpaioBaTh 3 HOociAMU iH(popMAaIlil, 110 MICTATh KOMEPIIHHY TaeM-
Huo. [left akT yupaBiiHHA, [0 BUAAETHCA KePiBHUKOM (BJIACHU-
KOM) HiIPUEMCTBA YU YIIOBHOBAXKEHOK HUM 0C000I0, 38 IOPUIUY-
HOIO IIPUPOJOI0 € AKTOM 34CTOCYBAHHS HOPM IIpaBa, L0 BUAAETHCS
IJIsi BUPIIIIEHHS KOHKPETHOIrO 1HAWBIAyaNbHOI'O IIMTAHHS, IIOB’s3a-
HOTO 3 HAaJAHHSM IIpaBa CHIBPOOITHHUKY HA pobOTYy 8 BiIOMOCTSAMU,
AKi MaroTh KOMePIIAHY TAEMHUILIO.

JomycK 1o KOMepIiiHOI TaeMHUII1 HalaeThCA Ai€3JaTHUM IpoMa-
gaHaM YKpaimm, axi gocarau 18 pokis. ITos6aBiasaTy JOoOmycKy TOro
4H iHIIIOTO CHiBPOOITHMKA 4O POOOTH 3 BiIOMOCTSIMHY, 1[0 CTAHOBJIATH
KOMEPIillHy TAEMHUIIO0, MOXKYTh BJIACHUK IIiJIIPHUEMCTBA UM YIIOB-
HOBaKeHa HUM oco0a, AKi pamilie Take IIpaBo IpaliBHUKOBi Hazma-
au. BiimoBigHO 10 KOHCTUTYIINHOTO, IIUBLJIBHOTO i TPYZOBOTO IIpaBa
ocoba, Yre IpaBo IOPYIIeHe, MOKe B CYIOBOMY IIOPALKY OCKAPIKUTH
pileHHA KepiBHMKA MHiAIIPHMEMCTBA IPO II030aBJIEHHS IOIYCKY IO
KOMEePIIiHOI TaEMHMUII].
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3 MeTOI0 BUBUEHHS i IIepeBipKM KaHIuIaTa s PoO0OTH 3 Bimo-
MOCTSIMH, AKi MalOTh KOMEPIIHHY TAEMHUIIO, BUKOPUCTOBYIOThHCS
meronu, nependaueni cr. 22 K3nll Ykpaiuu. s apomenyp Bigbopy
KaZpiB XapakTepHUM € BUTPeOyBaHHS CIiBPOOITHHKAMU KaIpPOBUX
Migpo3aiaiB i cayx0u Oe3neKu JOKYMEHTIB, 1[0 BCTAHOBJIIOIOTL 0CO-
0y rpomMagsHWHA, SIKUHA Xoue mpamioBatu Ha migmpuemctsi. 11106
3’acyBaTy piBeHb HOro mpodecifinoi MmiAroOTOBKM, IPAIiBHUKY Kaj-
poBOro amapaTry O3HAWOMJIIOIOTLCS 3 [OOKyMEHTaMHu IIPO OCBiTy,
IOBigKaMu Ipo cTad 340poB’a Tormo. Ha nmpaxkTulili BUBUYEHHIO i mepe-
BipIi KaggUAAaTAa I POOOTH 3 BiIOMOCTSIMMU, IO CTAHOBJIATH KOMEP-
MifHY TAEMHULIO, [IPUTAMAHHIL 0COOJIMBOCTI, 30KpeMa CKJIaIHi IIpo-
mecu MHCJHeHHs. [HKOJIM BHACIIJIOK HEKOPEeKTHUX YMOBUBOIIB Y
MPAaIiBHUKIB KAJPOBUX allapaTiB CKJIAJATHCA IOMUIIKOBL CyAsKeH-
Hf, Ha AKUX 1 0a3yOThcA IXHI BUcHOBKY. Ha migcrasi mepimnx, gac-
TO IOMUJKOBHUX, BPaXKeHb CKJIANAEThCA cy0 eKTURHA HyMKa PO iH-
TeJeKT KaHauiaTa, Horo ncuxiunuii cran. CaMe ug obcraBuHA 1
CIIOHYKAa€ KepPIiBHUKIB KaJIpOBUX IIIAPOSALIIE BIaBATHCS 1O METOIiB
TICUXOJOTIYHOI IiarHOCTUKHA.
BuBuenHs i nepeBipka KanauaaTyp A8 poboTH, [10B’sI3aHOI 3 Bi-
IOMOCTSIMU, [0 MAalOTh KOMEPIIIHHY TAeMHUIIO, CIIPAMOBAaHI Ha J0-
CATHEeHHA TAKUX II1Jei:
® BUABJEHHA CYAUMOCTEH, 3JI0UNHHUX 3B’ A3KiB, KPUMiHAJIbHUX
HaxHJIiB;

® BUABJNEHHA CXUJIBHOCTI [0 CKOEHHA IPOTUIPABHUX AisdHb, He-
004yMaHUX BUMHKIB IIiJ BILIMBOM 30BHIIIHIX ()aKTOpPiB, IIeB-
HUX 00CTaBUH;

® BCTAHOBJEeHHA (AKTIB, IO CBiAYATE PO MOPAIbLHO-TICHX0JIO-
riuey HecTifiKicTh Iij yac poOoTH 3 HoclaMHu iHQopMalii, 1o
MiCTATH KOMEPIIHHY TAEMHHUILEO.

OmHUM i3 IOIMIMPEHHX METOAIB BUBYEHHS 0CO0H € MeTO[ y3arajib-
HEHHS HE3AJEe/KHIX XaPaKTePUCTUK, [0 [03BOJIs€ M00AUNTH 0CO0Y
3 pisaux cropiu. CyTTEBO LOIOBHIOE YABICHHSA IIPO 0CO0Y, AKa IIepe-
BipsdeTbCcs, AyMKa 3HallOMUX, XapPaKTePUCTUKU 3 MiCIlb, e BOHA
HaBuaJjacs, mparmioBaya. OCKiJIbKH IIi BiJoMOCTi € He3aJe:KHUMU,
BOHHU B I[iJIOMY JO3BOJISIIOTH CKJIACTH 00’ €KTUBHY IYMKY IIPO JIIOIY-
"y [33].

Hns migBummeHHA sikocti imdopmarii momo ocobu, sKa mepe-
BipsAeThCsi, mepiny 0ecizy 3 Her MOILIbHO IPOBOAUTH 34 CTAHLAPT-
HOI0 popMasizoBaHOO (popMoi0. B momanbIiiomy e g0O3BOJISE 3/ilic-
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HATH KOMII'IOTEPHY OOpPOOKY BimmoBimeill i [goCTaTHBO IIIBULKO
OTPUMYBATHU y3arajbHeHi BiqmoBii.

BaxkauBo suarwu, 1110 o3Haiomui O6ecigu (mouepexnus criBbeciza) 3
ocobaMu, IKi IPUIMaOTLCS Ha IiJIPHUEMCTBO, He IIOBUHHI BUKOPHC-
TOBYBaTHCS KaJIPOBUMU IPAI[iBHUKAMHU IJIsI OTPUMAaHHS iHGopMaIii
3 00MEXKEeHHUM JOCTYIIOM, [0 SIKOIl KaHAMIaT MaB JOCTYII Ha IIOMepe/-
HbOMY Miciii po6orr. BUKOHAaHHS IpaiBHUKOM KaJIpPOBOT0 Higpo3-
Iiny HeBJIACTUBUX HaHIM KOMYHiIKaTHUBHiN cuTyalii (PyHKIii BCTy-
mae y IPOTHPIUYS 3 pPOJbOBUMH OYiKyBaHHAMHU HIapTHEpa IO
CHiIKyBaHHIO. B mogibHMX BUIIagKaX Pes3yJbTATUBHIIIIO MOYKEe BU-
SIBUTHCSA AEMOHCTPALA IIUPOro 1 AOOPOSUYIHBOrO CTABJIEHHS IO
OpoTuiaekHol cToporu. TiNbKU TAKOKI IIOBEJIHKOK CIIIBPO3MOBHUK
CIIOHYKAE€E J0 BiJIBePTUX BUCIOBJIIOBAHB.

He MoKHA BUKIIOUKTH BipoTifHICTh IPOBOKAIII 3 00KY KaHIUA-
Ta M0 agMiHicTpamii Toro mignpueMcTBa, KyAu BiH 0OPMJIIOBABCSA
Ha poboTy, aje He OYB NPpUHHATHI. ByRawoTs cripobu cCKOMIIPOMETY-
BaT¥ aAMiHicTpaliio IiANpUeMCTRA, 10 BIAMOBUIA I'POMAISTHUHOBL
B IPUAHATTI HA PoBOTY, CKarKIMO, 3 3aly4eHHAM 3ac0o0iB MacoBoi iH-
dopmalrii, Koau MyCyIOThCA TREPIKEHHA HIOHUTO MaJi Miclle CIIpoou
BHUBIZATH KOMEPIIAHI TaeMHHUI iy uac odopMIeHHA Ha PoboTy 3
BKAa3iBKOIO Ha HiAIIPHUEMCTRO, e IIe BIAOYyBaIocs.

st 30upaHHsA BioMOCTel PO KAHIUAATIB PEKOMEHIYEThCA 3a-
CTOCOBYBATH TaKl METOIM: OIIUTYBAHHS, AHKeTYBAHHS, I[1J1bOBIi Oeci-
I 3 0cO0aMU 34 MicIleM IIPOKUBAHHSA, IHTeJEeKTYalbHI IICUX0JI0TiY-
Hi TecTH, aHKeTHI TecTU Yy BUIALAL onUuTyBaJdbHHKiIB. Hwumi
cuemiasicTy (ICUXO0AHANITHKH) B3aCTOCOBYIOTH CTAHIAPTU30BaHi
IICUXOMIarHOCTHYHI METOIUKM, K1 JO3BOJIAKTL BUSABUTH IICUXO0JIO-
riufi ocobJIMBOCTI, BIACTHBOCTI XapaKTepy, peakiil inguriga sa pis-
HUX yYMOB, pPiBeHb iHTEJNeKTY, CXUJIBHICTH A0 IIBHUAKOI 3MiHM Ha-
CTPOIO TOIO. 3a PEe3yJIbTATAMH TeCTYBAHHS MOKHA CKJACTU JOCUTH
TOYHUI IICUXOJOTIUHAHA HmOpTpeT ocobucrocTti. Hacrimie iHIINX BU-
KOpucTOBYeThCA 16-(hakTopHUIT ocobucTicuuil onuryBaabHuk P. B.
Kerrena (16-PJI0).

Cay»x0010 Oe3IIeKH IpU OpraHisaiiil podoTu 3 0(popMIIEHHS SOIIyC-
KY IO KOMEpPIIiIiHOI TAEMHUIII 3aIIpPONUIyEThCA IIcuxXxoaHamiTuk. IIix
yac TecTyBaHHA 3a momomororo 16-PJIO Kerrena ocobi, sxa BUIIPO-
0OBY€ETBHCSI, BULAECTHCA peecTpaliiinmii 6jaHK i Gpormrypa, Io Mmic-
TuTh 187 nuranp — CTBepI:KeHDb (Ha MPaKTHUIll IX HepiaKo samimse
BifmoBimHa Komir'roTepHa mporpama). Ha KoskHe IHMTaHHS MOKe
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OyTH TiIBKM OAWH i3 TPHOX 3aIpPOIOHOBAHMX BapiadTiB Bimmosimi
(GinpiricTs i3 HUX: TaKk — Hi, BueBHeHu# — Hi). “Ha Buxomi” mpo-
rpama n03BOJIs€ oTpuMaTy rpadiuamii npodigb ocobucTocTi obcTe-
JKYBAHOTO 1 TEKCTOBHUI MaTepiaJ 3 OIMCOM XapaKTepHUX 0COOMCTic-
HUX 0COOJIMBOCTE.

IlpamniBEuK, Ha AKOr0 OQOPMISETHCA AOMNYCK OO0 KOMEpPIIiIiHOI
TAEMHUILI, Ma€ B3ATH 3000B’sI3aHHA IIPO i HEPO3TOJIOIIEHH, a Ta-
KOJK IIOIePeIKeHHA-3000B’ A3aHHS IIPO HEPO3TOJIOMIeHH S KOMEPI[ili-
HUX CEKpeTiB IIiciasd 3BilbHEeHHSA. 3MICT I[bOT0 3aXO4y IIOJAra€ B
TOMY, 100 CTBOPUTH IOPUAMYHI rapaHTii IJs IOIepelsKeHHs IIif-
IPUEMCTBOM MOYKJIUBOI'O BIITOKY KOMePIIIHHOI TaeMHUIII] 10 KOHKY-
PeHTiB uepes KOMHUIIHLOIO CIIBPOOITHHKA, 1 OTPUMATH IIPABO HA Bix-
IMIKOAYBAHHSA IIUM MPAIiBHUKOM MATeplaJlbHOT0O YU MOPAJbHOTO
30MTKY y BHIAAKY PO3TOJOINeHHA KoH@iZeHIiHOI imdopmarrii.
Cain 38aBHAYUTH, 100 OIAXIT J0 IIONepelKeHHs MOYKJIUBOTO BiITOKY
KOMEpIifiHOI TaeMHUIII UYepe3 KOJHIIHBOIO CIiBPOOITHHEKA,
BimiOpaHHs y HBOrO IOIepelKeHHA-3000B’A3aHHA He CYIIepPeduuThb
amicty ct. 34 Koncruryiili Yrpainu i “IlonosxenHio npo Komepiiii-
HY TAEMHHUITIO IiAIPUEMCTRA 1 mpaBuia ii 36epiranasa”.

Bcei xoMmmoneHnTH oprasisamii SiAIbHOCTI I[0L0 30€pekeHHsa Bif
BiZITOKY BimoMocTell IIpo KOMEPIIHY TaeMHUIIO IepebyBaloTh IIij
BILIMBOM 30BHIIITHBOT'O CEPEIOBUINE, & TOMY MAOTh SMIHHUHA XapakK-
Tep, TOOTO MOYKYTh 3MIHIOBATH CBOI IIapaMeTpH 4u cTaH y daci. Ba-
JKaHUI pesyabTarT — 30epeskeHHA KOMepI[iiHOoI TaeMHUIN IIigmpu-
eMcTBa 0Oararo B YOMY BaJIeKHUThb BiJi YMOB 30BHIIIHBOrO i
BHYTpilIHBOro cepemorumia. Opramisamiiina cucrema, 1o 3abesie-
yye 30epeskenHd KOMepIiHHOI TAaeMHEUI i AIIPHEMCTBA, TIIBKH TOML
e)eKTUBHA, KOJIU BIAEThCA 3’ eIHATH 11 ifcucTeMu (UACTUHY) B €41~
Huit mexanisMm. [ToTpebu 30BHIIIHBOrO cepeloBUId MOKYTh BU3HA-
yaTy 3aco0M Ui 00MeKYBATH JiAIbHICTE 3 JOCATHEeHHS opraHisaiii-
HOIO CUCTEMGIG CBOEL METH.
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2.3. Po3pobrenna cucmemu 3axucmy ingopmayii
3 obmescenum docmynom, wo modxce oymu
npedmemom Komepyilinoi maemnuyi cy6’ekma
20cn00apr6aHHA: MEeXHON02IYHUL
i memoduuHuil acnekmu

IIpaBoBe pery/oBaHHS CYCIIIbHUX BigHOCHH y cdepi 0XOpoHHU
KOMEPIIifiHOI TaeMHMUILI mependadyac yCBiLoMIeHHA cy0’ eKTaMu Ipa-
Ba BJIACHOCTi Ha KOMEPIiMHYy TA€MHMI[IO CBOIX IpaB i 000B’A3KiB, y
AKUX BiIOMBAaETHCA IeprKaBHa BOJIA Y BULJIALL BUMOT — 000B’A3KiB i
IO03BOJIiB — mpaB. MexaHisM IIpPaBOBROTO PeryJaOBAHHSA IIPABOBUX
BiJHOCUH 3 MHUTAHL 3aXUCTY KOMEPIIIAHOI TAeMHUIII BKJIOUAE TaKi
eJIeMeHTH, K IPABOB1 HOPMH, ITPABOR] BiIHOCUHN, TPAROBA BiATIOBI-
JaJIbHICTh, IPABOBA cBimoMicTh Tomo. Cy6’eKTH IpaB BIACHOCTI Ha
KOMEPITifHY TAaEMHHUIIO TAK Y iHAKIIIE PearyioTh HA BUMOTH Ta 03-
BOJIH, IIIO0 MiCTATHCA B HOPMAaX IpaBa. Po3raagaouu JaHUH acleKT,
He MOJKHA He BKA3Z4ATH HA MOKJIMBICTH TAKKX cy6’€KTiB caMOCTifHO
3miTiCHIOBATHU TIeBHi il IIOM0 3aXUCTY KOMEPIIifHOol TaEMHUIII, a Ta-
KOJK BuUMAaraTtu (y 3B’ 43Ky 3 VKJIAJEHOI YTOA0I0) MeBHOI MOBEAiHKY
Bif iHIINX 0cib, AKi B3AMM Ha cebe JoroBipHi 30008’ A3anHAa 36epira-
TH B TAEMHHUIII IIepegaHi IM BRiZOMOCTI.

Ciinm BpaxoByBaTH, 1110 MPABOBUI CTATYC BIACHUKA KOMePIIiliHOl
TAEMHUIII BHU3HAUEHUIN B3aKOHOM, BIH XapaKTepusye CTAaHOBUIIE
cy0’€eKTiB IIpaBa BIACHOCTI HA KOMEPIIAHY TAEMHUIII0 CTOCOBHO Iep-
JKaBW, 11 opraHig, inmux oci6. HomineHo v 38’ A3KY 3 IIUM 3BEPHYTHU-
Cs 10 BUBHAUEHHS [IOHATTSA cy0 €KTUBHe mpago. Bimomo, 1110 11e € 3a-
OeslmeueHa 3aKOHOM Mipa MOMKJIMBOI IOBEJIHKM TI'DOMaSAHHHA UM
opragisariii, cipaMoBaHOI Ha JOCATHEHHS ITijeli, IOB’d3aHUX i3 3a-
IOBOJIEHHSIM iX 1HTepecig.

IIurtamua komIeTeHHil gep:kaBHUX OPraHiB, III0 B3AiHCHIOIOTH
IpaBOBe PEeryaI0BaHEA B cdepl 0OXOPOHU KOMEPIiHHOI TAEMHUIII, Ie-
JaJIi uacriime BXOAATH B OpPOITY iHTepeciB KoMepIiiiiHOro mpasa.
YTOUuHNMO eTHMOJIOTiI0O CJIoBa KOMIIETeHIIis [gaT. competentia —
IpUHAJNEeKHICTh 3TiJHO 3 MPaBOM] — IIe KOJIO ITIOBHOBA’KEeHb MEeBHOIL
ycraHoBu um ocobu. ¥ Ilocramosi Bepxosmoi Pamgm VYxpainm Bing
16.01.97 p. Ne 3/97-BP i3 sminamu, BHeCeHUMH y BimmoBimHoOCTi 3
3akonom Bix 21.12.2000 p. Ne 21 7-I1I “IIpo KoHITenIifo (OCHOBH Jep-
JKaBHOI HOJITHKM) HaIioHAJIbHOI Oe3nexku YKpaiunu” 3asHaueHi oc-
HOBHI MOKJIMBi 3arpos3u HaIliOHAJIbHiNM Oesmerni YKpainu B HaliBask-
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auBimmx cdepax IKUTTENIAIBHOCTI, cepenl HuUX 1 “BigTik”
iH(popmMmarii, 110 CTAHOBUTL AePrKaBHY UM iHINY, ImepeadaueHy 3aKo-
HOM, TAEMHHUIIIO, & TaK0K KOoHQimeHIIiliHY iHpopMaIliio, SIKa € Bjac-
HicTIiO mep:kaBu [65].

Cray:xba Oesmexku YKpaiHm BiAIIOBiZHO O CBOIX OCHOBHHX 3a-
BIaHb 3000B’A3aHa: OpaTy y4acTh y Po3po0Ili Ta 3aificHeHH] 3aX0/iB,
IO CTOCYIOThCS 3aXUCTY ePsKaBHUX TAEMHUILL ¥ KpaiHU, CIPUATH,
B IIOPALKY IIepea0daueHoMY 3aKOHOZABCTBOM, IIiIIIPUEMCTBAM, yCTa-
HOBAM, opraHisamiam i migmpmeMiAM y 30eperkeHHi KoMmepIiriiiaoi
TAEMHUILI, PO3TOJIOIIEHHS TKOI MOYKe 3aBIATH IITKOAY JKUTTEBO BasK-
JUBUM iHTepecaM Y KpalHU.

o moBHOBaKeHb CBY HaleXUTh HOJAHHSA OPTaHaAM JePyKaBHOTO
yupaBIiHHEA 000B’A3KOBUX [JIA POBIVISALY IIPOMO3UIA, IO CTOCY-
IOThCS IATAHb HAIOHAJBHOL Ge3lleKn YKpPalHW, ¥ TOMY YHCJIL Ipu-
3yNUHEHHsS Po00TH, OB’ SA3aHOI 3 NepPrKAaBHUMU TACMHUIAMU, SKa
3IiMCHIOETHCSA 3 TOPYIIEHHAM BCTAHORJIEHUX IpaBu (cr. 25 1. 2 3a-
KoHy YEKpainu Bix 25.03.92 p. Ne 2229-XII “IIpo Cny:x0y Oesmexu
Yxpaian”).

IIpaBo KOHTPOII 3a 3MIACHEHHAM IIIAIPHEMHUILKOI JiAIbHOCTL
B c(epi kpunrorpadiudoro saxucty indopmanii nagane [lemapra-
MEHTY CIIeIlaJbHUX TeJeKOMYHIKAIIHHUX CHCTEeM 1 8aXUCTy iHDOP-
marii Cb Ykpainu, a rakosk Jlimenziniuiin nanari Yepaiau (Iactpyx-
Iiga mpo yMOBK 1 I[IpaBmjia IPOBAlKeHHS IIANPUEMHUIILKOI
IistapHOCTL (JrineHsiiini yMoBH), [I0B’s3aHOI 3 PO3POOJIEHHAM, BATO-
TOBJIEHHSAM, BBe3eHHSAM, BUBE3eHHAM, peasisallielo Ta BUKOPUCTaH-
HAM 3ac00iB Kpunrorpad@iyHoro saxucTy iHgopmaiii, a TaKkox 3 Ha-
TaHHAM IIOCAYyr 13 KpuntorpadidHoro saxucty imdopmarnii, Ta
KOHTPOJIb 34 IX HOTPUMAHHAM: 3aTBep/keHo Hakazom Jlimeusiitnol
nanatu YKpainu Ta JlerapTaMeHTy cHelialbHUX TeJleKOMYHiKaIiii-
HuUX cucTeM 1 s3axucry indgopmarii CBY Vxkpainu Big 17.11.98 p.
Ne 104/81).

3rigao 3 IHCTpyKIli€ro, [0 peryJjoe yMOBU i IIpaBuJja IIPOBal-
JKeHHS MIiIIpPUEMHUIbKOI isfabHOCTI B c(epi Kpumnrorpadiumoro
s3axucry iHdopmairii, cyd’eKTH, Ha AKNX HOIINPIOETHCA Mid Iiel imc-
TPyKILii, 30608’ sa3aHi:

e IOIYCKATH CIIiBPOOITHMKIB ['0JI0BHOTO yIIpaBIiHHA KPHUIITOI-
padiuHOro 3axmCTy i POBBUTKY CIeIiaJbHUX TeJeKOMYHiKa-
mitHUX cucreMm [emapraMeHTy, AKi MalOTh BiJIOBigHI ITOBHO-
BasKeHHs, II[0 CTOCYIOThCSI KOHTPOJLHUX (PYHKILil, Ha CBOIO
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TepuTopiro i 3abesmeuyBaTu IX Bciero HeobOXximHOMO iH(MOpMAa-
miero;
o meBiakgamuo inpopmyBaru [lemapramenT mpo O0yab-aKi oocra-
BUHU, BUKOPUCTOBYIOUHN AKi 3arikasiieHi cTpykTypu (ocobm)
MOJKYTh HECAHKIIIOHOBAHO OTpHUMATH iH(OPMAIil0 IPo pobo-
TH, 110 MAIOTh CEKPETHUN Y KOHPiAeHIIiHNIT XapaKkTep.
OxpiM KpunTorpad@ivHoro 3axucTy, HiAIPUEMHUIIbKI CTPYKTYPHU
3a JOTPUMAHHS IIEBHUX YMOB i IPaBUJI MOXKYTh 3IiICHIOBATU AiAb-
HicTb y cdepi TexHiUHOrO 3axuceTy iHdopmarii [11]. PyHKIii KOHT-
PoOJIIO 3a AOTPUMAaHHSAM YMOB i IIPaBUJI IIPOBAKEHHS BiAIIOBIZHMX
Iili om0 TexXHiuHoro saxucty iHdopmamnii nmoxknaamedi Ha I'omoBHe
YIPaBIiHHA TEXHIYHOTO 3aXUCTy iHQopMalii neoro »x /lemaprameH-
Ty CBY i Yupasainua KoHTpoabHOI po6oru JlineHnsifinol majaarTu.

Heo6xifmHo YiTKO PO3PISsHATH TaKi MOHATTA, AK “BIPOBAIKEHHSA
CHUCTEeMH TeXHIUHOT0 3axXucTy indopmaiii” i “kpunrorpadiuamii sa-
xueT ingopmanii”. Ilixg BOpoRajkeHHAM CHUCTeMU TeXHIUHOTO 3a-
XHCTY indopMaIii posyMilOTL BReJEHHA B A0 pO3po0IeHol cucTeMu
TEeXHIYHOTO 3aXHCTy iH(popMaILil Ha KOHKpeTHOMY 00’ eKTi iHpopMma-
MifiHOI MiANBHOCTI UM B KOHKPeTHIN iHQopMamiiiHii cucremi. [o-
PEeYHO HATOJOCUTHU, 10 3a0e3leYeHHs IIePeBiPKY JOCTATHOCTI piBHA
3aXMIITEHOCTi iHdopMmaIliil B ingopMaliiiHii cucTeMl HIIAXOM ii aTec-
Talii uu eKCIepTUsU TAKOXK BXOAUTH B Iepelik QyHKIIINH 3 BIPOBaI-
Keuusa. Kpunrorpadgiuauii saxuct indopMallii — me BUL 3aXHUCTY,
0 peasidyeThcA 3a AOIIOMOIOK IEPEeTBOPEHb iHMopMAaIlii 3 BUKO-
PUCTaHHAM CHeIllabHUX JaHUX (KJIYOBUX AAHUX) 8 METOIO IPUXO-
BaHHA (UM MTOHOBJIEHHA) 3MicTy iHGOpMAITil, TiaATRepIKeHHA 11 mitic-
HOCTI, ImijgicHOCTi, aBTOpPCTBA 1 T. 1H.

Koawm #igeTbes ipo mpaBa 1 KOMIIETEHITIIO YUACHUKIB IIpaBOBiTHO-
CUH y c(pepi KoOMepIiHOI TAeMHUILI, TO CJIiJ BUXOIUTH 3 TOTO, II10:

e MiAIPUEMCTBO CAMOCTIHHO BHU3HAYAE€ KOMEPILilHI ceKperu i
IIOPALOK iX BaXUCTY;

e KabOimer MimicTpiB YKpaiHu BuU3HAUa€ BiZoMOCTi, 1[0 HE MO-
JKYTh CTAHOBUTHU KOMEPIIiHOI TAEMHNII;

o Bepxosua Paga Ykpainu cTBOpO€ BiAHOBiAHY 3aKOHOIABUY
0asy 1040 3aXMCTy KOMEPI[iAHOI Ta€MHMII].

¥V BigmoBigHOCTI i3 3aKOHOZABCTBOM IIiAIIPHMEMCTBO MOKe 31ilic-

HIOBATY TiJIbKU Ti BUAM NiAJBLHOCTI, 110 00YMOBJIEHI B OO0 CTATYTI,
TOMY B HbOMY JONiJbHO 3a()iKCyBaTH IIOJOKEHHS IIPO Te, IO IIij-
IPHUEMCTBO Mae€ IIpaBo: Kjacudikysaru iHdopmalliio, 1o momy Ha-
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JEeXKHUTh, IK KOMEPI[iHY TAEMHHII0; BU3SHAUATHU II€PeJIiK TaKuX Bi-
IoMmocTel, iX o0cAr, a TaKoK IOPSAJOK 3axXMHCTy 1 s0epiraHHsd.
BBaskaerbces, 1110 caMe KePiBHUKY UM BJIACHUKY IIiAIIPUEMCTBA, CJIil
OpuiiMaTHy PillleHHs IPO BUKOPUCTAHHSA BijoMOCTell i BUBHAUATH OC-
HOBHI HaIIpsIMu AisiIbHOCTI CTOCOBHO 3aXMCTY TAaeMHOI iH(popMmairii.
115 ix KommereHIliss mae sHalTu BigdourTs y CraryTi.

BaxkinBo TakoK 3a3HAUMTH, XTO Ma€ IIPaBO BUMAaraTu BiI cIiiB-
POOITHMKIB BUKOHAHHS BCTAHOBJIEHUX HA IiAIPUEMCTBI MOPAAKY i
npaBuI 30eperkeHHsa KOMEPIiiHOol TaeMHUIl (IPU3HAYAETHCA OMUH
i3 3acTyNmHMKIB KepiBHMKA migmpueMcTBa ab0 KEepiBHUK SKOIO-He-
Oynmp migposainy).

IIi monosxenHnd, sadikcoBani B Craryri, 1a0Th IPaBO:

® BHUMAraTH BiJ IepP:KaBHUX 1 CYJOBUX OPTaHIB 3aXUCTY iHTEpe-

ciB mignpueMcTBa;

® BKJIIOUATH y BCl BUAM KOMEPIIHHHX OTOBOPIR BHMMOTH, III0

CTOCYIOThCA 3aXUCTy KOH(pigeHIIilTHOI iH(popMaIrii;

CTBOPUTH BJIACHY CIAYKOY OeslleKn;

BUJABATU JOKYMEHTH BHYTDPIIIHBOTO KOPHUCTYBAHHSA 3 IIUTAHDb
3a0esileueHHA 30eperKeHHs] KOMepPIiiHOI TA€ MHUII].

Iadopmalrig, 110 CTAHOBHTh KOMEPIIAHY TAE€MHHUIIIO, IPHUPiB-
HIOETHCS B IPABOBIIHOCHHAX 10 MAHA 1 3aXUIAE€TECA 3aKOHOLABC-
TBOM fAK IIPABO BJIACHOCTI HA MAWHO 1 B TOMY K IopAAKy. Tomy y Bu-
nagKy BifiTOKy iHGopwmalil miaOpueMcTBO Ma€e IIPaBO BUMAaraTu
BIIIIKOAYBAHHSA €KOHOMIYHHUX BTPAT, 3aBIaHUX HOMY KOHKypeHTAa-
MU 4# IepcoHaom [64].

¥V BigmorigmocTi g0 nmocranoBu KabGimery MinicTpiB YKpainu Bifg
09.06.93 p. Ne 611 “IIpo mepersik BimoMocTel, SKi He CTaHOBJATD
KoMepIiiiHol TaeMuni”, mignpueMcTBa 30008’ A3aH1 HagaBaTH IIi Bi-
IOMOCTi OpraHaM Aep>KaBHOI BUKOHABYOIL BJaJl, KOHTPOJIOIUYUM i
IIPABOOXOPOHHUM OPraHaM, IHIMUM KPUIUIHAM 0co0aM BigmoBigHO
IO IiI0UOro 3aKOHOJaBCTBa Ha ix Bumory [9].

Ilepeiimemo Temep [0 POIIIALY NeAKUX aKTyaJIbHUX MUTAHb TEO-
pii, a came THuX, 1110 € BUSHAYAJIbHIMU B CTBOPEHHI CICTEMU 3aX0MIiB
II0L0 IIPABOBOTO B3aXMCTY KOMEPIiMHOI TaeMHUII IIigIpHEMCTBA.
Hacammnepen ciig synnHUTHCS Ha HO3BLIbHiI cucTeMi TOCTyHIy CIIiB-
POOITHUKIB migIprueMcTBa, OPTraHiB Aep KaBHOI BIaLM i yIpaBIiHHA,
ayIUTOPCHKUX CTPYKTYP, YKPAIHChKUX Ta 3aKOPAOHHUX TIapTHEPiB,
KJi€HTiB, KOHTpPareHTiB, KOHKYPEHTiB A0 iH{opmarii, 110 oxopo-
HAeTbcA. OCKiJIbKH CcHCTeMa 3axXHCTy Oep:KaBHOI i KoMepIliiiHoi
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TaeMHHUILI 0a3yE€ThCs HA OMHAKOBUX IIPUHIINIIAX, IIPOTE MAa€ CBOI IIpa-
BOBi 0CO0JIMBOCTi, TO BaXXJIMBO YCBiZIOMHUTH OpraHisalifiHo-IIpaBoBi
acmeKTu pob0oTH, MOB’S3aHOI 3 OTPUMAHHSAM 03BOJIY Ha TOCTYII IO
KOMEePIIifHOI TaEMHUII].

V cBiTai BUKJIaZeHOro HeoOXilHO BUBUYATH IiAJBHICTL THUX IIin-
IPUEMCTB, YCTAaHOB, OpraHizaiiii, MailHO AKUX He € AepP’KaBHOIO
BJIACHICTIO, a YIPaBIiHHSA 3ilICHIOEThCA HA IIiICTaBi IpaB BIacHUKA
IIIO0 TOCIIOLAPCHKOr0 BUKOPUCTAHHS CBOIO MaliHA 1 IPUHITUIIIB ca-
MOBPAIYBaHHSA TPYAOBOTO KOJIEKTUBY.

3aKOHOZABCTBOM Y KpalHM Ccy0’eKTaM HPUBATHOIIAIIPUEMHUIb-
Kol c(hepu eKOHOMIKH, IO He 3aJyYal0ThCA J0 BUPIIIeHHS 3aBIaHb
0e3IeKHr IeprKary, JAaHO [IPARO BCTAHOBJIIBATHY B IHTepecax 3abesire-
yeHHA 30eperkeHHs KOMePI[IAHOI TAEMHHUIIL BIAACHI CUCTeMU 3aXO0/iB
CTOCOBHO 3aXHCTY KOHQiAeHIIifIHOI iHGQopMaIrii.

HOpuarune o6r'pyHTYBaHHS Yy 3aKOHOIABCTBIL [IpaBa HigIIpHUeEMC-
TBa Ha KOMEPILIiHY TA€MHHUIIO Ta 11 s3axucT 6asyeTbed Ha KoHCTHTY-
il YVkpainu i paai iHIDUX HOPpMATUBHUAX aKTiB. 30KpeMa, y Koucru-
Tyuii Yrpainu (IpuiiHATIR Ha i1’ aTii cecii Bepxorol Pagu YKpainu
28 uepBHaA 1996 p.) nbOMY IHUTAHHIO IIPUCBAYEH] cTaTTi 32, 34, 41,
42, 54; 3asHaueHe IpaBo 0asyeThed Takoxk Ha ['ocrmomapebkomy Ko-
nekci Yrpaiau (16.01.03 p.), Ha 3akoHax YKpaiuu: “IIpo BiracHicTs”
(07.02.91 p. N2 697-XIII), “IIpo 6anku i GAaHKIBCBKY AiAJbHICTB”
(07.12.2000 p. Ne 2121-XIII), “IIpo imdopmamirn” (02.10.92p.),
“IIpo saxwmcr Bixm HegobpocoricHol kKoHKypeHiii” (07.06.96 p.
Ne 236/96-BP), “IIpo 30BHIITHEOEKOHOMIUHY AifgnbHiCTE” (16.04.91 p.
Ne 959-X1I), “IIpo maykoBo-tTexHiuny iHdopmanin” (25.06.93 p.
Ne 3322-X11), “IIpo rocmogapeski Torapuctia” (19.09.91 p. Ne 1576-
XII), “IIpo pepsxaBHy TaeMHEAI0O” (21.09.99 p. Ne 1079-X1V), “IIpo
Cuyx0y 6esnekn Yrpainu” (25.03.92 p. Ne 2229-X1I), “IIpo pexxum
iHosemHoro inBectyBauHHa” (19.03.96 p. Ne 93/96-BP), “IIpo oxopo-
HY [IPaB Ha BUHaxO4u i KopucHi mogeni” (15.12.93 p. Ne 3687-X1I),
“IIpo oxopony mpaB Ha ImpomucJioBi 3pasku” (15.12.93 p. Ne 3688-
XII), “IIpo crpaxyBamus” (07.03.96 p. Ne 85/96-BP), “IIpo HayKoBYy
i HaykoBo-TexHiuny nmigabHicTh” (01.12.98 p. Ne 284-XIV), “IIpo
OyxrajaTepcbKuii o00yik Ta ¢iHaHCOBY 3BiTHicTE B YKpaimi”
(16.07.99 p. Ne 996-X1V), “IIpo sB’sa30x” (16.05.95 p. Ne 160/95-
BP), “IIpo HamiomanpHy mgemosuTapHy CHCTEMY Ta OCOOJHBOCTI
€JIeKTPOHHOI0 00iry IiHmHmX mamnepiB B YKpaimi” (10.12.97 p.
Ne 710/97-BP) ra iH.
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OrpuMaHHA 40O3BOJY Ha ZOCTYH A0 iH(opMallii, 1110 0XOPOHIETH-
cs, IIOBMHHO 6asyBaTucsa Ha ONpuHIUI “Heobximuo smaru”. IIpaso
€KOHOMIUHOI CTPYKTYpU HA KOMepPIIiliHy, HiATPUEMHUIBKY Aifjib-
HicTbh, HA pobOTYy 3 iH(GOpMAaIlieo, 1110 ¥ BiATIOBiAHOCTi 3 3aKOHOAABC-
TBOM YKpaiHu Moske OyTH BigHeceHa .m0 Kareropil “Komepriiiina
TAEMHUILSI’, HeOOXiZHO IOpUANUYHO OPOPMUTU BiAMMOBIZHUMU LOKY-
MEeHTaMH! y BCTAHOBJIEHOMY MOPAAKY. TilbKY IIicsia BHECEHHSA HE00-
XiZHUX OTIOBHEHBb B YCTAHOBUYI Ta iHIII JOKYMeHTH, (h)OPMaJIbHO Ha-
JaHe IiANPHEMCTBY IIPABO Ha KOMEPINHY TAEMHHUIII0O MOXKe OyTu
peaizoBaHe IIpaKTHUUYHO. S30KpeMa, MOBUHHI OyTHu 3adikcoBaHi mo-
JIO}KEHHS IIPO Te, M0 IiAIPUEMCTBO Ma€ IIPAaBO Ha KOMePI[iIHY TaeM-
HUIO 1 opranisaiito ii saxucty. K npaBuso, MOPAKLOK 3aXUCTy iH-
dopmariii, 10 MiCTUTh KOMEPIIAHY TAEMHUII0, BUSHAYAE KePiBHUK
migmpuemMcTRa. I[loOKyMeHTaMI, B dKi BHOCATH BIAMMOBiAHI TOTTOBHEH-
HSI, MOXKYTh OYTH: CTATYT, YCTAHOBUUI MOTOBipP, KOJIEKTUBHUMN mO-
TOBip, IpaBMJIa BHYTPIMIIHBOTO TPYLOBOTO PO3MOPAIKY. A och IToJo-
JKEHHS IIPO0 KOMEepIIiNHY TA€MHHIIO 1 mpaBumiaa Ii 30epeskeHHsS He
HAJIeKUTD [0 YCTAHOBUUX AOKYMEHTIB MiATPUEMCTRA.

Y Bigmomimnocti 3 Kogexcom 3akonis ipo Ilpamio Ykpainu i 3a-
KoHOM YKpainu “IIpo xomerTusHi gorosopu Ta yrogu” (01.07.93 p.
Ne 36) KOIEKTURHUI AOTOBIP MOBUHEH VKJIAJATUCA MiXK BJIACHUKOM
TiATPUEMCTRBA YU YIIOBHOBAXKEHNM HUM OPTAHOM 1 TPYLOBUM KOJIEK-
TUBOM He3aJIe:KHO BiJl )OpM BJIACHOCTI 1 TocmomaplOBaHHSA, AKi BU-
KOPHUCTOBYIOTH HafiMaHy mpalffo i MarTh Mpaka IOPUIANUYHOI 0COOM.
Huni smicT KoIeKTHBHUX HOrOBOPIB 3HAYHO POSIIHMPHUBCSH, N0 bara-
THhOX 3 HUX BHECEHI MOJOoXKeHHd, 10 CTOCYIOThCcA 3abesmeueHHA 30e-
peskeHHA KoMepIlifiHol TaeMHUIL. JlOKIamgHO BUOKNCAHO HOPAIOK
poboTu 3 KoMepTiifiHoK iHGopMalielo, BU3HAYAIOTHCA B3AEMHI
3000B’A3aHHA aAMiHiCTpaILil i KOJIeKTHRY CHiBPOOGITHUKIB, BCTAHOB-
JIeHO BiAMORIZANBHICTE 3a HEJOTPUMAHHA PEKUMY PoGOTH 3 KOMEp-
IIiAHOIO TAEMHUILEIO.

Ocob6smBa poJib KOJEKTUBHOTO IOTOBOPY B IIPABOBOMY PEryJro-
BaHHI IIPABOBiHOCHH, II[0 BUHNKAIOTL ¥ 3B ABKY i3 3a0e3IIeUueHHAM
30epekeHHsT KOMepI[ifiHOI TaeMHUIIi, IMOJATae B TOMY, IO HA aji-
MiHmicTpaltito mOKJIamaeTbcAd 000B’A30K 3a0€3IeunTy HaBUAHHSA
TpalliBHUKIB, AKi MalOTh CTOCYHOK A0 KOH(pimeHIifiHOl iH(popMAaIrii
HigIIpueMcTBa, HEOOXIAHMMM IHCTPYKI[IAMH 1 METOAWUYHHMH Ma-
Tepiamamu.
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HopmaTuBHI 110JI0KeHHSA, YV SKUX BCTAHOBJIIOETHCSA BiAIOBigaIb-
HiCTB 3a IOPYIIEHHS HOPALKY POOOTH 3 KOMEPI[IMHO TaEMHUIIEIO,
IIOBUHHI pO3po0aATHCA agMiHicTpaIliero B MexKax HaJaHUX iii mIpas,
HaOpUKJIal, IPUTATATH IOPYIIHUKIB 4O AUCIIUILIiHAPHOI Bixmosi-
JAJIbHOCT1 MOKHA TiIBKK B IOPAAKY, nependoauenomy K3ull Ykpai-
uu. Kpim Toro, B 3micTi morosopy moBUHHO OyTH IepenbauyeHo HaB-
YyaHHA IIepCOHAJly IIpaBMJaM BeJeHHs pobirT, I[oB’A3aHUX 3
KOMEPIIiiiHOIO0 TAEMHUIIEO.

3a CBOEIO CYTHICTIO cHCTeMa B3axXUCTy KOMEepPIiNHOI TaeMHMUIL
BiZpisHAETHCA BiJl CUCTEMU 3aXUCTY Aep:KaBHUX ceKkperis. IIpu pos-
TOJIOITIIEHH] AepPKaBHOI TAEMHUIL MaTepiaibHa YU MOPAJbHA IITKOLA
3aBIaeThCA Aepsxaii. AKIno K BiATIK iHGopMallil Mae Mmiclie 3 BUHHI
[IpaliBHUKA MiAIIPUEMCTBA, TO eKOHOMIYHA IIKOLA 34BIA€THCA 0€3-
IMocepeIHbO TPYILOBOMY KOJIEKTURY, 1 34 IIEBHUX YMOB IIiJIIPUEMCTBO
Moxke 30aHKpyTyBaTu [69]. BeranorieHl v KolleKTUBHOMY JOr0OBOpPi
3arajbHi yMOBU pOOOTH IIEPCOHANY 8 KOMEPIIAHOK TAEMHUIIEIO CTO-
CYIOTBCS BChOI'O KOJIEKTHRY, a He TIJIbKK THX MPAIiBHUKIB, AKi Ma-
IOTh JOCTYII 10 KoH(igeHiiiHol iHGopMalril. Cy6’ekTu IiAnpueMHMI-
IbKOI HiAJBHOCTI IIOBUHHI 320€3II€YUTH PEXXUM CEKPETHOCTI g yac
BUKOHAHHA Po6iT, HOB’A3aHHX 3 HepP:KaBHOIO TAaEMHHUIIeK. Bigmosi-
JaJIbHICTh 3a PO3TOJOMIeHH AePKABHOTO CeKpPeTy Hece caM MIpalliB-
HUK, a iHKOJU 1 H0oro KepiBHUK, SKHH HEJOCTATHHO KOHTPOJIIOBAB
Horo gidgapHICTE.

IIpaBo migmpmemMcTBa, TOCIOZAPCHKOTO0 TOBAPHUCTBA BHMATATH Y
CYDOBUX OPraHIiB BIIIIKOAYBAHHSA II€PCOHAJIOM YA KOHKYpPEHTaMU
IIKOAY i 30MTKIB y BUIIAAKY BIATOKY 38 IX BUHHK KOHQIIeHIiNHOI KO-
MepIiiiHoi indopmMalili BUHMKAE TiNBKHA 34 HASBHOCTI B CTATYyTi Ta
YCTaHOBUYOMY AOTOBOPI FOPUAMYHO BU3HAYEHUX IIi/ICTAB 1 YMOB.

IlignpremcTRBAa, 1[0 CTBOPIOIOTHCA i JiIOTh HA IIiJCTAR] YCTAHOBUYOIO
JIIOTOBOPY 1 HEe MAIOTh CTATYTY, 3aKPIILIIOIOTh Y HBOMY HaZlaHe 3aKOHOM
IpaBO HAa KOMEPI[iTHY TAEMHUIIO IIJISIXOM BHECEHHS BiAIIOBiIHMX
HOPMaTUBHUX II0JOKeHb. Ciig HaragaTu, IO IiAIPHEMCTBa MaiOTh
IpaBo Ha HOOPOBLIBHUX 3acamax 00’e€IHYBATH CBOIO BUPOOHHUUY, KO-
MePIiHY AisJIbHICTD, AKIIO Ile He CYNepPeunTh aHTUMOHOIIOJILHOMY
3aKOHOZABCTBY YKpainu. Y BiIIOBIZHOCTI 3 Ail0UMM 3aKOHOZABCTBOM
JOroBipHHME 00’€IHAHHAMN MOMKYTh OyTH acolriamii, Kopmopairii,
KOHCOPIIiyMHU, KOHIIEPHHU, YTBOPEHI 3a rajys3eBUM, TePUTOPiaJIbHIM
Ta iHmumy npuninunavmu [66]. B 00’egHanHs migznpueMcTB, 3apeecT-
poBaHuX B YKpaiHi, MOXKYTh BXOAUTH IiAIPHUEMCTBA IHIIINX IePIKaB.
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O0’emHaHHs OiOTHh Ha IIiJICTaBi JOrOBOPY YU CTATYTY, IO 3aTBEpPH-
JKYETBCA IX 3aCHOBHUKAMMU a00 BiaacHuKamu. Ilignmpuemcrsa YKpainu
Ta IHIIIKUX ePKaB, II[0 BXOIATH 0 CKJIaAy OpPraHizaliiHuX CTPYKTYP,
30epiramTh 3a 0000 IpaBa IPUAUUYHOL 0COOM.

Takor0 X Mipo 00I'PYHTOBAHOIO CJIiJl BUSHATHA MOYKJINBICTL OyIb-
SAKOI'0 3aCHOBHUKA BBiMTH B 00’€¢IHAHHA 3 BJIACHOIO CHCTEMOIO 3a-
XHUCTY KOMEPI[iiHOI TaeMHUIi. Bei um psag 3acCHOBHUKIB MalOTh IIpa-
BO CHJIBHO 3AiMICHIOBATH HislJIbHICTh, CIPAMOBAHY HaA 30eperKeHHsd i
3aXMCT KOMEPI[IAHOI TAEMHMILI. 3aKOH A€ 3aCHOBHUKAM 00’ € THAHHS
IPaBo IPUAHATTSA PillIeHHS PO CIiJIbHY BJACHICTh HAa KOMEPIiiHYy
TAEMHUIIO 3TiTHO 8 YCTAHORYKUM H0ToBopoM. IIpu miboMy KosKeH 3a-
CHOBHUK OIIIHIOE TAKY MOMKJIHBICTE CAMOCTIHHO 1 3 mosuii gomiasb-
HOCTI.

3aCHOBHUK YH BJIACHHUK IIAIIPHEMCTBA, SKUHA Mae HaMip 3akpi-
IIATH IPaBO HAa KOMepPIifHY TAeMHUITIO i 3a0e3meuynTy ii 3aXuCT, I10-
BUHEH MAaTH YiTKe YABIEHHS [IPo 3aco0u 1 00MexeHHs, BIPOBAI/KeH-
HA SAKUX V [PAKTUKY MOMKe CIPUSATH I[IOIepPeJKeHHIO BiITOKY
KoH(pimeHiifHol imdopmaliii. 3aKoH Jae MpaBo OPUAMYHINA 0co0i
BYKUBATH 3aXO0/[1B, CIPAMOBAHUX Ha 3a0esledeHHsd 30eperKeHHsT KO-
MEePIiAHOI TaeMHHIM, II[0 Ma€ 3HAUTU BifoOpaskeHHsA B IIpaBUIax
BHYTPIIHBOr0 TPYLOBOI'O POBIMOPANKY, Kl € 000B’S3KOBUMH I
BUKOHAHHSA He JUIIle IIePCOHAJIOM, a i agMiHicTparie. AamiricTpa-
1ig 3000B’a3aHAa:

e CTBOPHUTHU HA IMiAIPUEMCTBL HeOOXiMHI YMOBU I/ JOTPUMAHHS

MePCOHAJOM IOPALKY HOCTYIIY A0 KOHQiJgeHIIiiiHOI KoMepILii-
HOI imgopMmaiil i BHUKOHAHHA BciMa CIIBpoOiTHMKaMM BCTa-
HOBJIEHHX IMPaBHJ 3a0esledeHHs CXOPoHHoCTI imdopmamii 3
00MeKeHUM JOCTYIIOM g0 Hel (BiZoMocTi, 10 CTAHOBJIATH KO-
MEepPLiiHY TAeMHHUIXO i Ti, 10 BiZHOCATBCS 10 KOH(DimeHITii-
HUX);

® MPOBGAUTH PO3’ACHIOBAJIBHY POOOTY cepel epcoHaay, popmy-
BaATH y KOJXKXHOI'O CIIIBPOOITHMKA BHYTPIIIIHE INEePEKOHAHHS B
HeoOXiJHOCTI 3aXMCTy KOMEPI[iHOI TAEMHHUIL i CHCTEMATUYHO
HaBYATH IX TOMY, AK CJiJ 3amobiraTyé MOKJIMBOMY BiITOKY
KoH(pimeHIiliHOI iHGopMaIrii;

e IIPOBOAUTHU IHCTPYKTaXKi IpaIiBHMKIB, MOB’sg3aHUX 3 JOCTY-
noMm go imdopmaiiii, 110 BigjHeceHa 40 KOMEPI[IMHOI TA€MHUILL
uu € KOHQigeHI[ifTHOIO (IIpU 3apaxyBaHHI B IIITAT, 3BiJIbHEHHI
yy IIepeBeleHHi Ha iHITy mocany);
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e BHOCHUTH B MOCAJOBi IHCTPYKIII NpaliBHUKIB 3ammcu IIPO
000B’ A3K M 1100 30eperkeHHsI KOMEPI[IMHNX CeKPeTiB Imiampu-
eMCTBa i 0OOME)XeHHsI CTOCOBHO BHMKOHABIIB, NOIYIIEHUX 10
KOMEPIIiHOI TAEMHMIL;

e po3pobuTH i peanisyBaTy KOMILJIEKC OpraHisalliiiHMx, iHMKe-
HEPHO-TeXHIUHUX 3aXO[iB, CIPAMOBAHMX HA NOMNEPeIKeHHS
BinTOKY KoHGDIimeHIIIMiHOI KoMepILiiiHOi iHdopMmaIlrii, HeiTpasi-
3alLiio 3arpos 6esneKy IifIPUueMCTBa;

e 3IiMiCHIOBATH KOHTPOJIb 3a BUKOHAHHSAM MpalliBHUKAMMU IIiJ-
IPUEMCTBA BCTAHOBJEHUX BHMOI IOAO 30€peskeHHs KoMmep-
IifiHOI Tae MHMIL;

o [PUTATATH OO0 AUCIHUILIIHAPHOI BiAIIOBiganbpHOCTI IpalliBHU-
KiB 3a pOBroJIolleHHA BioMOCTeH, 10 CTAHORJISATh KOMEPILiii-
HY TAEMHHIIO, HOPYIIEHHS BCTAHORJEHOrO MOPAIKY IIOBOJ-
JKeHHsA 3 imdopMaliero 3 o0MexkeHAM JOCTYIOM (BimmoBimuo
nocr. 147 K3ull Ykpaian);

e BIXKMBATH B3axXOMIBR INOJ0 BUSABIEHHS i YCYHeHHS IPUYMUH i
YMOB, IO CIPUSITE BiIBHOMY HOCTYIIY IIEPCOHANY OO Ma-
TepianbHux HOCIIB KoHGizeHIiiHOI iHGopMalrii, BiZzomocTi B
AKVX 3HAUYHOI MipOI0 MEPEBUIIYIOTh HeoOXiJHUI BUKOHABIIO
MiHIMyM.

BHecenHA BUMOT PO HEPOATOJOLIEHHS KOMEPIiHHOI TAEMHUIIL B
npaBuja TPYAOBOIO PO3IOPAAKY € OCHOBHHM OPraHi3yHUUM 3aX0-
nowm. Ileit HOpMATUBHUI BHYTPIIIHINA JOKYMEHT Ja€ IPABO aIMiHicT-
pamii BumMaratu Bijg OpaniBHHKIB Opatn Ha cefe IHCHMOBI
3000B’ A3aHHS IIPo 30epekeH A KOMepI[iAHOI TAaeMHUII].

IITo cTocyeThcA MPABOBIAHOCHH MiXK NMPAIIBHIKOM Ta aaMiHicT-
paiiieio, ToO BOHU J03BOJSIOTE: BUMATATH B CYJLOBOMY IIOPAIKY BiI
HOPYHIHNKA HOPMATHUBHUX IIOJOXKEHb BIAIIKOAYBAHHS I'OCIIOLAPIO-
YoMy Cy0’eKTy 3aBAAHOI0 MATEePiaJbHOTO YH MOPAILHOIO 30UTKY;
mepemaBaTy MaTepiaiu B CJALAYL OPTraHu AJIA NPUTATHEHHS 10 KPUMi-
HAJbHOI BiAmoBimaJabHOCTI 0c0O0M, SAKA PO3roJIOCHJIA KOMEPIIHHY
TAEMHUIIO; IpuiiMaTy BigmoBigui pimrenns za migcrasi K3ull Vk-
painu, ToOTO BIaBATHUCA IO MPUTATHEHHS BUHHOTO J0 JUCIUILIiHAD-
HOI BiZIIOBiIaJIbHOCTi, 3aCTOCOBYBATH CAHKIIII y BUIIAAL I1030aBJIeH-
Hs MaTepiaJbHOI BUHATOPOAM i HABITH 3BiJIbHEHHS CIIBPOOITHHEKA,
SAKHWU BTPATUB AOBIipy.

He O6yap-saxa imdopmarnisa moske OyTy BigHeceHa 40 KOMePI[ifHOI
TAEMHUILI HiAIPHUEMCTBA, OCKIJIbKY IIPUXOBYBAHHSA NeAKNX Bigomoc-
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Tell IHKOJIM 3aBAA€ IIKOAU CYCIILIBLCTBY. 3arajbHOBiJOMO, B OpraHi-
3arii poboru Ha GOHIOBUX OiprKax BeJNKe 3HAUEHHS MAac HAABHICTD
mocTiiiHoi im@opmarlii Ipo eKoHOMiuHe CTaHOBUIIE IIiAIIPUEMCTB,
30KpeMa Ipo IxHi mpubyTKy um 30uTKH. I[1oIimIIeHHs eKOHOMIUHIX
MOKAa3HUKIiB AiAJbHOCTI HiAIPHUEMCTBA € OHI€I0 3 HAWMBAMKIUBIIIINX
YMOB, II[0 3a0€3I1eUyIOTh IIiABUIIeHHA KYyPCY M0Oro akIliii Ha pUHKY 1
BUKJIHNKAaE, AK IIPABUJIO0, aKTUBHIIINI KyniBegbuuii momnut. Tpeba
BKasaTHu, II10 JepsKaBa Mae IIPpaBo 3IiHCHIOBATH KOHTPOJb 3a Hiflb-
HICTIO MiAIPHUEMCTB, Y TOMY UHCJIi i1 IOJZaTKOBHUIi. ¥ BiIOBigHOCTI 3
m. 17 cr. 11 Saxony Ykpaiunnu “IIpo minimiro” opramam minimii Haza-
He IpaBo: “OeslepellIKogHo 1 6e30I1IaTHO OTPUMYBATH Bix migmpu-
€MCTB, YCTAHOBR 1 opraHisamili Hesale:XHO Bifi ()OpM BJacHOCTi i
00’emHaHDb 'POMAIAH HA IMCBMOBHUE BAIIUT BiZIOMOCT1, B TOMY YHCJIi i
Ti, IKi CKJIaJalTh KOMEPIIAHY 1 0aHKIBCBKY TAE€MHUIIO, HEOOXiMHL
B CIIpaBax IIpo 3J0YKNHU, SKi 3HAXOAATHCA B [IPOBAJAKEHH] Mimimii”.

Bankm BupamoTh TOBIZIKM Npo ONepalil i paXyHKU OPUAUYHUX
0ci0, iIHIIUX opraHizamiil K caMHUM OpPTaHiZaliaM, Tak i TepyKaBHUM
MIOJZATKOBHUM iHCIIEKIILAM 3 MUTAHDb OLOJATKYBAHHS, 4 TAKOK Ha ITHACh-
MOBY BHMOTI'Y CYAaM, IIPOKypaTypi, Ciay:x6i Oesmexu, opragam BHYT-
PiIIHIX CIpaB TOIIO Y BUNAAKAX 1 B IOPAIKY, 10 IIepeadadeHi 3aKo-
HoM Ykpainu “Ilpo 6auku i 6aHKiBCchKY AidnpHicTs” (cT. 52) [21].

Kowmepmifina TaeMHUIIA He IMOTPedye aeps;kaBHOI peecrparii. Ox-
HaK BiJlOMOCTI, 110 3aXUIIAIOTECS, JAIOTh IIepeBaru y KOHKYPeHTHIN
6oporn6i [13]. Barkko nepeoliHuTH, HAIPUKJIAJ, 3HAYEHHS CYI0BO-
o 3aXMCTy KOMepIliliHol TaeMHHUIl. BRaskaeTbes, 10 3apas HaUIIo-
IIAPEHIITUM IIPABOBUM CIIOCO00M 3aXHCTY KOMEPLiilHOI TAEMHUIIL €
npen’ABJI€HHS II030BY BIANOBiZadeBl IIpo BIAIIKOAYBAHHA 30MTKiB,
3aBAAHUX POBrOJOIIeHHAM KoH(pigeHIiiHol iHQopMmalii. MoxKyTb
OyTu mojaHi i iHIIL [MO30BH 3aJIeKHO BiJi KOHKPETHHX OOCTaBMH
cupaBu. Ilepelik BifoMocTel, AKi He MOMXKYTh CTAHOBUTY KOMEPILiii-
HY TaEMHNIi{i0, BusHaunB Kabimer MimicTpiB YKpainu y cBoiii IToc-
tanoBi Big 09.08.93 p. Ne 611 “IIpo mepenik BimomocTeii, AKi He €
KOMEPIIiiHOI0 TAeMHUIIEIO”, IO MTO3BOJMJIO BCTAHOBUTU YMOBHi
MesKi MOXKJIMBOIO BilHeceHHsA iH(opmMallii 70 KoMepI[iiiHol TaeMHU-
mi.

JopeuHo 3a3HAUYUTH, [0 Iid IHOTO IIiIBAKOHHOT0 HOPMATHUBHOI'O
aKTa MOIINPIOEThCSA TIILKY HA BIJHOCHHU, III0 BUHMKAIOTL Yy cdepi
po3MesKyBaHHSI BifjoMocTeli, IIJ0 MalOTh KOMEPIIHHY TAEMHUIIO, i
3araJbHOJOCTYIIHOI iHdopmarrii, o He morpedye saxucty. Opugmu-
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He 3aKpilIeHHA 3a NiAIPHUEMCTBOM IIpaBa Kiaacu(piKyBaTu HaJIEKHY
oMy imdopmMaliiro SK KOMepPIiiiHYy TA€MHUI[I0, BU3HAUATH i1 CKJIax i
HOPSOK 3aXMCTy CIPSIMOBaHE IIepelyciM Ha JOCATHEHHS KiHIeBOi
MeTH — OTPUMAaHHs mpuOyTKy. Tomy, opraHisoByrooum 3axXucT iH-
dopmarrii, 1m0 HaJMEKUTh HiJIPUEMCTBY Ha IpaBax KOMEPIIHHOIL
TAEMHUILL, JOIMIJIbHO IPULIJIATHA BeJIUKY yBary TUM BiJlOMOCTSM, IO
MaloTh IepPIIoYepProBuli inTepec AJaA KOHKYpeHTiB. [0 ix unciaa Mok-
Ha BigHecTu iH(opMaIliio, IO CTOCYETLCS TEXHOJOTIUHMX acleK-
TiB HiABUINEHHSA KOHKYPEHTOCIIPOMOYKHOCTI TOBapiB 3a PUHKOBUX
ymoB [22].

OroJiomrydyu Ti YW 1HIIL BiIOMOCTI KOMEPIIIHHOK TA€MHHUIIEIO,
BasKJIMBO IIaM’ ATATU — PHHOK IOTPedye peKJaMyBAHHSA IIPOAYKILiT,
1[0 BUPOOJISAETHCA, TA IOCJYr. AHANI3 NPAKTHKYA CBIAUNTDL, HUHI He
BHUKJIOUEHA MOMKJIHBICTL HAJMIPDHOTO 3aceKpedeHHs iH@opmarrii.
Tomy mOUiAbHO BHALINTH TY iH(POPMAIIiI0, AKY MOMXHA 0yJI0 6 BUKO-
PHUCTOBYBATH AK PeKJaMy 3 METOK IIPAMOro YK OIOCEPEIKOBAHOTO
OTPUMAHHA MPpUOYTKY, POSIIUPEHHA PUHKY 30yTy TOBapiB, IO BU-
POOBIAIOTHCS, TA IIOCIYT.

ParmionanisaTopcbka IIPOMOBUINA I[0J0 BHPIIIEHHA TEeXHOJOril
BUPOOHUIITBA MOKe 3aIHINATHCA KOMEPIIIAHOK TAEMHUILEIO i Ipu-
€MCTBA HABIiTh IIiCJIA OTPUMAHHS aBTOPChKOIO CBIONTEA. A, CKa)Ki-
MO, 3aIaTeHTOBAHUI BUHAXIJ He IIOTPedye 3aXHCTy AK KOMepIifiHa
TAEMHUILS, OCKLIEKH Ma€ clieliaJbHUI IPAaBOBHA 3axucT. [[OIiabHO
IMiZKPECINTH, [0 IATEHT € CII0CO00M 3aXHCTY IIPOMUCIOBOI, a He KO-
MepIiiHoi indopmartii.

Bupimennsa npob6ieMn BUOKpeMJIEHHS i3 HiZNPUEMHHILKOL iH-
dopmarlrii BimomocTei, 10 TiAIAraOTh 3aXUCTY Bii KOHKYPEHTIB i
KOMEPIIiAHOro IIIUTIYHCTBA, Ma€ ¢cBOI ocobauBocTi. Tak, mepim Hixx
BigHecTH Ti um iHIIi BigoMocTi 70 0COGJMBO KOPHUCHUX, HEOOXiTHO
BUBHAYNTH IX CIPABMKHIO Y IOTEHI[INHY IIHHICTD AJIA HiAIIPUEMILA.
Hacamnepen mignpueMiisd IIOBHHHI IiKABUTH TaKi BJIACTHBOCTL iH-
dopmairii, SK TOCTOBipHiCTH, IIOBHOTA i CBOEUACHICTH BimomocTeii,
BJIACHUKOM SIKUX BiH €, OCKLJIBKM caMe BOHH CTBOPIOIOTh BUTIJHI
YMOBHU IS IPUNHATTS BiIIIOBiAHOrO pimreHHs i 6araTo B 4oMy BHU3-
HAYalOTh MOro 3MicTOBHY cTOopoHy. Takwmii migxin sabesmeuye Biac-
HUKY DiAOpUEMHUIILKOI iH)opMallii TouHille BU3HAUEHHS I[iHHOCTi
IJIS CBOEI TOCIOIapPChKOI HisJIbHOCTI BiloMOCTeH, 1110 PO3IISALAI0Th-
CcsA HUM SIK 3aci0 JOCSTrHEeHHS IIO3UTHBHOIO Pesdyabrary (IpubyTKy).
IlpegmerHuit anaxis mignpueMHUIbKOI iHmopmarnii 3 mosumii min-
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HOCTi aJid ii BJacHUKA A03BOJISAE€ BUALINTH OKPEMi I'pylnu Bimomoc-
Teil, 10 MiAJIATal0Th 3aXUCTY, OCKIIbKY BOHM MIiCTATH KOMEPIiiHY
TAEMHUILIO.
BaxnBe sHaueHHS Mae IpaBUIbHA OpraHisaiisa poboru 3a MmeTo-
IVKOI0 BUSHAUEHHS BiJoMocTell, 1[0 MOXKYTh OyTH BifHeceHi 10 Ko-
MepIiiiHol TaeMHMII. Xoua BOHA # ysarajibHeHa, NONYyCKae pisHi
Bapiamii 3ajieskH0 Bix 0cO0IMBOCTEN AisAJIbHOCTI IiAIpHueEMCTBa, a Ta-
KOK BHYTPIimIHiIX i 30BHimHiIX ymoB. Hacammepen synmHMMOCS Ha
yMoOBax, IO HEOOXimHI Mg YCHIIIHOTO BUAIJIEHHSA cIelliagicTaMu
€KCIIePTHOI I'pPyIM KOoJia BiJOMOCTEi, III0 CTAHOBJIATH KOMEpPIiiiHYy
TAEMHUILIO, 4 TAKOXK IX PAHMKUPYBAHHSA 34 KATEIOPiAME BasKJINBOCTI
3aJIe}KHO Bij MIHHOCTI AJA HiJIIPHEMCTBA 1 MOMKJIHBOTO PO3MIpy
30MTKY Y BUIIAAKY PO3COJOIIEHHS.
Hakazom KepiBHHKA NOiJAIIPHEMCTBA CTBOPIOEThCA KoMicia (y
cragi 4—5 oc¢ib) pisa pospodbru “Ilepesniky BigomocTeii, 110 CTAHOB-
JATh KOMepUiiHy TaeMHUII0”’. Jlo ii ckiamgy AOLINbHO BKJIIOUUTU
OJHOTO i3 3aCTYIIHUKIB KepiBHUKA IIJIPUEMCTBA, AKUN Mae IOBHE
YABJIEHHS PO (PYHKIIOHAJIBHAN 3MICT YIIPABJIHHA IiAIPUEMCTBOM
i #ioro ocoGnuBOCTi (MEHEIKMEHT), 1 IPOBIAHUX CIIeliaIicTiB OCHOB-
HUX IiAposAiiaie (TexHoJorid, IpaBo, GiHaHCcH), cepel HUX 1 Cay:Kou
6esmeku. [locrarHbo, m00 y Komicil 6yB xoda 6 oguH cremiaiicr,
3HAMOMUI 3 0COGJUBOCTAMHK BUPIIIEHHA OKPEeMOTO HHUTAHHS, IO
posriAgaeThedA, a 1HMI Maau 6 3arajlbHe YABJIEHHS IIPO MeXaHisM
BUBHAUEHH iH(opMarii.
Basxano, 1106 10 mouaTky podoTH YiIeHd KoMicil o3HalloMUINCS 1
OyJIM TOTORI JaTH BiAIIOBiAhL HA PAJ HUTAH:
¢ BU3HAYNTU BHAW JiAJBLHOCTI DIAIIPHEMCTRBA, 110 JaOTh IPUOY-
TOK;

¢ BUBUYHBIIMN PHHOK 30yTY, OIIIHHTH, Y/ IIePEBHUINYE PiBeHD IIPH-
OyTKY B IIeBHIiil cdepl JiANMbHOCTI TOKA3HUKY IHINMNUX IIiAIpH-
€MCTB, Ha AKHX BHPOOJIAEThCA MoLi0Ha MPOLYKILisd, 1 un Haxa-
IOThCSA aHaJOTiUHI BUAU IIOCIIYT;

¢ BHU3HAUNTH 3 HAOLIBIIOK BipOriZHICTIO IEPCIEKTUBY PEHTAa-
0eJbHOCTI IIMX BUAIB OifAJbHOCTI, 30epeskeHHs IMO3UIIiN Ha
PHHKY i IIepeBar y KOHKYPeHTHii 60poTh0Oi.

Ha nmeprmomy erami poboTu eKkciiepTHa KOMicis BU3HAYAE Ti BUAU
IisiABHOCTI, SKi 3 eKOHOMIUHOIO i TEXHOJOTIUHOrO IOIJISAAY BJIAIITO-
BYIOTb IIiAIIPUEMCTBO, 1 HaBiTh y IIePCIEKTUBI [aBaTUMYTh 3MOT'Y OT-
pumyBaTu IpuOYTOK BUINUY Bix KOHKypeuTiB. Ile mae mizcraBu BBa-
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°KaTu, IO IIIAIIPHUEMCTBO BOJIOAI€ KOMEPIIiMHOIO TAaeMHHUIIEIO i
eKCIIepPTHU MalTh IIPOJOBIKYBATH aHaaid iHdopmaillii. 3acTocyBaBIiiu
TAKHUU JIOTIUHUI IPUIOM IMi3HAHHS, MOXKHA BUSHAUUTU CHiJIbHI 03-
HaKM, XapaKTepHi AJsa BimomocTeii, 1[0 BigfHeceHi M0 KOMepIiiiHOl
TaeMHHIi. BoHu mobpe Bimomi (He OyTH Iep:KaBHOIO TAEMHUILEIO;
BiJHOCHTHCH IO BHMPOOHMUYOI OiAJBHOCTI, ympaBiinuda, (QiHaHCiB,
TeXHOJIOriuHO1 iHdopMaIlii; MaTu CIIPaBKHIO UM HOTEHIIIIIHY KoMep-
iy MiHHICTH i JaBaTH mepeBaru Haj KOHKYpPeHTaMM’; MaTh obme-
"KeHHs B JOCTYIi, AKi BCTAHOBJIIOIOTHCS HA 3aKOHHIN mificTaBi Kepis-
HUKOM IiIIIPUEMCTBA; He MiAagaTy Iijf 3a00pOHY 3aKOHY).

Ao Ha ApyromMy eraii BHacIigok aHanisy indopmaiii komicis
Iifile BUCHOBKY, 1[0 BOHA MICTUTh HeoOXiJHI O3HAKM, IIPUTAMAaHHI
KOMEPIiiHii Tae MHHIIL, TO eKCIIePTU IePeXoJaTh 10 TPeThOro eTany
eKCIePTHOI OIiHKM, a4 caMe — YU B IpiopUTeTHUX cdepax AigabHoC-
Ti MOKHA IOCAITH KOHKYPEHTO3IATHOCTI 1 IpuOyTKOBOCTL HA PUHKY
npoxykiii Ta wmocayr. Ileperarm y KOHKYpeHTHIH 6opornbi i
npubyTKOBICTh, AK IPABUJIO, 3a0es3[eYyITh HOBI TEeXHOJOTII, II[0
[I0O3BOJISIOTh BUPOOIATH IIPOAYKIII 3 BUIMUMU CIIOMUBYUMYU SKOC-
TAMM 1 HIKUYOK BAPTiCTIO; IPOrPECHBHI 3MiHU B opraxizaiii Bupoo-
HUITBA 1 B yIpaBJIiHHI; IHOJIIMIIEHl MaTepianau, 3 AKUX BUPOOJJIEHO
OKpeMi zerasi, IpUCTPOl, BY3JIHd; CTPATETiA MADKETUHIY; BHUMKEHHA
cobiBapToCTi MPOAYKIII i HOpM BUTPATU MaTepiaiais i 6araTo iHmioro.

XapaKTepUCTUKU I[IOCEPEIHUIIBKUX TEeXHOJIOTIH, clel[iaJbHUX
[IPUIOMiB, HABUYOK, IIOCIYT, 10 CAYIYIOTH IIOJINIIEeHHI) BUPOOHHT-
YOro Mmporiecy, ijgel, ki BUHHKAOTh V 3B A3KY 13 8IiliCHEeHHAM IIiJ-
[IPUEMHUIBKOL IISJIBHOCTI, PeayJbTaTd HAYKOBO-IOCIIIHUX POOIT
MaloTh IIOTEHIIHY BapTicTb. HaBeleHUN IJIs HPUKIAAY JaeKo He
IIOBHUM MepesiK KOMIIOHEHTIB (TeXHIYHOTr0, eKOHOMIUHOI'0, KOMep-
I[iITHOTO, COI[IAJBHOTO XapaKTepy) Aa€ 3MOTY IiJANPUEMCTBY YCITiII-
HO IMoYyyBaTuCsA Ha pUHKY. I11 2K KOMIIOHEHTH eKCIIePTH PO3TIATaI0Th
e ¥ AK GaKTOpH, 110 CYTTEBO BILINBAIOTH HAa OTPUMAHHS IPUOYTKY
B IIEBHUX BUAAX LisAJbHOCTi. PoJb migmpuemcTa Moske OyTH TAKOIO:

e 3abesleuye 3afHATICTE WIEHIB CYCIILIbCTBA;

e 3abesleuye JOXOIM BIacHUKAM MalHa (aKIjioHepaM, JepsKasi,

IIPUBATHUM 0C00aM), a TAKOYK KOJEKTHUBY IIiAIIPUEMCTBA;
e 3abesleuye YJeHAM CYCILJIbBCTBA KYIIiBEJIbHY CIPOMOXKHICTH
(nmpugbaHHA TOBapPiB);
Oepe Ha cebe coliaabHy BiIIIOBigaIbHICTD;
CTBOPIOE IPUOYTOK, HEOOX1MHMI A1 BJIACHOTO PO3BUTKY.
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He mignsarae cymuiBy, 110 ycmoiliHe BUKOHAHHS IIiAIIPUEMCTBOM
CBOEI POJIi MOXKJIMBE TiIbKM 3a OTPHUMAaHHA IPUOYTKY. Bimomocti
npo GaKToOpU, IO CIPSAMOBAHI HA CTBOPEHHS CIIPUSATIUBUX yMOB
JigIbHOCTI 1 3a0e3meuyioTh MPUOYTKOBICTD, HiJIATal0Th IPYIyBaH-
HIO 3a KJacu(iKyrouoio o3HaKoo. BBaxkaerbes momiabHUM Bigdoupa-
TH i rpyIIyBaTH He TiJIbKHU Ti (paKTOpH, L0 Oe3IrocepesHbo 3abesIie-
YyIOTh IPUOYTKOBICTDb, a ¥ UMC/JIEHHI OpaKTUUHi mil migmpuemcTBa,
opraHiuHo IIOB’si3aHi 3 ogep:KaHHAM HaNO6iAbIIOrO Hoxony (Mak-
cumisarnii mpubyTry). OmHaK ciaig mam’sraru, 10 [MepPIIuil PiBeHb
cucTeMaTH3allil BKJIKUYae caMe Ti BUIM isAJIbHOCTI, 10 0esiocepes-
HBO JAIOTE IIPUOYTOK.

Hami. OGcraBuHMT, 110 MAKOTh BISHOIIEHHSA [0 IIOTPeOH mimzmpu-
eMcTBa, 3a0e3ledyloTh OTpUMaHHS NpubyTky. Bin moBuHeH OyTH
00’€KTMBHO BU3HAYEHUI MIAAXOM BHBUEHHS 1HTEPeCiB IiJbOBOTO
PUHKY, 30a/1aHCOBAHOCTI NPUOYTKIB 1 KYIIBeJIbHOTO IIOIUTY; BCTA-
HOBJIEHHS BHU/IB IPOAYKILiT, [0 BUPOGIAIOThEC (PealisyoThCs) mia-
IPUEMCTBOM 1 JAIOTh €KCTPAOPAMHAPHI €eKOHOMIUHI pe3yJbTaTy 4u
3maTHIL IX JaTH, a TAKOXK PUHKIR CIIOXKUBAHHSA, 3JaTHUX 3a0€3IIeUnTH
eKCTPaopAUHAPHI pPe3yJabTaTh; KOHIEHTPAIlil pecypciB i 3ycuap Ha
THUX HaIPAMAaX I1AJIBHOCTI, [0 MOKYTh 3a0e3IIeYUTH [I0SUTUBH] KiH-
IeBi pesyJbTaTH, TOLIO.

OueBugHi BiAMIHHOCTI MiK BifoMOCTAMU Ipo (paxTopH, 0 Oe3-
mocepenHbpo 3albesledyiOTh NPUOYTKOBiCTh, Ta iHdopMarier mIpo
IisIIbHICTE, CHIPAMOBAHY Ha HOCATHEHHS HPUOYTKY, CJIiIL BPaxoBy-
BaTH IIPU aHAJIi31 BimomocTeil, ak1 HeoOXiAHO BiZHECTH 0 KOMEPI[iii-
Hoi TaeMHKII. Takuit HigXiJ J03BOJIA€ BUAIIUTH i3 Beiel iHndopmarrii
PO TifAJbHICTH MIAIIPHEMCTRBA caMe Ti BIIOMOCTI KOMepI[iiHOT 0, MIi-
JIOBOT'0, BUPOOHUYOr0 XapaKTepy, 110 MOoTpe0yITk 3aXUCTy. ¥ TIocC-
MOJAPCHKiN, MiANPUEMHUIbKIN, BUPOOHAYINA AiAIRHOCTI BUKOPUC-
ToByeTbca yMoBHuA “Ilepenik BimomocTel, I[0 CTAHOBJIATH
KoMepIlifiny TaeMuHUIp0”. Tak, I BiIOMOCTEH AiJIOBOTO XapaKTe-
py — Ie, AK IPaBUJIO, MOXYTh OYyTH JAHi PO IIOCTAUYAJLHHUKIB i
KJieHTiB; iHopmaria npo Kou(imgeHIIilIH] IeperoBopu; IJIaHU PO3-
BUTKY HiIPHEMCTBA i MOro iHBeCTHUIliil; MAPKETUHIOBi JOCIiIKeH-
HsA; BiIOMOCTI IPO KOHTPAKTH, IO IJIAHYIOTHECS; PiBeHb MPUOYTKY,
CTPYKTypa IiH Tomro. Il BimomocTedl TeXHOJIOTIUHOTO XapakTe-
py — e “Hoy-xay”’, XapaKTepPHUCTHKM BHUPOOiB, IO CTBOPIOIOTHCH,
mapaMeTpy TEeXHOJIOTIUHMX IIPOIeciB, IO PO3PO0IAOTHCA; Bimo-
MOCTi IIpo MaTepianu, i3 AKHUX BHUIOTOBJIEHI OKpeMi geraJi; HOBi
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3pasKu IIPUCTPOIB, O0IaJHAHHS, [0 BUKOPUCTOBYIOTHCS ITi IIIPUEMC-
TBOM, ToIrfo [35]. [l BitoMmocTelr HAyKOBOTO XapaKTepy — Iie izgei,
BUHAXOIM, HOBi MeToau opradisairii mparii, TexHiuHi IIpOeKTH, IIPOo-
rpamue 3abesmeuenas EOM Tormo.

Cuaix maragaTu, 10 IPY OpraHisaiii podoTH 3 OXOPOHU KOMEPIIiii-
HOI Ta€MHUII] HacaMIilepe/ Tpeba BUSHAUNTH IIOPALOK HAAXOMKEeHHS
o excrmeprHol Kowmicii indopmairii, HeoOXimHOI mJIA CKJIAZAHHS
“Ilepeniky BigomocTeii, 1110 CTAHOBJISATh KOMEPIIHHY TAEMHUITIO ITif-
npuemcTBa”. B xoai mianmpueMHUIIBKOI, KOHCTPYKTOPChKO-TIPOEKT-
HOI, HAYKOBO-AOCJHiAHOI AiIbHOCTI KePiBHUKHU Trajly3eBUX IIiAPO3-
mimiB  (aBTOpP, BUKOHABEIb pPOOIT) MIIAIIPHUEMCTBA IIPOTHO3YIOTH
MOXKJIMBI pesybTaTu 1 polJATh BUCHOBOK. KepiBHUK, aBTOD YU BU-
KOHAaBeIb POOIT, AKUHA IiANUCYE KOHTPOILHY KAPTOUYKY 31 CTHCINMU
BHCHOBKaMU, II0IIePEeIHBO OIiHI0E IHQOPMAIIiIo 8 IOrIA1y HOBU3HHA i
MOJKJIMBOT'O BilHECEHHSA OO0 KOMepIIilHOI TaeMHUINL. EKcIlepTHaA KO-
Micifg OTPUMY€E KOHTPOJBHY KAPTOYKY depes Cays:x0y OesmeKwu Imim-
IPHUEMCTBA, IPAIiIRHUK BIANOBIAHOTO IiAPOB3IiNYy AKOI B IOPAAKY
BeJ€HHS KOHTPOJIBHOTO 00JIKY POOUTE HeOOX1JHNI 3alKC ¥ KypHAIi
“ITonepemuporo o0aiKy iH@opMalii, 110 Mae KOMEPIIAHY IIepCIIeK-
TuBy”.

A momepenskeHHsS BigTORY 1HMopMmaril i saxucTy iHTepeciB
CTOPiH IpPM YKIaJeHHl HPUIUYHEME 1 QisMUYHUMUA ocodaMu IOTO-
BOPiB 0 HUX BKJIOYAKTHCA KOHKPETHI IOJOKeHHA, CIIPAMOBaHI Ha
3a0esneueHHI KOHQIiAeHIIAHOCTI AK caMoro (PaKTy VKIaJeHHa yIro-
I, Tak i ii mpeamera.

30BHIMIHBbOEKOHOMIUHI  yrofl  TOPriBeJBHOI'0  XapakxkTepy,
OB’ A3aHi 3 IIOCTABKOK TOBAPY 1 HOro 3aKyIIiBJIe0 y BUPOOHMUKA, a
TAKOK HAJAHHAM IOCIYT MOXKYTh MATU POPMY KOHTPAKTY KYITiBJIi-
OPOZaKy YU TOPriBJIl TeXHIYHHMH IIOCIyTaMH TOIIO.

Y nucbMOBOMY HOTOBOPI 8 IIOTEHIIIAHUM 1HO3eMHHUM HapTHEPOM,
AKOMY HaJAaHO 1H(OPMAIilo PO 3AIACHEHH A IIONePeaHbO Y3romsKe-
HUX KOMEPI[IMHUX olIepalliii 100 yroau, MiCTAThCS 3aCTepPerKeHHs,
CIPAMOBAHI Ha 30epe)keHHsI B TAEMHMUIIL BijoMocTell mpo mpeamer i
YMOBHY Mait0yTHHOTO KOHTPAKTY.

Posruspaoun 0co6IMBOCTI KOHTPAKTY 3 iHO3eMHMME HapTHepa-
MU 1 3000B’sI3aHHA CTOPiH Iomo 30epe)keHHs KoH(igeHIiHOCTI
I[OZ0 HOT'0 3MiCTY, HOILJIbHO BHECTH IIOJIOYKEHHS, 1[0 3a0€3II1eUyIOTh
3aXMCT IIpPaB KOHTPareHTa Ha KOMePIiliHy TaeMHHUI0. B posmimi
“igmri ymoBm” CJIiJ 3poOUTH 3aIHC, IO el JOKYMEHT € IOPUINUYHOI0
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IIiZICTABOIO AJIS CYZLOBOTO PO3TIALY OYyAb-AKNX MaMHOBUX, (piHAHCO-
BMX 1 KOMEPIMHMX IIpeTeHsiii i3 3000B’sg3amb cTopiH. BogHouac
Tpeba mependbaunTy MOYKJINBICTD BUPIIIIEHHS CIIOPiB MijK KOHTpareH-
ramu y MixkHapomHoMy KomepIiiimomy apb6irpasxki mpum Toproso-
npoMucJoBi#i masari Ykpaiuu. Ciuin cmemialbHO HAroJOCHUTH, IO
BuOip apbiTpasky TaArHe 3a coboro 1 BuOip MaTepiaJabHOIO IIpaBa mep-
JKaBHU 3a MicIleM 3HaXOI)KeHHs apoOiTpaky. Hopmu marepiaabHOro
IIpaBa BU3HAUAIOTL B3a€MHI IIpaBa 1 O000B’SIBKM yYaCHMKIB roc-
IOJapChbKUX, MAWHOBMUX, TPYAOBUX, CiMEMHHMX Ta iHIINX IMIpPaBO-
BimHOCHH.

MarepiasbHe i npollecyajbHe IPABO MOYKHA POSIIAALATH K IOPU-
IUYHI KaTeropii, 1[0 BUPaKAIOTh JlaJeKTHIHY €IHICTb IBOX CTOPiH
IIPABOBOT'0 PeryJaIBAaHHS: 0e3ll0cepelHbO] IOPUANYHOL perjiaMeHTa-
mii cycHninmpHEUX BifHOCHH 1 mpoumecyainbHuX GopM ixX cymoBoro sa-
XUCTY.

IIpaBa Ta 060B’A3KHM CTOPiH 30BHIITHEOEKOHOMIUHIAX KOHTPAKTIB
BHUBHAYAIOTLCS IPABOM KPalHU, BUOPAHOI CTOPOHAMH IIPU ITiAINCAH-
Hi KOHTpaKTy, a00 mOCATHYTOl MDOMOBJIEHOCTI MiK yYaCHUKaAMU
yromau.

IIpu (popmMy/IIOBaHHI B KOHTPAKTL MOJIOMKEHb, CIIPIMOBAHUX Ha
3aXHCT KOMEPI[IHHOI TAEMHHUIIL, CJOiT KepyBaTHCAd YHHHNMU 3aKOHO-
ITaBUMMMY 1 Ii3aKOHHUMU HOPMATUBHUMU aKTAMU, HacaMmiepen 3a-
KoHOM VYEKpainmm “IIpo 30BHINIHBOEKOHOMIYHY [iAAbHICTH” Bin
16.04.91 p. (auB. “Bimomocti BepxoBHol Pamzm VYxpaium”. —
1991. — Ne 29. — Cr. 377), AKUM BUBHAUEHO OCHOBHU IIPABOBOTO i
€KOHOMIYUHOI0 peryJiBaHHS 30BHIIIHBOCKOHOMIYHHX 3B A3KiB, a
TaKOK IOPUIWYHY BIANMOBiZANBHICTE y 1l cdepi [55]. 3rinHo 3 Ha-
Kasom MiHicTepcTBA 30BHIIIHLOEKOHOMIYHHAX 3B’ A3KiB Ne 75 HeoO-
XiTHO B TEKCT KOHTPAKTIE 1 JOIOBOPIB BKIAKYATU 0430Bi yMOBH, IO
BHBHAUYAIOTh 000B’SA3KHU CTOPIH II0J0 BXKUTTSA BCIX HeOOXimHMX 3a-
XOHiB IO 34XuCTy KOMEPIIMNHOI TaeMHUIi. AHAJOTIYHNI ITPaBOBUL
npunuc micturbed i B ITocranosi Kabinery MinmicrpiB YKpainu i Ha-
mionanpHOTO 6aHKy YKpaimm Bim 21.07.95 p. Ne 444 “IIpo Tumosi
IJIATi?KHI yMOBY 30BHIINTHFOEKOHOMIUHUX JOTOBOPiB (KOHTPAKTIiB) i
TUIOBiI )OPMU 3aXMCHHUX 3aCTEPEKEeHb 0 30BHIIITHbOEKOHOMIiUHUX
IOroBopiB (KOHTpakKTiB), siKi mepembauaroTs PO3PaXxyHKHU B iHO3eM-
Hilf BaJroTi”.

IIpu yxaameHHI 30BHIIIHBOEKOHOMIUHNX KOHTPAKTIB CJIiJ Kepy-
BaTHUCA MiKHAPOIHUMHU IIPABUJIAMM MIOLO0 TJAYMaueHHS KOMepPIiii-
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HUX TepMiHiB mig HasBow “IakoTepMmc” (y pemakiii 1990 p.). Ile Ha-
JeXXHUM UMHOM BpaxoBaHo B YKasi Ilpesumenra YKpaimum Bif
04.10.94 p. “IIpo sacTocyBanHs MikHapoagHNX NpaBUJ iHTepIIpeTa-
mii KoMepIiiHuX TepMiHiB”.

B “Iaxorepmc”-2001 uiTko 3a3HaueHi 6a30Bi yMOBU KOHTPAKTY i
mpaBuja, IO PeryJjrioTh omepallii 3 oro BHKOHAHHS, a TaKOXX
IaeThCA TJYMaueHHs KOMEePI[iMHNX TepMiHiB.

IIpenmer momepemHix IIepPeroBOpiB, M0 BEAYThCS 3 MOTEHIINHN-
MU iHO3eMHHMH IIapTHEpaMHu A0 CTafii yKJaJZeHHS KOHTPAaKTYy,
OPiEHTOBHO TOPKAETHCA IUTAHb, 1[0 CTOCYIOThCS HAMipiB, YMOB i Bu-
MOTI' KOHTPAreHTIiB 010 30BHIIIHEOCKOHOMIYHOI YIroJu, IKa 00roBo-
proersesa. Cepell HUX MOMKYTh OYTH POSIJIAHYTI 1 OKpeMi acIexTH,
OB’ sI3aHI 3 MOMKJIMBICTIO YKJIAJEHHA [INCbMORBOIO JOTOBOPY PO 3a-
XMCT KOMepuiiiHol TaeMHHII Mai0yTHLOro KoHTparenTa. Hwumi
IPaKTUYHO He BUKJUKAE CYMHIBY AyMKAa clieniafgicTie y cdepi 30B-
HiITHbOEKOHOMIUHOI iHQopMAaIIil PO Te, 110 3 TAKTUYHOI TOUKHU 30PY
i yac IomepesHbBOro 0OroBOPEeHHS IIePCIeKTHB Mai0yTHBOI yroau
3 iHOBeMHUMU NAPTHEPAME HEJOMLIBHC KOHKPEeTU3yRATU KOH(iTeH-
ifiHi BigoMocTi, AKi IiAIArarTh 3aXUCTY YV BIAIIOBIAHOCTI 3 BUMO-
raMy HOPMATHBHO-IIPABOBUX aKTiB YKpainu [23].

IleBHUIT iHTEpeC BUKINKAE IUTAHHS, 0B’ A3aHe 3 IIPABOBUM 3a-
XHCTOM CEKPETIiB 34 30BHIIIHBOEKOHOMIUYHUMHA yrogaMu B cdepi o3-
opoeunb. Tpeba ckasaru, o YKpalHa, Ha BiAMIHY BiJ MUHYJINX
POKiB, obOpaJia MIIAX VKJIATAHHS MIXKIEPMKABHUX YIoJ 13 coermiaib-
HUX IIUTaHb, [0 CTOCYIThCA 3aXUCTY ceKpeTHOI iHdopmarrii i 36epi-
TaHHS B TAEMHUI1 IlepefJaHUX BiIoMOCTeHd ¥ 3B ABKY 3 YKJIAJAEHHAM i
BUKOHAHHAM KOHTpakTiB. Tomy Bimomocti mpo mopi6i yromu He
MOJKHA IIepeIaBaTH TPeTiM KpalHaM.

Cy0’eKTaM 30BHIMIHEOSKOHOMIUHOI AiAJNBHOCTL CIiJ HPUALIATH
yBary s0epeskeHHI0 KOHTPAKTIB, YKJIAJeHHX 3 1HOBeMHUMU IIapTHe-
pamu, 10 MicTATh KOHQiZeHIiliH] BigomocTi. [[yis 86epirauus qoKy-
MEHTiB, ¥ AKKX y IIMCbMOBOMY BUTJISAI BUKJIQAEeHO 3MiCT KOHTPaK-
TiB, MOIiJILHO BUKOPHMCTOBYBATHU CIeIliajbHiI BOTHECTiMKi mapu uu
ceiibu, o0jamgHaHi CUTHAJILHUMU €JEeKTPOHHHMHU cucremamu. [lo
peui, KOHTpPaKTH cJIiJ 30epiraT OKpeMo Big iHmux KoH(pigeHIiianx
moxkymeHTiB. [luM mae 3alimaTwncA cliel[iajJbHO NPU3HAUEHUI CIiB-
pobitHuK. Benuki sakopmouHi (pipMu BBOAATH IITATHY IIOCAAY CIIiB-
pobiTHMKA, AKUI IPOTUIiE BUKPaJeHHIO iH(opMaIrii, 1o CTAaHOBUTDH
KOMEPIiliHY TA€EMHUILIO.
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IIpu ropuguuHOMY OPOPMJIEHHI TEKCTY MiAIPUEMHUIILKOTO JOT0-
BOPY (KYHIiBIi-TpOJasKy, IIOCTaYaHHS TOIIO) CJIiJlT KepyBaTUCA TUM,
110 caMe B HbOMY 3a(iKCOBAHO HOCATHYTI yrogm OBOX UM OLIbIIE
CTOPiH, CIPAMOBAHI HA BCTAHOBJIEHHS Pi3HOMAHITHMX 3B’ A3KiB MiK
opusuYHEIME Ta (QismuEuMu ocobamu. Kpim Toro, BpaxoBYIOTHCH
0CO0JIMBOCTI B3A€EMOBIIHOCHMH KOHTPAIreHTiB, IO BHHUKAIOTL Y
3B A3KY 3 He0oOXigHicTIo 30epekeHHsa KOMEepPI[iMHOI TaeMHUIII 3 pis-
HUX acieKTiB yrogu. IforoBip AK opuamuHmii GaKT CTBOPIOE Bix-
HOBiAHI OPUAWYHI rapaHTii AJg fioro yuacHUKIiB, cepel HUX i Ti, 1110
CTOCYIOTHCS BaXMUINEHOCTi IX iHguWBiAyanpbHHX iHTepeciB, opieHTO-
BaHi Ha 0COOMCTY BIAIOBILANIBHICTD KOMKHOIO 34 He3aKOHHY IIepeja-
vy iHIIi# 0c06i, HiI0BOMY HapTHEPY KOHQIiAeHIIHIX BigoMocTeii.

Y moromopi 3asBuYail 3aKpPIILIKIOTECA 6a30B1 yMOBH, 3TigHO 3
AKVMY HeOOXIAHO 3HIACHHATH pspx 000B’I3KOBUX Mil /s IIOIepes-
JKeHHS MOMKJIMBOT'O POSTOJIOIIeHHA KoMepIiitHol TaemauIri. Haroso-
IIYEMO, 1[0 IIOHATTSA KOMEPI[ifHI CeKpeTH 1 BUPOOHWYL CeKpeTH pis-
HATBCA 34 CBOEI IIPHPOJOK 1 8a CTPYKTypom. Bimomocti, 1110
CTOCYIOTBCHA KOMEPI[IHHX CEeKpPeTiB, Ha BiAMIiHYy BiJ BUPOOHMUMX,
OXOILIIITE chepy TOProBelbHUX BITHOCHH Cy0 €KTa IIiANPUEMHU-
IbKOI AiAJMBHOCTI: opraisamid i posmip 060poTy, cTaH PUHKIB 30y-
Ty, HOCTAYANBHUKH 1 CIOKHRAYIL, 0aHKIBCBKI omepailrii, “ Hoy-xay”,
cyMa i TepMiHU KpeIUTYBAHHS, IIePCIeKTHBY PO3BUTKY MiAIIPUEMC-
TBa TOIIIO.

OxopoHa KOMepPIiAHNX 1 BUPOOHUUMX ceKpeTiB cy0 eKTa IMignpu-
€MHUIIBKOL IifAJBHOCTL 3yMOBJI€HA IIepeIyciM MOXKJIMRBOIO 3arPO30I0
eKOHOMIiuHIi# Gesmnerni Ta iHTepecamu KouKypeH1il [25]. Cami & cex-
peru — e JOKYMEHTH, CXeMU, BUPOOU, 10 SKKX HEMAa€ BIIBHOTO J0-
CTYIy Ha BaKOHHUX IIilcTaBaX. 34 1X PO3rOJIOIIEeHHA YNHHUM 3aK0-
HOJABCTBOM YKpAalHU BCTAHORJIEHA IOPHAWYHA BiAIIOBiaJbHICTH.
Hanpuknan, cr. 11 Sakory Ykpainu “IIpo rocrmozapcbKi ToBapucT-
Ba” 3000B’A3y€ YyYACHUKIB I'OCHOLAPCHKHX TOBAPUCTB HE PO3rOJIO-
IIyBaTH KOMEPIiMHY TaeMHUIIO0 i KoH(QiZeHIiiHY indopmaiiio,
0B’ A3aHY 3 IX JiAJbHICTIO.

A BimomMo, HmOBCAKIEeHHA MisIAbHICTh HiJIPHEMIIIB HacHueHa
OpPOBEIeHHSIM KOMEpPIiHMX olepalliii, IIOIepeaHiX IIeperoBOpiB 3
HOTEHIIMHUME IIapTHepaMH, YKJIaLeHHAM JOTOBOPiB i KOHTPaKTiB,
BUPIIIeHHAM IUTaHb yIpaBIinug Torro. Ilig yac mpoBemeHHSA mome-
penHix miJoBUX IIeperoBOpiB 3 HMOTEHIIIMHMMHU IapTHePaMH, B XOIi
AKHUX 3aUilaioThCA IUTAHHSA, 10 MiCTATh KOH(QigeHIIiliHI BifoMocTi,
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IOIiIbHO OPOPMIATH HONEePeAKyBaJIbHI OPUANYHI JOKYMEHTH IIPO
Te, 10 KOXKHA i3 CTOPiH He PO3ToJIOIIyBaTHMe KOMEPI[IMHUX CeK-
periB, oTpuMaHUX B X0/i neperoBopis [24]. [loKymeHTOM, III0 IOPHU-
IMYHO 3aXUIIAE IHTEPeCH CTOPiH IIepeMOBUH, MOJKe CJIyryBaTu “yro-
Ia Ipo KoH(piZeHIIMHICTD IoIepeaHiX IeperoBopiB 3 MOTEHIIITHIM
napTHepom”.

Hama npasoBa Hayka e He Ma€ INIMOOKUX JOCIiIKEeHb, IIPUCBA-
YeHMX IIpobjeMaM HiArOTOBKH KaIpiB AJA pobOTH 3 KOMEPIiiHOIO
TAEMHUILEI0, He3BAYKAIOUU HA Te, IO caMe KaJIpU CIPaBJSAIOTH BUPi-
MIaJbHUY BIJIMB Ha OpraHisalriio AisiJIbHOCTI IiAIIPHUEMCTB 1040 3a-
OesmneuenHs zaxucTy iHdGopmalil 3 odmesxkeHuM pocrynom. Heuwmce-
JleHHI myOuikarii i HayKoBI Ipaii yKpalHCBKHX 1 3aKOPAOHHUX
aBTOPiB He 3aByKAW MICTATh KOHKPETHI PEKOMeHJAIlil 3 MeTOOUKU
HABYAHHSA IIePCOHANY POOOTi 3 KOMEPIIAHOK TAEMHHRIIEIO.

V¥ ByBax 3araJbHOIOPUAUIHOTO IPOMIiT0 HABUAHHSA CTYAEHTIB OC-
HOBaM OPraHiz3aTopChbKOl POGOTH 8 BIIOMOCTAME, L0 MAKTh KOMEP-
IiHY TAEMHUIIO, HA HALIY AYMKY, IOBUHHO CTATH CKJIAJ0BOIO Uac-
TUHOIO iX mpodeciiinol migroropku. [lpodeciiina nigroroexa B cepi
opramisarii HagiiiHoro saxmcry iH@opMmaiil morpebye CTBOPEHHS
BigmoBimHOI mcuxosorivaol atMocdepu B KOJIEKTURL, cucTeMHu Bin-
HOCHH, OPi€HTOBAHOI HA CYBOpe JOTPHMAHHA BCiM IIePCOHAJIOM OC-
HOBHUX IIPaBUJ 3axucTy iHndopmanii [67]. Buasnsgersed, 1o BIIM-
BaTHU Ha 0Co0y, AKa IIOPYIIWJA [IpaBua 30epeskeHHS KOMEPIiiHOI
TAEMHUIL MiAIIPUEMCTBA, 3HAYHO Jerile, KOJU IIPOBOAUTHCA Pery-
JsipHAa pobora 3 GopMyBaHHA B KOJEKTHRL CAMOCBIZIOMOCTI, 110 CTO-
CYETBCS BaXUCTy KOHQPigeHIiNHOI iHGopMmarlii. B HalizsaranpHiomy
BUTJIAMI IIA MeTa JOCATAeThCA MLIAXOM CTBOPEHHSA TaKol aTrmocde-
P¥, KOJIM MUTAHHA Ge3lleKH PeryJIapHO CTaBaau 6 IIpeaMeToM 00ro-
BOPEHHS, BiIKPUTHUX HUCKYCIHA.

KiaouoBuM MoMeHTOM y BHpileHHI npobiaemMu € riuboke ycBi-
JOMJICHHS KepPiBHUKaMHU I AIPHEMCTB POJIi 1 MiCIIsA CBOIX CIIIBPOOiT-
HHUKIiB Y CTBOPEHHIi 3arajbHOI CUCTEMU 3aXHCTy KOMEpPIiiiHOI Taem-
HHUII B yciX cTpyKTypHHX migposainax. Ilpu ii crBopemHi ciin
BpaxoByBatu (aKTOpPH, IO BIJIMBAIOTH HA pPe3yJbTaTUBHICTH ii
(PYHKIIOHYBAHHA 3a CKJIAJHNX YMOB HeZ0OPOCOBICHOI KOHKYPEeHIIil,
miATpUEeMHUIIBKOTO IIuryHcTsa. [lo-mepire, e ¢aKTopu IICUX0JI0-
rivHoro xapakrepy: oco0ucTa IIepeKOoHaHicTh cyd’eKTa B HeoOXisn-
HOCTi B}XMBATHU 3aXO0AH, I0 YCKJIAIHIOIOTH IIPOTUIPABHI Iil KOHKY-
peHTa, B MOKJIMBOCTI [JOCATHEHHS 34 [QOIOMOIOI0 BiJIIOBIZHMX

88



MeTOZiB i (pOpPM IMOBUTUBHUX PE3yJabTaTiB y 3a0e3euenHi 30epesken-
HA BigomocTeii, 1110 MiCTATh KOMEPIIMHY TA€MHUIIIO; BHCOKAa IIPO-
¢decifina MmMiAroTOBKA, CYMJIIHHICTH, NUCIUILIIHOBAHICTH, OaKaHHSA
ImpaloBaT, cCQOPMOBAHICTh MOBUTUBHUX BOJIbOBUX AKOCTEMH.

Ilo-gpyre, 1ie BOJIKB 30BHIIIHBOTO CEPEAOBUINA HA CTPYKTYPH OP-
ramisairii, cTBOpeHOI AJA 3aXMCTy KOMEPIiiiHOI TaeMHMIII IIigIpu-
e€McTBa; 3a0e3leUeHHsT alapaToM YIIPABIIHHS CIPUATJINBUX YMOB
I 30epeskeHHA KOHDimeHIIiHOI iHpopMAaIril; yABIeHHS IPO SAKiCTh
ingopmarlrii, HeoOXimHOI AJIA YCILIIHOrO BHPOOJEHHSA i peasisarmii
YIIPaBJIiHCBKMX pillleHb y cepi saxucTy indopmarrii; gocarHeHHS
cuHepriamy, To0TO OZHOYACHOrO (DYHKI[IOHYBAHHS OKPEMHX, aJie
B3AEMOIIOB ABaHUX CTPYKTYPHUX e€JEeMeHTIB, 110 3a0e3leUyioTh
0i/IBIII BUCOKY 3arajibHy e()eKTUBHICTh, HivK cyMapHa e()eKTUBHICTH
YACTUH, BRATUX OKPEMO.

IIpu mpoBeleHH] 3aHATH 3 IIPABOBOIQ 3aXUCTY KOMEPIiHOI TaeM-
HUI[l MiAIPUEMCTBA AOLIIIBHO AKIEHTYBATU YBAT'y HA TOMY, IIIO IO
HaWCKJIAOHIIINX 3aRJAHb B OopraHisaliil e)eKTHBHOI0 3aXUCTy KO-
MepIiiiHOl TAaeMHUIII CJiJ BiJHECTH HEBU3HAYEHICTh N1l KOHKYpPeH-
TiB. Tomy cay:x6a GeslleKHU IOBUHHA KOHIEHTPYBATH yBary Ha BUSB-
JIeHHI IIPOTHMBaKOHHUX il KOHKYPEHTIB, IO CTBOPIOIOTH PeaJbHY
He0esleKy eKOHOMIYHOMY CTAHOBHUILY HimnpuemvcTea. Lli HeraTuBHi
daKTOpPU BOBHIIIHLOTO CepPeloBHINA BPAXOBYIOTBCA NPW aHaTisi
3arpos i pospo6ienHi edeKTHBHOI crTpareril 0esmexky HigIpUeM-
crBa [74].

EdexTuBHICTS AiSIbHOCTI 1040 3aXHCTY KOMEPLIHHOI TAeMHHIILL
3HAUYHOIO MIPOI0O BaJIeKHUTh BIJ 3HAHHSA [IPUYHH, [0 3YMOBJIOIOTH ii
POBTOJIOMIEHHA, 1 YMOB, 1[0 CHPHATE NboMy [36]. AHraificbKuin
aexcukorpad Cemrioen [[»KOHCOH 3 IILOTO IIPUBOAY IIHcaB: “3yxBaje
OarKkaHHs [IOKasaTw, 110 TOOL JOBIPUIN TAEMHHUIIO, 3a3BUYAM CTAE
TOJIOBHOIO IIPUYUHOO 11 PO3roIoe s’ .

Konumponvhi numanna ma 3a60anns

1. Poskpuiite Baime BiacHe 0aueHHs IIOJ0 HOPMATHBHO-IIPABO-
BOI oCHOBH (pOPpMYyBaHHSA 1 PYHKIIIOHYBaHHA cUCTeMU 3abes3Ire-
yeHHs iHpopMaIiiiHol Oes3IleKy MiAIIPUEeMHNIITBA.

2. Y uoMy IOJATaI0Th CYIIEPEUHOCTi B 3aKOHOAABCTBI, 110 CTOCY-
IOTBCS PEryaBaHHA B3a€MOBIJHOCHH Ccy06’eKTiB IMiAIIpUEMHA-
IbKOI AisJIBHOCTI 3 IPeACTABHUKAMU KOHTPOJIIOIOUKNX OPTaHiB,
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KOTpPi MalTh IPaBo HA OTPUMAHHS Y IMiAIPUEMCTB KOH(pigeH-
mifuHol ingopmairii?

ITosicHiTh PiBHUIIO MiK IPABOBUM PEKKMMOM OXOPOHHU KOMEP-
MifHOI TAEMHMUILL i 3aXMCTOM IIPaB BJIACHOCTI cy6’eKTiB rocmo-
JTaploBaHHS Ha KOMEPIiMHY TAEMHUILIO.

OKpecaiTh 00’€KTH 3aXMCTy Yy MEKaxX CaMoro IIPOIlecy IIpaBo-
BOI OXOPOHM KOMEPIIiiiHOI TaeMHHUII 1 cy0’€KTiB, AKi MarOThH
BJKMBATU 3aX0OY B iHTepecax 3abesmeueHHsa 30epesKeHHs KO-
MepPIiHUX CEKPeTiB Ta iHIIToI BaskJanuBOI iHdopmairii.
OxapaxkTepusyiTe CyTh Opradisaiiii po00TH CTOCOBHO CTBOPEH-
HSI Ha [MiAIPUEMCTBL CHCTeMU [IPAROBOTO 3aXHCTy KOMEPIii-
HOI TA€MHMIII.

Axi cKIamoBl eleMeHTH CTAHOBJIATL OCHOBY CHCTEMU 3a0esIie-
YeHHS IIPABOBOI0 3aXUCTY KOMEPIIAHOI Tae MHEUIIL?
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Jodamrosi 3a60anna

Pospoburu izeanbHy MogesIb 3arpos3u cucTeMi iHgopMaIiiHol
0e3MeKu.
PospobuTu BracHy Mofelb cicTeMHy iHGopMaIlifinol 6esreKu.



Posgina 111

MeTtoau iH(popMaLifiHOrO HINTUTYHCTBA
Ta MIPOTUAiSL TOMY

3.1. IlepexonnenHnsa eleKmMpPOMAZHIMHUX X6UND,
U0 6UNPOMILIOIOMbCA 6 NPOYECi ONPAYIOEAHHA
ingopmauii

3axuct indopmarii Bix BiZTOKY Uepes KaHAIH Mapa3UTHOIO BUII-
poMiHeHHSA TPOROAUTHCA 3 cepenmuu 70-x pokis. ¥ CIIIA 6yrxa
pospobaena Texuogoria (SOFT TEMPEST) TacMHOI mepemaui faunux
KaHaJaMHU [IapasuTHOTO eIeKTPOMAaTHITHOIO BUIIPOMiHEHHS 3a JO-
ImoMoroxo nmporpaMuux 3acobir. ¥ CPCP Toxi »x 3’aruiacs crerianb-
Ha HOpMAaTWBHA AOKYMEHTAIlid, 110 Peryjaie NUTAHHSA 3aXUCTy iH-
¢dopmarii, BpaxoByoun i aBToMaTH30BaHe Ii ompaifoBanHdA. Ile,
"HanpukJaan, Bizomi “Hopmm 111 ITP” (mopMmu nporuzil iHoO3eMHUM
TexHIiYHUM posBigkam). [eaki piTumsaani EOM Bunyckaaiucs B 3a-
xucHOMY BapiaHTi (soxpema, €C 1845, CM 1420). Byma takox
po3po0JIeHA TEeXHOJOTiA BaXWCTy IMIOPTOBAHUX IIePCOHAJIBHUX
KOMII'IOTepiB.

Komn’torep BunpoMiHIOE Ha BCiX UacTOTaX, TOMY HEePEXOIIUBIIN
BUIIPOMiHEHHS, MOYKHA OTPUMATH KOPUCHY iHdopMaIrito.

Inuryna HacamMmepen MiKaRUTE, 3 AKUMU JOKYMEHTaMU IIPaIlio-
I0TH CIIiBPOOITHUKY i, 3BicHO, il smicT. /o 1IhOTO JeTKo micTaTucsd,
AKIIO 3alliKaBieHa ocofa Mae TOCTYI 1o eKpaHa MoHiTopa. BuBueH-
HS IPaKTUKHK 3aXUCTy iH@opMaIllii y 6aHKaX CBiIUUTH, II[0 JOCUTH
YacTO MOHITOPHU CIIiBPOGITHUKIBE BCTAHOBIIOIOTH eKpaHaMu M0 BiKOH,
a ToMy BUKopucToByiounu Tesneod’ ektuu (“MTO-500” — 3 Bimcrani
"He Oinbmre 300 M, “MTO-1000” — 3 Bizcraui He Oiabire 600 M,
“TANP-3” — 3 Bigcraui me 6inbire 150 M) MoXKHAa 3 cycimHBOTO OY-
IUHKY chororpadyBaTu 300paskeHHs Ha eKpaHi MOHiTOpa. 3HAUHU I
iHTepec BUKJIMUKAIOTh TAKOK PO3APYKIBKY HA npuHmepax.

Binbmre Bcboro indopmarrii HuHi 36epiraeTbcsa B 6asax JaHUX Ta
iHmux ainax, wo posmiuieHi Ha Hopcmrux duckax cepgepis. Jlo-
CTYII Ko HuX 3abesleuye JoKajIbHa Mepeska abo InTepHer. HaiiBask-
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JIUBiIIoI0 iH(popMAaIlie€ro A4 IIINTIyHAa € IapoJii KOPUCTyBauiB, 0c00-
JIMBO IIapoJib aAMiHicTpaTopa JioKaabHOI Mepe:xi. OcramuimM yacom
IIPOCTEXKYIOTHCA CIPoOu (Pi3MUHOrO IPOHMKHEHHS Ha 00’ €KTH II0-
TEHI[IAHOI aTaKy 3 MeTOI KPalisKKM IIapojiB abo iHII0I KPUTHUUYHOIL
iH(popmanirii.

ITounnarouu 3 90-X POKiB MHUHYJIOTO CTOJIITTS, IapajejbHO i3
BIOCKOHAJIEHHAM PUHKOBUX BiIHOCHMH 3MiHIOBaIuCs (GOPMU BILIUBY
IIPaBOIIOPYIIMHMNKIB Ha 00’ €KTH 3i cTabiibHuM (hiHAHCOBUM CTaAHOBU-
mem:

e [IOUATKOBUI eTall — IICMXOJIOTiUHi aTaku (IIIaHTaK, IIOT'PO3M)

i (pisuuHi posnpaBamu;

e pyruii eram — HeZoOPOCOBICHA KOHKYPEHIidA, HeliJoBe IapT-
HEePCTBO, NoABRa PIKTUBHUX QipM, areHTiB y IITATi KOHKYPYIO-
YMX DiJIIPUEMCTE 1 T. I.;

e TpeTifl eTall — HECAHKI[IOHOBAHUI mOCTyn [0 iH(opMairii
OyOb-AKHUMHU CIIOCO0AMHE, B TOMY YHCJI il IPOrPAMHUMH, 34 pa-
XYHOK IepeXOIlIEHHA [IapPaA3HUTHOr0 eJeKTPOMATrHITHOr'O BUII-
pominenns i HaBemenus (IIEMBH) B edipi abo 3a paxyHOK
HaBeleHHs IMOoGIUHUX BHUIPOMIHEHL Ha IIPOBiJ €JeKTPOIKUB-
JIEHHS.

IIpoBozma eneKTPOKUBIEHHS 1 3a3eMJIEHHSI CTBOPKIOTH PAMKOBY

aHTEeHY, TOMY PiBeHb BUIIPOMIHEHHS KOMII I0Tepa 301IbIIyeThC.

Curyaria 3 sabesnedeHHAM Oe3leKU cTa€ Ie GLIBIN YpasInBOIO
y 3B’A3KY i3 BCesaraJbHOI KOMII IOTEPU3Aallic€l0 IIiAIIPUEMHAIITRA.
KopucHo Haragatu Taki akciomu:

e 3a sabesneuenHsa s0epexxkeHHda iHdopmarnii Tpeba maaTuTH, a

3a BIICYTHICTB TAKOI — PO3ILIAYYBATHCSH;

e 10KHU He Oyze BUPOOJIEHO 3aX0/IR I/ 0e3I10CepeJHbOTO 3aXMIC-
Ty 3aCO0IB TeIeKOMYHIKAIlil, B TOMY YHCJIi I 3ac00iB 00UmnCIIO-
BaabHOI TexHiKHU (30T), 6yas-saki 1HINL cIpo0u 3aXUCTUTH iH-
dopmMmaIriro MapHi.

Bunukiaa HeoOXigHiCTE PO3POOUTH TEXHOJOriI0 3axucTy iH(pOP-
Mailii, 3a Kol 3MiHHI mapaMerpu 3aco0iB 00UMCIIOBAIBHOI TEXHIKHU
CYTTEBO He BILIMBaJM O Ha IIPOIleC BUPOOHUIITBA 3aCO0iB 3aXMCTy i
BHPOOiB y IIiIoMmMy.

Haiisigomiiii choromHi nepexonienssa — Iie BUIIPOMiHEHHS MOHi-
TOpiB. MoHiTOp € “HaiiroJoCHIIINM” BUIPOMiHIOIOUNM €JIEMEeHTOM,
OCKLIBKMU [JI HOPMAJIbHOI POOOTH €JIeKTPOHHO-IIPOMEHEeBOI TPYOKHU
HeoOXximui Bucoki piBHi curnaxis. s memudpyBaHHSA IepexoILie-
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HUX CUTHAJIIB MOHiTOpa He MOTPiOHO CKJIAJHOr0 OIPAIlIOBAHH. 300-
PakeHHS Ha eKpaHi MoHiTopa i, BiAIIOBiZHO, BUIIPOMiHIOBaHI HUM
cursaju 0araTopasoBO IIOBTOPIOIOTLCS. ¥ mpodecifiuiil amaparypi
I 00CTaBUHA BUKOPHUCTOBYETHCS NI HAKONNUYEHHA CUIHAIIB i, Bijg-
MOBiAHO, e()eKTUBHIIIIOI IiAJIbHOCTI PO3BiAKY.

IIpodeciiina anaparypa AJis IepexollJieHHs BUIPOMiHeHHA MOHi-
Topa i BimoOpaskeHHs iH(opMAaIil KOIITYE JeCATKM THCAY HOJIapiB.
SAkKIiro posBigyBasibHA amapaTypa BCTaHOBJIE€HA HA HeBeJIHKii Bin-
CTaHi, HAIIPpUKJIAM, Y CYCiHill KBapTHUPi, TO A/ IIePeXOIlJIeHHS BUII-
POMiHEHHSI MOHITOpa MOX€ BUKOPHCTOBYBATHCS caMOpPOOHa amapa-
Typa, HaIOPOXKIUM eJIeMeHTOM AKOI € MOHImop komn'lomepa, abo
HaBiTh dew,0 doonpaybo8anUil no0YmMoauil menesizop.

Ilepexomnnenns iHGopMmallil 8a paxyHOK BUIIPOMiHEHHS IIPWH-
TepiB, KiaaBiaTyph o6ifjeThcA Ime gelneBine. lmdopmamnia y mux
MPUCTPOAX ITEPEXOILIIOEThCA MOCHIJOBHUM KOJOM, yci ImapameTrpu
AKOTO0 CTAHAAPTU30BAHI I MIMPOKO BIAOMI.

AnMiHicTpaTopu J0KaJdbHOI KOMII'IOTepHOI MepexKi 3acTOCOBY-
IOTh yCi MOKAMBIL 3ac00M I/l POBMEKYBAHHSA JOCTYIY, BXOAATDL Y
MepesKy JIHIIle 3 BU3HAYEHOI cTaHIlil, Koiau Hikoro Hemae. OgHaK im
HeoOXimHOo Imam’saTaTu [P0 PAJIOBUIIPOMIHEHHS, a HEeIIOTAHUN MaJio-
rabapuTHUA npodeciiEui PO3BiAYBAJILHUN NpUAMAaY HUHI KOIITYE
JIAIIE KiJTbKa COTeHb I0JAapIB.

Iadopmanisa, mo nepegaerbesa B edip 3a paXyHOK BUIIPOMiHEHHSA
OPUHTEPiB 1 KaariaTypu, — e GaKTHYHO MeTO] PaJioposBiAKu 3
BUKOPHUCTAHHAM NPUXOBAHOI'0 BUITPOMIHEHHA.

Kommr’rorep Moske BUIIPOMIHIOBATH B edip He jaulre Ty iHdopma-
11i10, III0 OIIPAIBOBYE. SIKIO IpH 0T 30UpaHH] He 6YI0 BXKUTO CIIe-
IiaJbHUX 3aX0JiB, TO BIiH MOKe CJIYIyBaTH TAKOXK 1 JzKepeJioM Bin-
ToKy MoOBHOI iHdQopmanii. ITle Tak 3Banul “MiKpodoHHUN edeKT”’,
BiH MoOKe 3HiHCHIOBATHCS HABITHL depes Kopoyc Komir'iorepa. ITix
BINIMBOM dKYCTUYHHX KOJHWBAHBb y KOPIIyCi 3MIHIOIOTBCSA PO3Mipu
LIiIKH i iHIIINX eJIeMeHTiB, uepes sKi 301iCHIOETHCA BUIIPOMiHEHHS.
BigmoBigHo, BUIIpOMiHEHHSA cTa€ MOAYJIbOBAHUM, i BCe, 110 BU I'OBO-
puTe 6118 KOMII’I0Tepa, MOXKHA IIPOCIYyXaTH 3a JOIIOMOI'OI0 PO3Bimy-
BaJbHOIO npuiiMaua. SIKIO K 40 KOMII'IoTepa IIiAKJIUYeHl 3BYKOBi
KOJIOHKHY, TO IIIUTYH B3arajii MoKe 3a0lIafuTH HA BCTAHOBJIEHHI Yy
OpUMIIeHi, 110 IIPOCIYXOBYEThCH, “KYyUKiB”.

TakuM YMHOM, 11100 VHUKHYTH BiITOKY iH(popMaIlii uepes Kanaiu
IIapasuTHOr'O BUIIPOMiHEHHs, HeoOximgHo 3axuiarucs [39].
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KabespHa cucreMa He Ma€ aKTUBHUX a00 HeJIIHIMHUX eJIeMeHTiB,
TOMY He MOKe OyTH I)KepesioM IIapasuTHOro BHUIpoMineHHs. Ka-
OenbHA crcTeMa HOB’A3ye MixK co00I0 yci eleMeHTH KOMII IoTepHOl
mepeski. 3a ii momomoroio mepesaThCa MepeskeBi naHi, ase BOLHO-
yac BOHA CJYyTIye ONpUIMaUveM yCcixX HaBeIeHb i cepeqoBUIEeM OJI Ie-
peHeceHHs IIapasuTHUX eJIeKTPOMAarHiTHUX BunpoMineHb. Tomy He-
00XimHO PO3pPisHATH;:

e TlapasuTHE BUIPOMiHEHHS, BUKJIUKAHE ITepeKasyBaHHIM ue-

pes JiHii0 cUTHAJIB, HA3WBAIOTh TPa(iKOM JIOKAJIbHOI Mepe:Ki;
e [pHUIioM i HaCTyMIHe IePEeBUIPOMiHEHHSA IapPa3UTHUX BUIIPOMi-
HEeHb BiJl pO3MINeHUX TOPYY iHNTUX JiHi# i TPUCTPOIB;

e BUIIPOMiHeHHsT Uepe3 KabelbHY CHCTeMY MapPasUTHUX KOJIU-
BaHb BiJ eJIeMeHTIB Mepe»KeBOr0o aKTHUBHOTO o0JagHaHHSA i
KOMII IOTEPiB, 0 AKUX MiA’€THAHO Kabelh.

ITpu ominiti 3axumreHocti KabeJabHOI cHCcTeMU 3as3BHUUAl ITiKaB-
JATbCA JUIITe TUM, HACKIIBKH MOCTableHo Mapa3suTHe BUIIPOMiHeH-
HS, BUKJUKaHe CUTHAJIAMH, 1110 IePefarThes Yepes Kaberb g Jac
MepeskeBoro o0Miny ingopmarnicio.

Hacnpasnai Tpadik moxanbHol Mepe:ki (ToKaIbHEe BUNTPOMiHEHH)
IOCUTH H0oOpe 3axuIineHui Bix BimToKy depes kamaau IIEMBH. Cy-
yacHi Kabesi Insg JOKANILHUX Meperk MAITh OysKe HUSEKUI PiBeHb
BUMIPOMiHEHHA TTepeKasanuX curHadie. B rmux kabemrax curHaam me-
perasymTbca M0 CKPYy4YeHil mapi TpPoOBOAiIB, TPUIOMY KiJIbKiCTb
CKPYTOK Ha OIMHUITIO JOBXKITHU 3aBKIM IIOCTiMHA. 3aBISIKHU IILOMY
CKpy4YeHa Iapa JOCUTh 1o0pe 30alaHcORaHA. B IPUHIIKAIN TaKa Ccuc-
TeMa B3arajii He IOBHHHA BUIPOMiHIOBATH. HagBHICTHE eKpaHa y
CKPYYeHOI ITapHu Molepe:Kye BUTpoMiHeHHA Kabexem exeprii B HaB-
KOJIUIITHE CePeJIOBUIIe,

Hacmopasai B peaibHil crcTeMi 3aRE I MAOTE Miclle OKpeMi He-
oxHOpigHOCTI Kabemio. BoHM BUHHKAIOTL HacaMIlepes uepes He-
KBasidikoBaHe ab0 HeoOepeKHe MpoKIafaHHA Kabenxto. Ha moBopo-
Tax uepes 3THHAHHA Kaleji0 3SMIHIOETbCS B3a€EMHE IIOJIOMKEHHS
IPOBITHUKIB ¥ CKPYUeHi# napi i, AK HaCIiOK, BMiHIOETHCA XBUIHO-
Buii onip. XBUJIBOBUM OIIOPOM HA3MBAETHCS OIip, II[0 MOro 3aificHIOE
JiHig 6iskyuiil xBuIi. XBUIBOBUI OIIip MO3HAYAETHCSA I'PEIIHLKOIO JIi-
Tepoio P (po) i BusHaUaeThCsA BiAHOIIIEHHAM HAOPYTU M0 CTPYMY B
JIiHiI npuy Gl ydill CHHYCOIAHIN XBUIIi.

P =M o6ix./I 6ix.
KinskicTs emeprii, 1110 HaAXOAUTE HA JiHiI0, 3 ILIMHOM UYacy 3MeH-
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myetrbcd. EHepria, comouaTky oTpuMaHa JiHi€lo, IIPOJOBIKYE IIepe-
MilryBaTucsa B3OOBXK Hel.

Benuke sHaueHHS [JId BIIUBY Ha Kabeab Mae 3axucHa 000JI0HKA.

fAxicTh meemeKTpUKa BILIMBAa€E Ha piBeHb MapasUTHOTO BUIIPOMi-
HEeHHs, III0 BUHNKAE B IpoIreci MepeskeBoro oominy. Ha mpakruii B
OinpIIocTi BUIIAAKiB KabeJabHA cucTeMa — Ile BiiMiHHA aHTeHa I
BCiX IMapasuUTHUX BUIIPOMiHeHb O0JIafHAHHS, MiAKJIIOUYEHOTO M0 Me-
pexi.

OmocepenkoBaHe BUIIPOMiHEHHS, IO BUHUKAE B eJeMeHTax
KoMI’ioTepa, HABOAUThCS HA BCi IPOBOAM Kabenr TOKaJbHOI Me-
pexi.

BHacaigok 1mhoro anmAa mapasUTHUX BUINPOMiHEHb eJIeMeHTiB
KoMII'foTepa Kabelb JOKAJbHOI Mepeki He MOKHA POSIVISIATH SK
0araToXKMUIbHUI IPORIT, IIT0 BUXOAUTE 34 MeXi eKpaHOBaHOTo ob6cs-
ry.

IIpomecu, mos’sa3aHl 3 Mepemavero eHeprTii y3moB:K JiHii, omHa-
KOBi. fIK BimoMo, KOsKeH IIPOBIIHUK Ma€e iIHAVKTUBHICTh. ToMy MOXK-
Ha BBaKaTH, 1110 KOXKeH IPORiJ JiHIl cKIamaeThcd 3 BeJIUKOI Kilb-
KOCTi Masux “eneMeHTApHEX” IHAYKTUBHOcTell. Mix mpoBomamMu
BUHUKAE €MHICTh, AKa TUM 6inbIna, YyuM moBIla Jdinig. IToBHa em-
HiCTh BUHUKAE 3 BeJIMKOI KIJIBKOCTI AysKe MaJleHBKUX “ejleMeHTap-
HUX eMHOcTei”. PosMipKoByOUM TAKMM YMHOM, MH POOMMO BUCHO-
BOK, IIIO JIIHIA CKIAJAaeThCA 3 AYKe BeIUKOI KiIBKOCTL AyKe Maux
iHIYKTUBHOCTEH 1 TaKO1 2K KITBKOCTI IysKe MaTuX €MHOCTeI.

BeramoBuTy L0151 MUX OPOBOIIB (PiIbTp, AKHAHA CTPEMyBaB O0u ma-
pasuTHe BUIIPOMiHEeHHA, HEMOXKIURC. ToMY 1110 mapasuTHe BUIIPOMi-
HeHHS eJleMeHTiB KoM toTepa (3KOPCTKUI AUCK, KIaBiaTtypa i T. &.)
30CepelKeHo Y TOMY cAMOMY TiamaszoHi 4acToT, 110 1 CTIeKTP iMITy1b-
ciB, AKi ImepegarThCs CKPYUYEHOIO APOI0 Y IIPOIeci MeperkeBoro 00-
MiHY.

3acTocyBaHHS €KPaHOBAHOI CKPyueHOI Imapu 3HAYHO IIOJIIIIYE
CHUTyallifo, aje He TapaHTye CTPUMAaHHsA CUH(MasHuX (CMHXPOHi30BAa-
HuX 3a $a3010) HaBeAeHb. [IprnumH AJid IBOTO B JIOKAJbHIN Mepexi
baraTo, aje TOJIOBHA — B3a3eMJIEHHS IIPUCTPOIB, IO BXOAATH MO
CKJIAAY JOKaJbHOI Mepexi.

3a mpaBUIaMU TeXHIKM eJIeKTpobeseKn yce akTUBHE 00JIaTHaH-
HS JIOKAJIbHOI Mepe’Ki MOBMHHO MAaTH 3axXWCHe 3a3eMJIeHHS, IO I0-
KOpiHHO 3MiHIOE 3HaTHiCTh KabesIiB JOKaJIbHOI Meperki BUIIPOMiHIO-
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BaTu cuH(pA3HO HaBe[eHI Ha HUX KOJMBAHHS, BUKJIUKAHI PoOOTOIO
eJIeMeHTiB KoMII’joTepa.

ITapasuTHe BUIPOMiHEHHS €JIEMEHTIB KOMII'IOTe€pa HaBOAUTHCS
cuH(a3HO Ha IPOBix KabeJIbHOI CUCTEMHU.

Enexkrpuune moje E, 1110 cTBOPIOETHCS HABeIEeHUM BUIIPOMiHEH-
HSM, 30CEPeIKYEThC B IPOCTOPi MisK »KuiaaMu Kabero i eKpaHoBa-
HUAM ILIeTIHHAM. 30CEepeIKeHHS CTBOPIOE YMOBHU [JIS OOMEIKeHHS
ejleKTpuuHOTO 10Jis [E], AKe cTBOpeHe HaBeqeHNUM BUITPOMiHEHHAM.
BigoyBaerncs me raxk. HaBegena Hanpyra Ipus3BOAUTE 10 BUHNKHEH-
HA HaBEJEHOI'0 CTPYMY, SKHI HpoTikae y »Kuiaax Kademro I op. iy
mierinai Kabemnro I sBop.(BixH.). IIpu BigcyTHOCTI 3as3eMIIeHHS Mar-
HiTHe IoJIe, AKe BUKJUKAaHEe IPOXOKEeHHAM HABEIEHOI'0 CTPYMY Yy
JKUJIaX KabeJsro, KOMIIEHCYEThCA MArHITHUM [I0JIeM, sSiKe BUKJINKaHe
IPOXOAKEHHAM HAaBEIEeHOr'0 CTPYMY, aJle YV 8yCTPIYHOMY HaIPSIMKY,
y mierinni Kabemo. ToMy y HezaseMJIeHIA cucTeMl NapasUTHE BUII-
POMiHEHHS eJleMeHTiB KOMII I0Tepa, 110 IPOHIKAE B eKpaHOBaHi Ka-
OeJIi JIOKaJIbHOI Mepeski, MoKe Jo0pe 00MesKyBaTUC.

VY pasi, SKII0 Bce akTHBHE 00IaJHAHHSA 3a3eMJeHe, BUIIPOMiHeH-
HA eJIeMeHTIiB KOMII'I0Tepa TaK0:K BUKJIUKAE [I0ABY HaBEIEeHOTO
crpymy I mp. y sxkunax kabenwo. OgHAK 3BOPOTHHUIA CTPYM Y IIbOMY
BUIIAAKY IPOXOIUTh SK Yy eKPaHOBAHOMY ILIeTiHHI kabemro I 3Bop.,
Tak i B mpoBogax zasemueHHS 11 3ROp.

Bracmizor mporo y KOHTYpi, [0 CTBOPEHUN eKPAaHOBAHUM
IIeTiHHAM Kabelwo 1 IpopogaMu (IMHAMMK) 3a3eMJICHHS, BUHUKAE
posHOCHU# cTpyM. ToMy POBTJIANYRAHUN KOHTYD JJs HaBeIeHOTO
CTPYyMy y ILIeTiHHI Kabenro i IIeTiHHI 3aseMIeHHS SBISE COOOIO
PaMKOBY aHTEeHY, IHKOJHU Ay Ke BeIUKNX PO3MIipiB.

Cawme 1eil eeKT 1 MPU3BOIKTE A0 TOTO, 1[0 TP IiJKJIOUYeH] 100-
pe 3axXUINeHOoro KOMITI I0Tepa I0 JOKAJIbHOL Meperki piBeHb BUIIPOMI-
HEeHHs KoMn'loTepa (HacaMilepell MAarHITHOI CKJAJ0BOI) B3HAYHO
301JIBIITYEThCS HE3aMEeKHO BiJl TOr0, 3aCTOCOBYIOThHCSA €KPAaHOBaHI Ka-
Geuri um Hi.

Heob6xigHo sasHaunTH, 110 PAMKOBA AHTE€HA BUHUKAE HE3aJIeHKHO
BiZ TOro, AKMM UMHOM i HACKLJIBKHK SKICHO BUKOHAHO 3a3€MJICHHS.
VYceyHyTu me siBUIle pallioHAJIbHUM BHOOPOM CHCTEMH 3a3eMJICHHS
HEeMOKJINBO. €QMHMUN CIIOCi0 3MEHIINTH BUIPOMIHEHHS — IIe IIijm-
KJIIOUEHHS 3aXVCHOTO 3a3eMJIEHHS 0 KOXKHOTO eJIeMeHTa JOKaJIbHOI
Meperki uepes QPiabTp, SKUM Ma€ BeJIUKUU OMNip y IMUPOKOMY giaia-
30Hi yacroT, aje mayguit — Ha yactori 50 I'm.
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3.2. Ilpuxo6y6annsa npasonopyuLtHuUKoMm nepedaii
po36idanoiingopmauii, u,o onpaybosyemuvces
6 Komn’lomepHiill mepeiici

MeToay IpOHUKHEHHSA Y KOMII IOTEPHY MEpPerky 3 MeTOI0 HacTyI-
HOTO BUKpaneHHA iHbopwmallii pisHomaHiTHiI, HalixieBimuit — 1e
BCTAHOBJIEHHS B CHCTEMi IPOrpaMu-3aKJIaTKH.

IIporpama-saxaangKa, 3ajJeXHO Bil mocraBiaeHoi MeTu, MoKe, Ha-
OpUKJA, IepexXoIII0BATH IIapoJii KOPUCTyBauiB abo 3a BU3HAUEHUM
KpUTEpPieM 3HaXOOMTH HeoOXimHy iH(opMallio Ha »KOPCTKUX IUC-
Kax. ¥Yci cucteMHi agMiHicTpaTOpU BKUBAIOTE BIiATIOBITHUX 3aX0IiB
3 TOMePeIKeHHA CTPod BIAMPABUTH eJTeKTPOHHOIO TOIITO0 3i0paHy
IIPaBOMOPYIITHUKOM 1H(MOPMAILiI0 HA 3aBYaCHO 00YMOBJIEHY axpecy.
ITe sMycuTh HOPYITHUKIB BUTAIYBATH HOBI METOAU TPOHUKHEHHS 10
KoMII'IoTepHOoI Mepeski.

PosBigyBanbHy OiAMBHICTH MPABOIMOPYITHUKA HaMOiJbIle yCK-
JagHIOIOTE 1BA MOMEHTU:

e BCTAHOBUTH IIPOTPAMY-3aKIaIKYy (“TPOSHCHKOTO KOHS”);

® IIepeIaTH IIepeXoIlIeHy iHdopMariio.

Ha zaBani po3BigyBanbHol JiAJABHOCTI CTOATH BEIUKI 00CATH IIPO-
TpaMu-3aKJIaAKHU Ta JaHUX, M0 TTepefaioThcd 3a il JOIIOMOTO0IO.

Ckinpku icHye JIOACTBO, CTIIBKM icHYe I pobiema oOMiHY iH-
dopmariiero. 3 onHiel cTOPOHU, JOAU MPATHYTE CIiJIKyBaTUCA i 00-
MiHIOBaTHCS iH(GOopMaIlieto, a 3 iHNIOl, HAMAralThCA TPUXOBATHU BiJ
CTOPOHHIX fK 3MicT, Tak i (pakrt ii nepenaqi. Tomy nr0ACTBO mOCTii-
HO YIOCKOHAJIOE 3aCc00H IIepeXolleHHsa 1 MpuxoByBauusd. s opu-
XOBYBaHHA iHMOpMAIlil BaCTOCOBYIOTH MeToAu Kpunrorpadii i crera-
"HOorpadii.

Kpunmozpagia — me cucreMa 3minu indopwmarnii, mo6 BoHa
0yJia 3pO3YMIiJIOI0 JIUTTIE NI MOCBIYEHUX.

Cmezanozpagia — 1e cucteMa 3MiHE iHdoOpMAaIil 3 MeTO0 Ipu-
XOBYBaHHA caMoTo QaKTy iCHyBaHHA Ta€EMHOTO moBigomieHHsAa. Cio-
BO “cmezanozpagia” noxonuTs Bix ciiB “steganos” — raemHUNA i
“graphy” — 3anuc i 6ykBaJbHO 03HaUa€ “maemnutl 3anuc”. 3acro-
cyBaHHs Kpunrorpadii 103BoJisg€ CTOPOHHBOMY CIIOCTepirauesi jer-
KO BCTAHOBUTU (DaKT mmepenadi Ta€MHOTO IMOBiJOMJIEHHSA, & CTEeraHoT-
padii — mpuxoByBaTu Ie, OiJbIIe TOro, MJs IiABUINEHHSI PiBHS
3aXMCTy Ta€MHA iHGopMAaIlis MOKe JOZATKOBO MIN()PyBaTUC.

Metonu creramorpadii mepeabauaroTh, 110 caM PaxkT Oyab-AKOT0
o0MiHy iH(opMalliel0 He IPUXOBYETHCHA, X0Ua IIOBiZOMIEHHsS 000-
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B’sI3KOBO Ieperiagac meusop. Tomy mig mpuxoByBaHHAM (PaKTy ic-
HYBaHHS TAEMHOTO IIOBiIOMJIEHHS PO3yMie€TbCcA He Jiniie (MOMKJIUBO,
HaBITb He CTiJIbKK) Te, 1110 IIeH30pP He MOKe BUABUTHU Y IOBiOMJIeH],
fAKe IeperjasagacTbcsd, iHIIIOr0, IPUXOBAHOIO IIOBiJOMIeHHS, a i Te,
II10 TIepeKasyBaHe IOBiJOMJIEHHA He IIOBUHHO BUKJIUKATH Y I[eH30pa
aigospu. Toxi kara nmepefaui inopmarii giarume i Hagai.

Ilepimi sragku Ipo BUKOPHUCTAHHS cTeraHorpadii s 3aXuCTy
iHdopmarii garyoTbcs 1mie V cT. 10 H. e. ¥ [laBHii I'pemii, ckakimo,
TaeMHe IIOBiJOMJIEHHS HAHOCHJIOCS Ha JOIIeUKH’, AKi II0TiM mOKpu-
BaJMCsA BOCKOM, i BOHM 0e3 IIpo0JeM IPOXOIuIn KOHTPoJab. Tak po-
6us Jlemepar, sik CBiI4aTh IKepena.

Y XV cr. monax Tpiremiye (1462—1516 pp.) onucar 6araro pis-
HHUX METOHiB TaeMHOI Ilepegaui mopifomiuedb. 1499 p. ix samucu
Oyso ob6’emHano y kHH3l “Steganographia”. Ileil miapyYyHuUK HUHIL
MOJKHa BigHaiiTu B [HTepHeTI.

Cepen npukIagiB cTeraHorpadii Mo)KHa 3ralaTH BUKOPUCTAHHSA
MOJIOKa af0 clleliaJbHUX CHUMIATUYHUX YOPHUJ [Jd HAIWCAHHS
TAEMHOT'O MOCJAaHHA MK PAAKAMU SBUYAHHOIO JIICTA.

¥ Himeuuusni y poku /Ipyroi cBiToBOI BifiHH JJIs TaeMHOI Imepea-
ui imdopmariii y 3BUUaHHUX JIMCTIBKAX 1 JTUCTAaX 3aCTOCOBYBAJIU TaK
3BaHi MiKpOKPAIKK — MaJleHbKi OTOKAPTKH, SAKI BKJIeIOBaJIUCA HA
MicIle po3AiIOBHX 3HAKIB. ¥ TaKHWil cmoci® HiMenbKi po3BiIHMKM,
aki nmpamoBanu y CIITA, mepenpaBiasaaiu y cBOKX KpaiHy TaeMHYy iH-
dopmairiio, i e He BUKJINKAJO IiH03piHe V eH3ypu. B ogHOMY JHCTL
yMmimryBaau g0 20 MIKPOKPAIIOK, 4 KOMKHA 3 HUX MOIJIA MICTUTH He
JIAIIIE TEKCT, a i KpecJeHHA,

3aranbpHUHI 1poiec creranorpadil BUpaskaerbeda GOpMYyI0I0:

KOHTeHHep + [IOBiJOMJIEHHS, 110 MPUXOBYETHCA + CTErOKJIIY =
CTErOKOHTeNHEeD.

Cmezocucmema — e CYKYIHICTEL 3ac0o0iB 1 MeTomiB pas popmy-
BaHHS IPUX0BAHOI'G KaHAJY Iepefadi iH(popmarrii.

Konmeiinep — Oynp-sika imdopmariisi, 1o mpusHayeHa I IpU-
XOBYBaHHS TAEMHUX ITOBiTOMJIEHbD.

ITpuxosyeane (66ydosarne) nogidomaenHs — TaeMHe IIOBimom-
JIEHHS, 110 BOYZOBYETHCS B KOHTEHHED.

Cmezokn0y — TAEMHUI KJIOUY, HEOOXITHMI A HIPUXOBYBAHHS
(mudpyBanHsa) iHGopmalrii. 3asekHo Bix KinbKocTi piBHIB 3axucTy
(HampuKJIajJ, BCTAHOBJIEHHS IIOIEPEIHbO 3aIlTn(POBAHOTO IIOBiOM-
JIEHHS) Y CTEerocucTeMi MosKe OyTH OnuH ab0 KiJIbKa CTerOKJIIOUiB.
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Cmezanoepagiunuil kanan (cmezokHnas) — KaHaJ Ta€MHOI ITepe-
maui imopmarrii.

Cmezoxonmeiinep — KOHTelHEp, 10 BMiIlye BOygOBaHEe IIOBi-
JTOMJIEHHS.

st Toro, 1mo6 c)opMoOBaHUIT 3a JOIIOMOI'0IO BiIOBiZHOL CyKym-
HoCTi 3ac00iB 1 MeTOmiB TaeMHMI KaHaJ mepemaui indgopmaiii 0ys
HAAIHUM 1 He BUKJIMKAB HiL03PiHb, HEOOXIAHO JOTPUMYBATHCS P
BHUMOT', a caMe:

CTEerOKOHTEMHep, 1[0 BMiIlye BOyJOBaHEe IIOBiLOMJIEHHS, IJIs
CTOPOHHBLOT'O CIIOCTE€PEKEeHHS NPAKTHUYHO HiUMM He IOBUHEH
BiIpisHATHCA BiJl BUXITHOIO KOHTeIHepa;

npu mofymoBi crerocucTeMyd HeoOXigHO BUXOSUTH 3 TOTO, IO
“meHsop” (cUCTeMHUN ajMiHICTpaTOp) Mae IIOBHE YSBJIEHHS
3alrii, ajie HeBIJJOMOIO JJI HbOI'O BEJIIMYUHOK) € CTErOKJII0Y;
1100 JIHIIIe BIACHUK CTErOKJIKYA MaB MOMKJIUBICTD BCTAHOBUTH
GaKT IPUCYTHOCTI TAEMHOTO IIOBIIOMJIIEHH S ;

CTerocrucTeMa IIOBUHHA OYTH CKOHCTPYIHOBaHA TAKMM UMHOM,
1100 JIHIIIe BIaCHUK CTENOKJJIIOUa MAB MOMKINBICTD BUALINATH 3i
CTEerOKOHTelHepa BOyLOBaHEe MOBIAOMICHHS.

BoyznoBane mpuxoBaHe ITpuxoBaue
TOBiOMIEHHA TOBiOMJIEHHA
2
o g
£ » A
B S
© Mm
aa]
Creroxonreiinep
Koureiitnep Konteitnep

MaanwHok 1. Mogeib cTerocucTeMu

Komm’torepHa creraHorpaMa — Iie uacTuHA creraHorpadii, mo
3aliMaeTbCcAd MUTAHHAMU peasisallii cTeracucreM 3 BUKOPUCTAHHSIM
KOMII’IOT€PHOI TeXHiKU.
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Iudposa indopmartiia, AK IPaBUIO0, IepelacTbCcA y BUTIALL haii-
JIiB, TOMY y KOMII IOTE€PHIill cTerocucremi, 1o ABJIAE COO0I0 CYKYII-
HicTb 3ac00iB i MeTOmiB, AKi BUKOPHCTOBYIOTHCA AJIA (POPMYBAHHS
TAEMHOT'0O KaHaJy Iepegaudi inpopmailii, BUKOPHUCTOBYIOTh IIOHATTS
Gaiin-konmeiinep i aiin-nosidomienns. ILjist Toro, 1100 y CTOPOHHIX
He BUHHUKJIO Ii03pPiHb, (pakT mepemaui moBigomjeHHs (Paia-mosi-
JTOMJIEHHS) 38 JOIIOMOTOIO CTeTOKJII0Ua “SMiIlTyioTs” 3 (hailji-KOHTen-
HepoM. Ile He TOBMHHO BUKJWKATHA 3MiHVM OCHOBHUX BJIACTHUBOCTEN
daiia-KoHTeliHepa, 10 HAallOBHeHU Mu(POoBOoI0 iHgopmMaIlieo.

Mixx HaOpOCTiIINM BUKOPUCTAHHAM KOMII IOT€PHOI CTerocucTe-
MU i CHMIATHYHUX YOPHHUJ 0araro cxoxkoro. MoskHa 0Lnumu JgiTepa-
MU Ha CTaHZapTHOMY Oimomy Tai pemakropa Microsoft Word y
TEeKCTi peKJIaMH, CKakiMo, IMPAJLHOrO IOPOIIKY HAIUCATHA KiJbKa
PAIKIB TA€EMHOI'O IIOCJTaHHA.

Bini npitepu Ha 6inoMy TJII He BHAHO, a 3PO0OMTH iX BUAMMMIMI
MOJKe€ HaBiTh MOYATKIBEI[b-KOPUCTYRAY II€PCOHAIBHOTO KOMII I0TEpa.
3BicHO, HamiiiHicTh Takol cTerocucTeMu Ay:ke HHusbKa. IIpore He
IysKe CKJAJHI KOMII IOTePHI CTer0CUCTEMH Y2Ke PeabHO 3aCTOCOBY-
IOThCA 3JIOBMUCHUKAMU, 30KpeMa, “BipycolnncbMeHHUKAMMI” .

Bigomuii, Hanpuwiaz, Bipyc IIiJ KoOAOBOW HasBow “W32/
Perrun”, Bim “npuxorye” cBoe Tino obearom 18 K y ¢asini ipj, Tou-
Hillle KaMKyuH, [IPOCTO AoLa€ CRIM KoJ HAIpUKiHI ip] daiiaa. 3 mor-
JAAy cTeraHorpadii me miJKoM IPUMITUBHII MeTOJ, IIPOTe BiH 1ae
YABJIEHHS IIPO Te, AK BCTAHOBUTHU Y KOMII' IOTEPHY CHCTEMY “IIporpa-
My-3akJanKy’ OLasmioro obcAary. Iis [Mporo mporpaMy-sakiIagky
Tpeba 3po0dUTH NBOKOMIIOHEHTHOO. CTapToBa YacThHA, AKY JIHIIE
IIyKa€e OCHOBHE TiJI0 IpOTrpaMU-3aKJaIKK B IHIIKUX (aiiiax, SK mpa-
BIJIO, OyBae ays:Ke MaJIeHbKOIO, 110 HoJerurye 1i BcraHopaenHs. Oma-
HAK OCHOBHA YACTHHA IPOrpaMHU-3aKJAIKA MOMKe OyTH 3a 00CAToM
Iy’Ke BeJIUKOIO, 1 IPU IbOMY PUSHUK 11 BUABIEHHA MOYKHA 3BECTHU J0
MiHIMyMYy.

€ i ckaagHinm MexaHisMu MmackyBaHHs. Hanmpukian, Bipyc Win
95 CJH Bcranosmmoerscsa B “EXE”-(paiii, BUKOPUCTOBYIOUMX 0COOJIH-
Bocti (popmary PE (Portable Executable), mpuiiasiToro B cmucremi
Windows (mmoumnaroun 3 Windows 95). ¥ Windows BukKoHaBumit
daiin “EXE” Mmoxxe yTpuMyBaTHU He JUIIle KO, a i YMCJIeHH] gogarT-
KOBi maui — mikTorpamu, pisHOMaHITHI ciys:k00Bi maHi, JOTaTKOBY
iH(popMmaillio, HaIpUKJIaL, IPO eKCIIOPTOBAHI I iMIopToBaHI (pyHK-
Imii.
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Kooxen Bup ganux, 1o séepirarorsea y paiiiai popmary PE, — me
oxpemuii 06’exr. s 36epiranus Bcix 00’exTiB daitn popmary PE
pos0mBaeThCA HA PAL CeKIiil (ikcoBamoro posmipy. Kosxxen o6’eKrT
IMIOYMHAETLCA 3 HOBOI ceKIril. SIKImo obcAr He 3aiiMae yCchoro oocAry
ceKIrii, To 14 ii yacTuHa He BUKOPUCTOBYEThCSA i 3aJIUINIAETHCA BiIb-
Hoto. Tomy y daiiii popmary PE 3aB:xau focTraTHBO BIILHOTO MiCILs.
Haii6inpime ioro y mepuriii cexirii, TaM 3amncyeTbCsa JHIIE 3ar0J0-
BOK (aiiny (PE header). ¥V BiibHI Miciia MoKHa cXxoBaTH YMMAJIO iH-
dopmaiiii, i npu boMy Hi posMip (aitiy He 3SMiHUTBLCS, Hi Hioro mpa-
Ie3JaTHICTh He MHOPYIINTHhCA. TaKuili MexXaHisM MacCKyBaHHS Iae€
MOXKJIMBICTh MAKCHUMAJIBHO [IPUXOBATH BCTAHOBJIEHHS Y KOMII I0TEP1
IpOrpaMuU-3aKJIATKHI.

ITigcyMox poboTH IporpamMu-3akJIaIKK — 3HalgeHi paian.

MoxauBOCTI CydYacHUX MeTONIB KOMII'IOoTepHOoI creramorpadil
MOJKHA BiuyTH, NMPOBIBIIN €KCIEePUMEHTH, HANPUKJIAA, 3 BiJIbHO
MOIIMPIOBAHUMU cTeronporpamamMu. OmHa 8 HAWMOIIMPEHIIIUX
YTHUJIIT, mo sgaTHa NpuxoByBaTH iHdopmMaliio y rpadiuaux (dop-
matu gif. bmp) i sBykoBux (Qopmar wav) daiinax, — Ie Imporpama
E. Bpayua S — Tools. Bona nae sMory He Jullle IIpUX0BaTH IIOBigoM-
JIeHHS, a f1 3alruPyBaTH HOr0 84 JOIMIOMOTOI0 CTIHKOro KPUIITOAJITO-
puTMa, 10 3a6e3ledYnTh 9K BUCOKY TAEMHICTD Ilepeadi CeKPEeTHOTO
HOBiZOMJIEHH, TaK 1 1OT0 CTIHKICTh.

¥ romir’r0TepHii cTreranorpadil yI0CKOHAIOITHCSA He JIUIIe CII0-
cobu, mporpaMu i aJrOpUTMH [IPUXORYBAHHS IIOBIZOMIIeHb, a I II0-
OTYKW KaHaJIiB Iepenadi iHGopwmarii. Jlyske 3pyYHIM KaHAJIOM JIJIs
nepenpaui poseigasol iHgopMmarrii € IHTepHeT, OJHAK He 3aBXKIAU HUM
MOJKHA CKOPUCTATUCS, HAIIPUKJIA], Yepe3 BUKOPUCTAHHS MilKMepe-
JKeBUX eKPAHIB UM 2KOPCTKe aJMIHICTPpYBAHHSA Ilepegadi ingopmarrii.
Tum naue, mo agMiHICTPATOPY CHCTEMH Y IIOIIYKAX HEIO3BOJEHUX
BKJIaJeHNX (PAMJIiB, AK IPABUJIO, | HEMOTPiOGHO MeperasanaTi KOKeH
daiin. Bin ananisye azpecu, sa IKHMH BiJIPaBisieTbCs IIOIITA, i 3
SAKHUX BY3JIiB IPUUMAaOThCA (DA,

YV momrykax HOBUX KaHaJIiB Iepefaui posBimaHoi indopmairil
npuimiau no izei IIEMBH-Bipycis. [laBHO Bimomo, 1110 BiAgTiK iH(ODP-
marmii moxke BimOyBartucs i uepes xkanmanu I[IEMBH. I1i kamanu He-
3pyuHi JuIre TuM, 10 HekepoBasi. II[o6 orpumaru moTpidHy iHdop-
MaIriro, Tpeba 6araro IpailoBaT i MATH LOPOrY amaparypy.

Buenum KembOpumxa (Aumepceny i Kyny) mpuiiiia igess Buko-
pucrartu SK KaHaJ OJd Iepefaui JaHWX IIapasuTHI BUIPOMiHeHHS,
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3pOoOUBIIK HOro KepoBaHnuM. Tak 0yJyio ctBopeHo TexHoJsoriro SOFT
TEMPESS — TexHoJIOTiI0 TaeMHOI Ilepejaui JaHHX udepes KaHaJIU
MapasuTHUX €JeKTPOMATHITHUX BUIPOMiHEHb 3a JOIOMOTOIO IIPO-
rpaMHKX 3ac00iB.

SOFT TEMPESS araka, sanponornoBana KyHoMm, 1ae MOKJINBiCTD
3a JOIIOMOTOI0 CIIel[iaJbHOI IIpPoTrpaMu-3aKJaJKH, 1110 ITPOHUKAE 3
BUKOPHUCTAHHSAM CTaHIAapPTHOI TeXHIKM BsacTocyBaHHsS “Bipycis”,
“yepBiB”, “TPoAHIIIB”, IyKaTH MOTPiOHY iHdopMaIliro y Komir orepi
i mepemaBatu Ii IIIAXOM MOZIYJIIOBAHHSA 300paskeHHS MOHiTOpA.
ITpuiimaioun mapasuTHI BUIIPOMiHEHHS MOHITOpa, MOMKHA BUAIJIUTH
KOPHCHHMU CUTHAJ 1 TAKMM YUHOM OTPUMATH TaeMHY iH(OopMaIiio,
1o 36epiraerbesd B KOMII' I0TEpi — HapoJi, IHCTH, JOKYMEeHTH.

IIa rexmoJsoria orpumana i apyry zHassy: [IEMBH-gipyc. Bona
JIUINEe CBiIUMUTHL, W10 IporpaMa-sakjafka (Kepye BHIIPOMiHEHHAM
KOMII'I0Tepa, 30KpeMa, MOHITOpa) MoKe OyTH BCTAHOBJIEHA Y II1JIbO-
BUI KOMII'IOTED 3 BUKOPUCTAHHAM TEXHOJOrI 100y I0BY KOMII I0Tep-
HuX Bipycis. ToMy 9K CHHOHIM MK BoKHBATHMEMO caMe Ield TepMiH.

3BepHiMOCH [0 MeXaHIZMy MACKYBAHHSA Iepeladi posBigaHoi iH-
dopmairii, 10 sHATA 3 KOMII'IOTepa, OCKIJIBKU Ile HAUCKJIAIHIIIE B
creranHorpadii. Poseigana indopmaliia repeaeThesa yepes BUIIPOMi-
HeHHs MoHiTopa. g mepemadi KOPUCHOTO CUTHAJNY BUKOPHUCTO-
BYETBCSA CHUIHAJ MoOHiTOpa. Burix posBimanol indopmallii Ha MOHI-
TOp — Ie i € cmocid yuopaBJIiHHA BUIPOMiHEHHAM KOMII IOTEpa.
OpHak npu nepegaui ingopMalrii B TAKHAH cIrocid Ha eKpaHi BUHUKAE
xapakrepHe sobOpaskeHHs (“pabinHsa’), BUA AKOT0 BUSHAYAETHCS
YacTOTOI0 aMILIITyaHOI MomynAiil. I[nsg yopaBiIiHHA BUOPOMiHEH-
HAM He0O0XigHo yiTKo BUGpaTH TOH UM 1HINKWE OPUCTPIl cepen iHIIMX
ejleMeHTIiB KoMir'rotepa. Ilpu nboMy IporpamMa-sakiajkKa peaJri-
3YETHCS IIPOTPAMHO TAK, 100 QOPMYBATH CIlelialbHI KOIH AJI aMII-
JITYIHOI MOLYIAILLI TPOMeHsa TPYOKHM MOHITOpA.

Curaau, 1il0 NepeKasyeThbesA, Hece iH@OpMaIii, AKa BUIPOMi-
HIOETBCA B e(ip Ha BHU3HAUEHMX UacToTaxX. Bimbip mopmynaamii or-
THUMi3y€ CUTHAJ IJI MAaKCUMAaJbHO HAIiTHOTO IIPUIOMY.

OmnepaTop-po3BilHNK BUKOPKUCTOBYE BiAIOBIAHY eKPaHHY 3acTaB-
Ky, TOUHiIIIe, 300paskeHHsd, 110 Bigirpae pouab crerokonTeiinepa. Ta-
KHUM YMHOM, IIporpaMa-sakJjajKa uepe3 BU3HaUeHUI IPUCTPiii, 1110 €
eJIeMEeHTOM KOMII’I0Tepa, YIpaBJIsie BUIIPOMiHEeHHAM MOHiTOopa. Mo-
IyJIIOBATH MOJKHA He BeCh €KPaH, a JHIlle HeoOXigHy 0ro yacTuuy.
XapaKTepUCTUKY YIIPABIAIOUNX CUTHAIIB Hif0NPaOThCA TAKMM Y-
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HOM, 1100 iH(popMaIisa, BunpominoBana B edip, BigpisHsaaach Bifg Bi-
IoOpaskeHol Ha eKpaHi.

3MicT cmocoly Imepemadi pPosBiaHMX ILIAXOM MOAYJAII 300pa-
JKeHb MOHiTOpa 6asyeThCsa Ha TOMY, II[0 YiTKO BHU3HAUeHii iHdop-
marii, BimoOpaskeHili Ha expaHi, BiAIIOBiZalOTh YITKO BH3HAUEHI
XapaKTePUCTUKN CIEKTPA BUIPOMIHEHHX OJHOYACHO IIaPasSUTHUX
KoamBaHb. Ilix uac mepemaui moHiTOpOM 300paskeHHsI, IO Bimirpae
POJIbL CTEeroKOHTeliHepa, B e()ip BUNIPOMIHIOETHCA 3HAMIeHA IIporpa-
MOIO-3aKJIaIKO0I0 CeKpeTHA iHpopMaIris.

CurHaJ mepemaeTbcs 3 MOHITOpa 3a IOIOMOIOI0 CHIEIliaJbHOTO
AM-pagionpuiimaua {(Hanpukxaag AR — 3000A) s itoro mrratrHoiO
IITHPHOBOO AHTEHOIO 1 IEKOJOBAHUM 00JIafHAHHAM. 3’ € ITHYBaJIbHUI
KabeJsb IPUCTPOI0, 10 YIIPABISAETHCS [IAPAZUTHUM BAIPOMIHEHHSIM
MOHiTOpAa, Bifirpae pojib aHTEHH.

3.3. BidnosidanvHicmb 3@ nOpYuULeHHA 3aKOHOJa8Ccmea
npo ingopmayiro

3axucT NpaB HA KOMEPILIHY TA€MHHUII0 BKJIOYAE CHUCTEMy 3a-
XOHiB, CIPAMOBAHUX HA BIIHOBJIEHHA MOPYIIEHWX IIPaB, a TaKOXK
MexaHisM Ix peajisarii.

IToHATTA BaxuCTy NpaB y HOro TOYHOMY IOPUIUYHOMY 3HAUEHHI
He CJIiJ OTOTOXXHIOBATU 3 MOHATTAM OXOPOHU IIPAB, IO TPAKTYETHCA
LIKPIIe, OCKLIbKH OXOILIIOE PisHI 3axoiu, CIPAMOBAaHI Ha 3a0e3Ie-
YeHHs BIJHOBJEHHS MNOPYIIEHOTO IpaBa ocobu. B posriamysanHii
cepi 0XOPOHOIO, 4 He BaXUCTOM IIPAR HA KOMEPIITHY TAEMHUITIO I10-
BUHHI BBaXKaTHUCsd TaKi 3aX0/U, AK, HANPUKJIAJ, CTPAXYBaHHSA PUSHU-
KY POBKPUTTA KoHQimeHHiHOI imdopmaiii, 1o Mae KOMepPIiNHY
TAEMHMUIIO, 3000B’ A3aHHA, BHECEHI B JOMOBOPH 3 PAliBHUKAMH Ta
KOHTpareHTaMu PO 30eperkeHHA TAEMHUIIl, BIKHATTA HeoOXimTHMX
opraHisamifiHNX Ta TeXHIUYHMX 3aX0/IiB 1040 30eperKeHHs TAEMHOCTL
iHdopmariii i T. g. o 3axoaiB 1100 3aXUCTy IPAB TOBOAUTHCS BIa-
BaTHCA JIHUIIE TOLi, KOJIU IIPpaBa Ha KOMEPIiHYy TAEMHUIIO BiKe I10-
pyleHi abo icHye peasibHa 3arpo3a iX IOPYIIeHH.

ITopymienasaM mpaB Ha KOMEPIIMHY TA€EMHMII0O BBAXKAETLCSI He
OyIb-IKe OTPUMAHHSA iHIIIOIO 0CO00I0 HesHaiomoi iii pamimie i min-
HOIO /1 Hel B KoMepIliiiHoMy BigHomeHHi ingopmairii, a TiabKu 3a-
BOJIOJIHHS Iiefo iH(popMAaIliero 3a JOIIOMOI'0I0 He3aKOHHMUX CIIOCO0iB.
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Y TakoMmy pasi Ha BJIaCHMKA IIPaB HA KOMEPIiMHY TA€MHUIIO IIOKJIa-
JaeThbcsa 0008’ A30K JOBECTH, 1[0 KOHKPETHA 0coba OTpuMaJia JOCTYII
mo miei indgopmarrii B He3aKOHHMHI, 3a00POHEHUI 3aKOHOM CIIOCi0
(HampukJjaan:, IPOHUKHEHHS B KUTJ0, POSKPUTTSA KOPECHOHIeHITiT i
T. X.) abo BCcyleped 3arajbHUM HPUHIIUIIAM JOOPOCOBICHOI KOHKY-
peHiil (IigZKym cay»KO00BI[iB, K1 He € mocaJoBMMU 0CODaAMM, OTPHU-
MaHHA iHGopMAaIrii Bif KOHTpareHTa, BJJaCHUKA IIPaB Ha KOMepPIiinHy
TAEMHUIIO, SIKUI 3000B’A3yBaBcsA ii He pO3roJiomiyBaTd i T. X.).
AKI110 JOBECTH IILOTO HEMOJKJINBO, TO i IpaBa 0Cco0M 3aXMCTy He IIij-
JAraloTh. 3aXUCT IIPAB HA KOMEPIIMHY TAEMHUIIIO 3IiMCHIOETHCS
MPaKTUYHO JIMIIIE B IPUAUYHIN (popMi, ToOTO Yy 3BepHEHHI 3a J0IIo-
MOT'0I0 10 KOMIIETEHTHOT'O OPTaHy.

OCHOBHOIO (DOPMOIO 3aXKCTY IIPAR HA KOMEPI[IHHY TAEMHUIIO €
IOPUCAUKITINIHA IPOLeypa, SKa, B CBOIO Uepry, MOALIAEThCSI Ha Cy-
moBy I agmiHicTpaTturHy. [Ipu iboMy IIepeBaskae CyIOBUNA IOPSAILOK
3aXUCTy IIPAaB, SKHUU Ilepeadadae 3BepHEHHS [0 CYAY 3 II030BOM IIPO
3axXuCT MOpylueHux IpaB. OCKLIBKYM OHUTAHHS [P0 KOMEpPIiiHy
TAEMHHUILIO 0e3I10CePeIHBO OB’ I3aH1 3 IIAIIPUEMHUALBKOI AiAabHIiC-
TI0, TO TaKi II030BU 34TajlOM BIIHOCATHECA Z0 MIiABIAOMUYOCTI rocIo-
IapChbKUX CYHiB. fAKINO BiAIIOBIgaYeM € IIPALIBHUK, AKUHA PO3T0JIO-
CUB KOMEPIIHHY TAEMHHUII0O BCyIlleped TPYIOBOMY [TOTOBOPY
(KOHTPAKTY), CIIPABA POSTIANAETECA B CYAl 3arajlbHOL IOPUCAMKINIT.
AnMiHICTPATUBHUE IIOPANOK 3aXUCTY IIPAB HA KOMEPL[iIHHY Ta€MHU-
1[0, BiH Ille HABUBAETHCH CIIEMIaJbHUM, BACTOCOBYETLCS JIMIIIE Bix-
noBizHoO g0 3akony (cT. 17 'K Vkpainu). MoskaueicTs 3RepHEHHS 3
3asBOIO ITPO IIOPYIIEeHHS NPaB Ha KOMEePIiiHY TAaeEMHUII0 B AHTAMO-
HOIIOJIbHUI KoMiTeT YKpalnu a0o HOoro TepUTOpialbHI OpTaHu BUII-
auBae 3 3akony Yrpainu “IIpo saxucT Big HemoGpOCOBiCHOI KOHKY-
peHIii”. Y HBOMY TaKOMK MAEThCSI IOHATTA HemobpocoBicHol
KOHKYpPeHIil, oqHUM i3 BUAIB AKOIl € HellpaBoMipHe 30MpaHHs, pos-
TOJIOIIIEHHSA Téa BUKOPUCTAHHSA KOMEPIiTHOI Ta€ MHAILI.

3arajgbHUE, X0U i He IOBHUH IepeJiK CIoco0iB 3aXMCTy IIpaB Ha
KOMEPIIifiHy TaeMHUII0 HaBeleHU y crarTaAx 16 i 434 IluBinpHOTO
KoIeKkcy YKpainu. 3pos3yMmijio, He BCi BOHU MOMKYTh OYyTH BUKO-
pucTaHi, OCKLIBKM XapakKTep Ipas Ta cmenudika mopyiieHs odome-
JKYIOTh BapianTu ix Bubopy. Tak, 110308 IIpo BUSHAHHSA IIPaB Ha KO-
MEPIiiHYy TAEMHUII0O MOKe OYyTH PO3IVISHYTO JIMIINE TOMi, KOJM IIi
mpaBa KMMOCh OCKaps:KyoThesda. Hanpukian, BigmoBiguo mo cr. 9 3a-
KoHy Ykpainu “IIpo oxopoHy mpas Ha BUHAXOJMU i KOPUCHI momeai”
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poboromaBelb Ma€ MpaBo 36epiraTu AK KOMEPIiiiHYy TAEMHUIIO TeX-
HoJIOriuHe a00 TeXHiuHe pillleHHs, CTBOPEHEe POOITHMKOM IIif yac BU-
KOHAHHS CJIY»K00BOro 060B’A3KY, AKIIO JOTOBOPOM MiXX HIMMU He IIe-
penbaueno immre. K0, He3BAXKAIOUN HA IPUMHATUN PoOOTOLABIIEM
Yy BCTAHOBJICHU I 3aKOHOM CTPOK BapiaHT OXOPOHM CBOIX IIpaB, PobiT-
HUK IIOLACTh 3asIBKY Ha OTPUMAHHS IIATEHTY, POOOTOTABEIb MOXKE
3aXHCTUTHA CBOI iHTepecH, IIOJABIIM II030B [0 CYAy IIPO BU3HAHHS
#10T0 IIpaBa Ha KOMEPIiMHY TAEMHUILIO.

ApajoriuHmii o308 IMOJAETHLCA U TOL1, KOJIM 0e3 BCTAHOBJIEHUX
3aKOHOJABCTBOM IIiICTAB BiJl BJaCHMKa BUMAaramTh POSKPUTH KOH-
digenniiiny raemunmo. Takui cooci® 3axucTy IpaB Ha KOMEPIiAHY
TAEMHMUIIO, AK [IOHOBJEHHS CTAHOBHUILA, 1[0 ICHYBAJIO OO MOPYIIIEH-
Hs IIPaB, Ta IPUIIMHEHHA Iii, K1 [I0PYIIYIOTh IIPAB0 460 CTBOPIOIOTH
3arpos3y Moro IopyLIeHHsA, MOXe OyTH 3aCTOCOBAHUNA B TUX BUIIAI-
Kax, KOJIO BUMHeHe IOPYIIEeHHS II[e He IPU3BelI0 10 IIOBHOTO IIPUIIN-
HeHHS OpaB Ta € PaKTUYHA MOMKJIUBICTE JiKkBigalii foro HacaigKis.
Hanpukmaan, ocoby, sKka He3aKOHHO 3aBOJIOALIA TAEMHOIO imdopma-
I[i€r0, Cyn Moxke 3000B’A34TH IIOBEPHYTU TeXHIYHY TOKYMEHTAI[iI0
a00 BHUIITUTHU MaTeplaibHl HOCll, 3a00POHATH BUKOPHACTAHHSA iHPOP-
mairii y BIacHUX iHTepecax, a TAKOK [IOIIAPIOBATH 11. BiiacHUK m1pas
HA KOMEPIIHHY TAEMHUII0 MOKe BHUMATlATH BUSHAHHS HEIIMCHUM
aKTa IeHTPAJIbHOIO OPraHy Aep>KaBHOI BUKOHABYO0I BJagu abo opra-
HY MiCII€BOr0 CAMOBPSIYBAHHS IIPO POSKPUTTS KOMEPINHOI TaeM-
HUIi, AKI[0 BBaXKae, 100 il [[bOr0 OpPraHy BUXOASATH 3a MeXKi Horo
KOMIIeTeHIIil, B gKUX HeMa HeoOxigHocTi, abo IHINIMM CIOCOOOM
cymepedaTh 3aKOHOJABCTRY. 3aBIaHl BIACHUKY 30UTKHU Uepes Iopy-
IIeHHSA NPAB HA KOMEPIIAHY TAEMHHUII IIPABOIOPYIIHUK 3000B’s-
saHM# Bimmkoaysatu. Te :x camo Mae 3po0uUTH i POGITHMK, AKUI
PO3roJIOCUB KOMEPIIAHY TAEMHUIKO BCYIleped TPYAOBOMY JOI0BODPY.
ITe cTocyeThes TaKOK KOHTPAreHTiB. 30MTOK MOBUHEH OYTH BiAIIIKO-
JOBaHMUM y IIOBHOMY 00Cs3i, TOOTO KOMIIEHCAII] IiJJIATae AK peajb-
HUH 30MTOK, Tak i ymyirmena Buroga. OgHak oOIPYHTYBaTH PO3MIip
30MTKiB Ma€ caM IMOTEePIILINA.

KpiMm muBiipHO-TIPpaBOBUX CIIOCO0IB 3aXMCTY IPaB HA KOMEPIIAHY
TAEMHUILIO 3aKOHOJaBCTBO BCTAHOBIJIO i KPUMiHAJIBHY BiAIIOBigaIb-
HicTb 3a mocATaHHA Ha 11i mpasa (ct. cT. 231 1 232 KK Ykpainu).

B ocranHi poKu cBiTOBe CIIiBTOBApPMCTBO BiAKPUBAaE s Y KpaiHu
HOB1 MOJKJHMBOCTI iHTerpyBaTHcs B MiKHApOIHY eKOHOMIiKy. Baik-
auBuUM GaKTOpoM (POPMYBaHHS 3arajbHOI TOPIOBOI IIOJIITUKH € CTBO-
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perHsa CeitroBoi opranisarii Toprisiai (COT), mio nie Ha mpuHITUIIAX
TFATT — wmiskHaApPOZHO-IPABOBOI CHUCTEMU, B SKY BXOIATH TaKOK
HOPMU i IpaBUJia CTBOPEHHS IIUBiJIi30BAHOTO PUHKY 1HTEJIEeKTyaJlb-
HO1 BJacHOCTi (yroma 3 TOPTOBUX acCIeKTiB MpaB iHTEJIEKTyaJabHOI
iaacuocTti (TRIPS)). B p. 7 4. 2 TRIPS “Oxopona indopmarrii, mjo e
migasirae pO3TOJIONIEHHIO”, BUBHAUEH1 BUMOTH IITOJ0 OXOPOHU IIPaB
Ha KOMEepPIifiHy TaEMHUII0. 3 MeTO0 3a0e3leueHHs eDeKTUBHOTO 3a-
XWCTY BiJl HemoOpocoBicHOI KOHKYpeHIrii, ariguo 3i ct. 10 ITapusbKoi
KOHBeHIIil 3 oxopoHu npomucgoBoi BiaacHocTi, 'ATT sBmoepiie B ic-
TOopii 6araToCTOPOHHIX MOrOBOPiB posridmae iHdopmallifo, M0 He
MiAIsirae pPO3TOJOUIEHHIO, AK 006’€KT iHTeNeKTyalbHOI BJIACHOCTI.
BceramoBieno kpurepii, srigHo 3 AKuUMHT iH(GOPMAIA BU3HAETHCS
KOH(DIiZeHI[ITHO0, a TaK0K GopMHu Ii 3aXHUCTY.

3 MeToI0 MPUEBEAEeHHA HAIIIOHATBLHOTO 3aK0OHOAABCTRA Y cdepi iH-
TeJleKTyaJbHOl BIACHOCTI B IOBHY BiANOBiAHICTE 3 HOpMaMU yroau
TRIPS npuiiaaro 3akon Ykpainu “IIpo BHeceHHSA 3MiH 0 JesIKUX
3aKOHOJABUMX AKTIBE YKpaiHM 3 [OHUTAHb 1HTeJeKTyaJbHOI BJjac-
HocTi”. TakuM UWHOM, 3MiHU BHOCAThHCA X0 [[UBinBHOTO mpoIlecy-
aJpbHOTO, ['ocmomapchkKoOTo MpollecyanlbHOTO, KpumiHaiabHOTO,
KpuminanbHO-TIpOIlecyalbHOTO KOXeKciE YkpalHu i ImmecTu cie-
miaapHUX 3aK0HIB YKpainu: “IIpo aBTopchbKe IIPaBo i cyMixKHI mpa-
Ba”, “IIpo oXOpoOHY MpaB HA BUHAXOAM i KopucHi mogeni”, “IIpo oxo-
POHY IIpPaB Ha IpoMucioBi spaskm”, “IIpo oxopoHy nIpaB Ha 3HAKU
nas ToBapiB 1 mocayr”, “IIpo oxopoHy mpae Ha Tomorpadii imTer-
panbHuX Mikpocuctem”, “IIpo 0XOpOHY NpaB HA 3a3HAYEHHS II0XO/-
JKeHHs ToBapis” [3].

Ha vam mornsan, HABITH ¥ BUTIAAKY, KOJTU iHGOPMATlisd He BHeceHa
IO IIePeJIiKy BiIOMOCTel, 1110 He € KOMepI[INHOK TAEMHUIIEI0, 3TiAHO
3 ITocTramoBow KabGimery Mimictpie Vipaiam Ne 611, xoua migmpu-
€MCTBO I HiOHTO MPaBOMIipPHO HAJACTh TAaKill iHGopMAaIlil cTaTyc Ko-
MepIifinol TaeMHUIII, BOHO Bce OAHO OyIe 3060B’A3aH0 i pOSKPUTH
3a BUMOT'OI0 KOMIIETEHTHOI'O OPraHy.

KongHe mocuianHsa Ha KOMEpPIiHHY TaeMHUIIO Ta ii 3aXuMcT Ha
PiBHI 3aKOHY B IIbOMY BHIAJKy He JOIOMO:Ke. ['0JIOBHUM apryMeH-
TOM OpTaHiB Biagu OyJe TMOCUJIaHHA Ha YMHHE 3aKOHOJZABCTBO Y K-
painu, AKUM COpaBAi PAAY OPTraHiB IAep:KaBHOI BJIaAV BCTAHOBJIEHO
IIOBHOBAJKEHHSA OTpUMYyBaTH iH(GopMAaIliio Big GisnuHNX Ta IOPULAY-
HEX 0cib ycix ¢opm BiaacHOCTi, HEOOXiZHY BKasaHUM opraHaM IJIs
peadizarrii cBoix moBHOBasKeHb. [lepesik TaKMX OpraHiB HABOAUTHCA
B Tabsumi 1.
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Tabnruuys Ne 1

Ne Opras, 1110 IlincraBa Bigomocri i gokymenTH,
mop. Mae mpaBo Ha 110 HAZAKOTHCA Cy0’ eKTaMu
OTPUMAaHHA MiAIPUEMHUIIBKOI AiATBHOCTL
KoHbigeHIifTHOT Ipu mepesipiri a6o samuTi
indopmarrii KOMIIETEHTHUX OpPraHiB

1 2 3 4

1. | Cany:x0a Oesnexu II.3u.1cT. 25 Cuayk00Ba IOKyMeHTAaIlis Ta
VYkpainu 3Y “IIpo Cay:x0y 3BITHICTb 3 IUTAHD JEPKABHOI

Oesnexku Ykpainu” |0Oesnexu YKpainu
Bix 25.03.1992 p.

2. |Opras, 1m0 II.449.1cr. 83V BigoMocCTi i JOKYMEHTH, 1110
3aificHIOE “IIpo omepaTUBHO XapaKTePU3YIOTh AiANIbHICTD
OIepPaTHBHO- POBIIKOBY MiATPUEMCTE, 2 TAKOXK CIIOCiO
POBIIYKOBY NiANBHICTR” BiX JKUTTA OKpPeMUX 0ci0, aKi
MiAIBHICTE 18.02.1992 p. Ti03PIOIOThLCA Y TOTyBaHHI a6o

CKOEHHI 37T0UMHIB, JKepesia Ta
posmipu IX mpubyTKy

3. | Oprauu, 1o . B, o. 2 Tudopmartis, TOKYMEHTH PO
BeYTH HOPOTHOY ct. 12 3V “IIpo omepariii, paxyHKI, BKJIaIH
3 OpPra”izoBaHOIO oprauisamiitao- (GisUYHUX Ta IOPUAUIHUX 0Cib.
BJIOUHHHICTIO TPABOBI OCHOBU Hapaernca HeraiiHo, AKIIO 1€

6opoTROU 3 HEeMOKJIUBO — He misuinre 10 quis
OpTaHi3OBaAHOIO
3JI0UUHHICTIO”
Bix 30.06.1996 p.

4. |Minimia II. 17 4.1 cr. 11 3Y | BigomocrTi, Heo6XigHi y cupaBax
“TIpo minimiro” Bix | Ipo 3JI0YHUHU, AKi BHAXOLATHCH B
20.12.1990 p. IIPOBAJKEHL MiIimii.

5. | AnTumonononsruii | Ct. 16 3V “IIpo HokymeHTH Ta iHUIi BifoMocCTi,

KoMiTeT YKpaiHu AHTUMOHOIOJBHIAN | HEOOXiLHI IJIA IPOBEIEeHHA
KOMITET IEPERIPKY AHTUMOHOIIOJIBHOTO
Vrpainu”Big 3aKOHOJZABCTRA
26.11.1993 p.

6. |Oprauu gisHanHsa Cr. 66 JlOKyMeHTH, AKi MOKYTb
Ta HoIepeaHbOr0 Kpuminanbaoro BCTAHOBUTH HEOOXijHi y cupasi
caizcTBa IIPOIEeCYaJIbHOT'O daKTUYHI JaHi

KOZEeKCy YKpaiHu
7. | HepsxaBua komicisz | Ct. 8 3V “IIpo HoxymeHTHU (hiHAHCOBO-
3 I[IHHUX IamnepiB nep:KaBHE TOCIIOZapPChKOI AisAIbHOCTL
Ta (hOHIOBOTO peryaioBaHHA eMiTeHTiB, 0ci0, AKi 3iICHIOIOTH

PUHKY

PUHKY IIHHUX

npodeciiiny giAIbHICTS HA PUHKY
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ITpodosicenns maoauyi 1

2 3 4
mamnepiB Ha IiHHUX maepiB, GOHAOBUX
Vxpaini” Big 0ipsKax Ta caMOAiATbHUX
30.10.1996 p. oprasisarii
Opraun Cr. 8 3Y “IIpo Tadopmartis, 1110 HeOOXigHA AT
IPOKYpaTypu mpoxypatypy” Big | 3milficHeHHS IPOKYPOPCHKOTO
05.11.1991 p. Harasaay abo posciIigyBaHH,
BUJAETHCA 38 BUMOTOO
IpoKypopa abo caiguoro
HepsxaBHa Cr. 11 3V “IIpo T'poroBi JoKyMeHTH,

mojaTKOBa ciykba

LEepPIKABHY
[IOZATKORY CAYKEY
B YkpaiHi” Big
04.12.1990 p.

OyXrajTepchKi KHUIu, 3BiTH,
KOIITOPUCH, AeKaapairii,
TOBAPHO-KACOBL KHUT'H,

iHOI JOKyMeHTH, OB’ A3aHi

3 HApAXyBAHHAM Ta

CILJIATO IIOJATKIR I iHIITMX
mwirarexis. [Tokasaaua PPO
T4 KOMII' IOTEDHUX CUCTEM,

10 BUKOPUCTOBYKTHCA

JJIA POSPAXYHKIR 31
cnokupavyamy. HaAaBHICTD
CBLIOLITRA IIPO AEPIKABHY
peecTpanio, cueniaatbHIX
103BOJIRB. [loAcHEHHA IPO
JrKepesa OTPUMAaHHA TOXO0A1B,
HapaxXyBaHHA Ta CILIATY
MOJATKIR, iHIIIKNX ILJIATEKiB.
Tudopmariisa 1po BHeCEHHA B
Aep:KaBHUE peecTp PiBUYHUX 0Cib
— IIJIATHUKIB DOJATKIB Ta iHIIINX
000B’ A3KOBUX IJIATEKIB.

IcHye i iMImuii mOTaAAL: HMiANPHEMCTBA He IOBUHHI IIepemaBaTu
KOMEDPIIHY TAeMHUIIO 0yAb-AKNM OPraHaM IepsKaBHol BIagu, Kpim
BUIAJKiB, KOJU IIOPYIIIEeHO KPUMiHAJIBHY CIpPaBy i B Merkax smiiic-
HeHHS OIIePATHBHO-PO3IITYKOBOI AisIIbHOCTI.

Koumponwvhi 3anumannsa ma 3a60anns

1. HasBiTh O0OCHOBHI cImoco0M HEIPaBOMIPHOTO JOCTYIY MO
KoMII'foTepHol in(opmalrii 3 MeTO0 MepexXonIeHHA JaHUX, II10
3HAXOOATHCS B KOMII IOTePHill cucTeMi a00 Mepeski.
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3AXHUCT IH®OPMAIIIL TA BAKOPUCTAHHSA IHOOPMAIIMHUX TEXHOJIOI'TA
B IHTEJIEKTYAJIbHIN BJJACHOCTI

[TiBenb A.I'., nauanvnux [lenmpy xomn romepHux
mexnonoziu Cym/[V,
IlleBuenko LI, suxnaoau xagpeopu AI'TIOEEL Cym/[Y

BaxxJiMBUM J1s1 KOXKHOT Oprasizailii € po3podka KOMIIJIEKCHOI Iporpamu 3axucty ingopmailii, 110 ckiagaeTbes
3 OpraHizaliiHUX Ta MPOrpaMHO-TEXHIYHUX 3aXOAiB, B sKil mepeadaueHO PO3MEXyBaHHS MpPaB JOCTYIly, OHOBJIEHHS
NPOrpPaMHOro Ta TEXHIUHOro 3a0e3reveHHs, HaBYaHHs MepcoHany. AOcomoTHO HeOe3neuHy iHopmaliliHy cucremy
CTBOPHTH HE MOKIIHBO, TOMY CHCTeMa Oe3IeKH € KOMITPOMiCHUM PillIEHHSIM.
OaHuM 3 HampsIMKiB 3axucty iHGopMarllil B iHdopMmaIiifHuX cucTeMax € TeXHiuHu# 3axuct inpopmarii (T31).
Y cBow wuepry, nuranHs T3] po30uBalOTbCS Ha JBa BEJIMKUX KIAcH 3aBJaHb: 3axuCT iHpopmauii Bij
HecaHkuioHoBaHoro noctymy (HCJ) i 3axucty indopmauii Bin BUTOKYy TexHiuHMMH kaHanamu. Ilin HCJl 3Buuaiino
MaeTbesl Ha yBasi goctyn Jo iHdopmauii, mo mnopyurye BcTaHOBAeHY B iHdopMmauiiiniii cucremi mosiTuky
po3MexyBaHHs Joctyny. Ilii TeXHIUHMMH KaHajlaMd pO3MJISAIOThCS KaHAIW CTOPOHHIX  €JIEKTPOMAarHiTHUX
BUTNIpOMiHIOBaHb i HaBeneHb ([IEMIH), akycTuuni kaHamM, ONTHYHI KaHAM # iH.
Jnis 3axucry iHdopmauii Ha piBHI NPUKIQJHOrO T4 CUCTEMHOTNO0 MNPOrPamMHOro  3a0e3leueHHs
BUKOPHUCTOBYIOTBCSL:
®  CHUCTEMH PO3MEXKYBaHHS JAOCTYIy A0 iHpopmaLii;
e cucremH ineHTudikauii Ta aBTeHTUdiKALLT;
®  CHCTEMH ay/UTy Ta MOHITOPHUHTY;
®  CHUCTEMH aHTHBIpYCHOTO 3aXHCTY.
s 3axucty indopmaliii Ha piBHI anapaTHOro 3a0e3MeYeHHs] BAKOPUCTOBYIOTHCSI:
®  amaparHi KoY ;
®  CHCTEMHM CHTHAJIi3aliT;
e 3aco0u OJ0KyBaHHs NPUCTPOIB Ta inTepdeliciB BBogYy-BUBOAY iHpOpMAaLii.
B xomyHikamifinux cucreMax (KOMIT'IOTEPHHUX MeEpekax) BHKOPHCTOBYIOTHCS Taki 3aco0M MepemeBOro
3axucty indopmarii:

e mikmepe:keBi ekpanu (anri. Firewall) — qs GriokyBanHs arak 3 30BHiHBOrO cepeponuiia (Cisco PIX
Firewall, Symantec Enterprise FirewallITM, Contivity Secure Gateway ta Alteon Switched Firewall Bix
xommanii Nortel Networks). Borun kepyroTh MpoOX0KEHHIM MEPEKEBOro Tpadiky BiAMOBIAHO 10 MPaBUI
(anru. policies) 3axucty. SIK MpaBUIIO, Mi>KMEPEKEB] €KpaHH BCTAHOBJIIOIOTHCS HA BXOJIi MEepexi i
PO3IIISIIOTh BHYTPIlIHI (MPUBATHI) Ta 30BHIIIHI (3araJbHOTO JIOCTYITY ) MEpexi;

e cucremu BusiBjenHsi Bropruens (IDS — anrn. Intrusion Detection System) — it BusiBJieHHsT Cripo0
HECaHKI[IOHOBAHOTO JIOCTYITy sIK 330BHi, Tak i BcepeluHi Mepexi, 3aXHCTy BiJl arak THIy «Bi]MOBa B
obcayrosysanni» (Cisco Secure IDS, Intruder Alert ta NetProwler Bix xommanii Symantec).
BUKOpUCTOBYIOUM cHeliadbHi MeXaHi3MM, CHUCTEMH BHUSBJICHHS BTOPTHEHb 3JaTHI MONEpenKyBaTH
WKiZJUBI JTil, 10 J03BOJIAE 3HAYHO 3HW3MTHU YaC MPOCTOI0 BHACIHIAOK aTakW i BUTPATH HA TiITPUMKY
Mpane3IaTHOCTI Mepexi;

®  3aco0u aHAJI3y 3aXMINEHOCTi — JUIsl aHaJIi3y 3aXUIIEHOCTi KOPIOPATUBHOI MEPEXi Ta BUSBICHHSI
MOKJIMBHX KaHaJIiB pealtizaliii 3arpo3 inpopmariii (Symantec Enterprise Security Manager, Symantec
NetRecon). Ix 3acrocyBanns 103BoJ1s€ IONEPEINTH MOAIIMBI ATAKH HA KOPIIOPATUBHY MEPEXKY,
ONTHUMIi3yBaTH BUTPATH Ha 3aXUCT iH(opMaLii Ta KOHTPOIIOBATH IOTOYHUI CTAH 3aXUILIEHOCTI MEPEexi.

BaxxnuBuMm 7151 TiATPUEMCTBA € pe3epBHE KOMiIOBaHHS BaXJIMBOI iHQopMmallii Ta CTBOpeHHs Komiii 0o0pi3iB
CHCTEMHHX JIUCKIB MePCOHATLHUX KOMIT'IOTEPiB Ta CepBepiB Y MOMEHT iX HOpMabHOT po6oTH. [To€HaHHS IMX 3aX0/1iB
JIO3BOJISITH BIIHOBUTH POOOTY B HAUKOPOTIIUHM TEPMiH.

OOMexeHHs paB Ha 3MiHy cucTeMHOl iHdopMallii, 3aCToCyBaHHi aBTOMATH30BAHUX MPABUII 3aXHCTY, TJIAHOBE
OHOBJICHHS Ta IepeBipka CUCTEM, cBOe€uacHUH 30ip Ta anaii3 indopmauiliHol akTUBHOCTI MiA yac poOOTH KOPUCTyBada
3aXUCTUTh BiJl BHIAJKOBHX IMOMHJIOK Yy poOoti iHdopmaniliHOi cuctemu. barato B YoMy mpaBWibHI Hii B IUX
HarpsIMKaXx 3aJieaTh B kBastidikaril anMiHicTpaTopa KOMIT I0TEPHOT Mepexi.

KoMm’roTepHi BipycH, OCTaHHIM 4acoM, HaWdJacTille MPOHHKAIOTh B CHCTEMY uepe3 eJeKTPOHHY IOIITy Ta
3apaxxeni USB-HocIT iHpopmaltil (duieni-kaptu Ta iH.).

CyvacHMil aHTUBIPYCHHMH 3aXHCT HE MOXe OOMEXYBATHUCh JIMIIE BCTAHOBJCHHSIM aHTUBIPYCHOI MpOrpamu.
HeoOxinHUM € 3acTocyBaHHs Cleliali3oBaHMX NPOrpamM OAHOPA30BOi MEpPeBipKH, sIKi OHOBIIOIOTHCS LIOAEHHO, Ta
KOHTpOJIb aBTOMaTH30BaHOro 3anycky 3 USB-HociiB, Hanpukian: Dr.Web Curelt!, Kaspersky Virus Removal Tool,
Norton Security Scan, Panda USB Vaccine.

Jlist OesneuHoi poOoTM B JIOKadbHIM Ta rinoOanbHil iHdopmauiiinii Mepexi IHTepHET BaXJIMBUM €
HaJIAIITYBaHHsS MapamMeTpiB Oe3MeKH Mporpamu Meperysiay, a TaKoXK CIOCTEPEKEHHS 32 MEPEKEBOIO aKTHBHICTIO
KOMIT'IOTEPiB Mepexi 3 MEeTOI0 CBOEYACHOTO BHSIBJICHHS Ta OJIOKYBaHHS MEPEXEBHX 3arpo3. Sk mpuxian
OaraToyHKIIHHOr0 aHTHBIPYCHOTO Ta aHTHUIIMUTYHCHIO MPOTPaMHOTO 3a0e3MeteHHs Al MEPEXi MOXKJIINBO BUIINIUTH
Symantec Endpoint Protection, 110 BkiItouae B ceGe: nporpaMHe 3a0e3neueHHs KIi€HTa, CEPBEpHY CUCTEMY MiATPUMKH,
300py Ta cucremaruzalil inopmallil, HEHTpati30BaHe OHOBJICHHS Ta KAPaHTHH 30epexeHHs iH(pikoBaHUX (aiiiB.



JIst 3aXUCTY BiJl NOMHJIOK KOPUCTYBauiB Mij 4ac poOOTH 3 BOXIMBUMHU JOKYMEHTaMH HEOOXiIHO 3aCTOCOBYBATH
3aco0M JI03BOJIIB JI0 OKpPEMHMX JOKYMEHTIB Ta iHdopMmalii 0e3nocepesHb0 y JOKYMEHTI. 1le MOXIMBO JOCSATHYTH
BHUKOPHCTOBYIOUH MOXJIMBOCTI 0()iCHUX ITporpaM: MabJoHH Ta 3aXHCT.

Slkimo npasa Ha iHGopMaLiiiHO-KOMYHiKaIifHYy cHCTeMy HiJNPUEMCTBA HE € HOro BIACHICTIO NMPaBOBiTHOCHHU
BU3HAYAIOTLCS 3rifHo 3akony Ykpainu «[1po 3axuct indopmanii B iHpopmaniliHO-TelneKoMyHiKaliiHUX cucremax» Ne
80/94-p. Biachuk inpopmMaliitHux pecypciB ab0o ynoBHOBaXXE€HI HMUM OCOOM MaroTh MPaBo 3/iHCHIOBATH KOHTPOJIb 32
BUKOHAHHSAM BHMMOI' 1O 3axucTy iHQopmauii Ta 3a00poHATH 4M NpU3YNMUHATH 00poOky iHdopmanii y Bumanky
HEBMKOHAHHSI IUX BUMOT, a TAKOXK MOXE 3BEPTATUCS B OPraHu JIepKaBHOT BJIaJAM JJISl OI[IHKKM NPaBUIILHOCTI BUKOHAHHS
Ta JOTPUMAaHHS BUMOT MO 3aXUCTy ioro iHdopmarii B inopmaniiinux cucremax. Lli opranu A0TpuMyIOTHECS BHMOT
KoH(ineHiitHOCTI iHopMaILil Ta pe3yabTaTiB MepeBipKu.

Ha mnignpuemcrBax B JaHMi 4ac HIMPOKO 3aCTOCOBYIOTHCS aBTOMAaTH30BaHi cucreMu AC - cuUcTeMH, 11O
3IiMCHIOIOTh aBTOMAaTH30BaHy OOpOOKY JaHUX i JIO CKiaay SKMX BXOJSATh TEXHiYHI 3aco0M 1X 00poOku (3acodu
00UHCITIOBANILHOT TEXHIKHM i 3B'I3KY), @ TAKOK METOAH i MpoLeaypH, NporpaMmHoro 3ade3neueHHs. 3axuct ingopmarii B
AC BrpoBapkyeTbest BianoBiaHo 3axony Ykpainu «[Ipo 3axuer ingopmarlii B aBTOMaTH30BaHUX CHCTEMaxXy, IO
BBeziennid B nito [locranoBoro BepxoBuoi Pagu Ykpainu Ne 81/94-BP Big 05.07.94 p. ta 3akony Ykpainu “Ilpo
eNeKTpoHHMI nudposuit mignuc” Ne852-1V Bix 22.05.2003.

BaxnuBum ¢akropoM iHdopmariiiHoi Oe3rekr € TakoX BUKOPUCTAHHS JIilEH3iHHOrO Ta cepTH(]ikoBaHOTO
HPOrpaMHOro 3abe3MeueHHs, L0 JAO03BOJISIE OTPUMYBAaTH CBOEYACHI OHOBJIEHHS 3aXHCTy Ta 3a0e3NednTH crane
(hyHKIIIOHYBaHHS Ta PO3BUTOK iH(pOpMAaILifHOT CUCTEMU MiIPUEMCTBA.

®opmyBaHHS pUHKY iHPOpMALIHHUX TPOAYKTIB Ta MOCIYT i 3a0e3nevenHs #oro e)eKTUBHOTO (pyHKIIOHYBaHHS
00yMOBITIOETHCSI 3aKOHO/1aBUOIO MiJITPUMKOIO Ta IPAaBOBUM 3aXUCTOM. 3aKOHO/1aB4Y€ BPEryJIIOBAHHS MPOLECIB PO3BUTKY
iHpopmartiifHoT cepu OXOIUTIOE iU KOMIUIEKC He JIHIIe IOPUANIHUX, @ i eKOHOMIYHMX Ta TEXHOJIOTIYHUX TpobIIeM,
ToMy mpoOseMa 3axucTy iHdopmauil Bin 30BHIIIHIX i BHYTpPIlIHIX 3arpo3 B yMoOBax cy4acHoro ingopmauiiinoro
npocTopy, il mpaBoBe 3abe3neueHHs] € 0COONMBO rocTporo. IrHOopyBaHHsi mpoOseM iHdopmaiiiinoi Ge3nexku Moxe
MPU3BECTH JI0 TPYAHOIIIB 200 i y3arasi YHeMOXIIUBUTH IPUUHSATTS HAHBAKITUBIIINX YIPABIiHCHKHUX PillleHb.
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OPrAHI3ALIA KOMITHOTEPHOI BE3MNEKK
TA 3AXUCTY IHOOPMALII

fApomeHko . M.1, Opnuk O. B.2

1 — cTypeHT, kacbenpa IHopMaL|iiHNX CUCTEM B EKOHOMILL,
2 — KaHp. EKOH. HayK, OLEHT, kadeapa IHopmaLliiiHnX cucTem B EKOHOMIL
Opecbkuit HaLjioHanbHUI EKOHOMIYHUIA yHiBepeuTeT, M. Ofeca

AHOTALi

Spomenko . M., Opnuk O. B. Op2anizayis komn’romepHoi 6e3neku ma 3axucmy iH-
¢hopmauii. PozansHymo Oeski numaHHS KOMN'IOMEPHoi ma iHghopmauiliHoi be3neku.
[TpogedeHo aHani3 OCHOBHUX 3axuCHUX 3acobig nepcoHanbHux Komn'romepis. Oxapak-
MepuU308aHO OCHOBHI MEXHIYHI CKMadosi KoMn'lomepHOi 6e3neKu. BusHayeHo akmyarbHi
npobnemu 3axucmy iHhopmauii 8 iHghopmauitiHUX cucmemax.

KnrovoBi cnoBa: komn'tomepHa 6e3neka, 3axucm iHgbopmauii, iHgpopmauitHi cucmemu,
IHmepHem.

SApomerko WU. H., Opnuk O. B. OpraHu3auusi KOMNbKTEpHON 6e30NacHOCTH N 3aLu-
Tbl MH(popMaLUN. PaccMompeHbl HEKOMOPbIE 80NPOCHI KOMNBLIOMEPHOL U UHopMaLu-
OHHOU besonacHocmu. [TposedeH aHau3 0CHOBHbIX 3aLLUMHbIX CPeACME NEPCOHalbHbIX
komnbromepos. Oxapakmepu308aHbl OCHOBHbIE MEXHUYECKUE COCMAasIAWUe KOMNbIO-
mepHoll besonacHocmu. OnpedeneHbl akmyanbHble npobnembi 3alume! UHGhopMayuu 8
UHGDOPMAYUOHHBIX CUCMEMaX.

KnioueBble cnoBa: komnstomepHas 6e3onacHocme, 3awuma UHghopmayuu, uHgopma-
UUOHHbIE CUCMEMBI, UHMEepHem.

Yaromenko I. M, Orlyk O. V. Organization of computer security and protection of
information. Some aspects of computer and information security. The analysis of basic
safety equipment of personal computers. Describes the main technical components of
computer security. Identified actual problems of information protection in information
system.

Keywords: computer security, information security, information systems, the Internet.

NOCWUIJTAHHA HA PECYPC

fApomeHko, |. M. Opzarizauis komn'tomepHoi iHghopmauii ma 3axucmy iHghopmauyi / 1. M.
ApomeHko, O. B. Opnuk // [HchopmaTuka Ta iHopMaLLiliHi TEXHOMOTIT : CTY4,. HayK. KOHd.,
20 kBiTHA 2015 p. : matep. koHd. — Opeca, OHEY. — C. 64-67.

B gaHwuii 4ac gyxe LWMpOKO BUKOPUCTOBYETLCSA TEPMIH «KOMITIOTEPHA Be3-
neka». 3a OCTaHHIN Yac BiACOTOK BUKOPUCTAHHS KOMM KOTEPHUX MEpPEX, a 0cob-
NUBO |HTEPHETY 3HAYHO BUPIC, TOMY CbOrO4HI TEPMIH «KOMM'OTEPHa Be3neka»
BUKOPUCTOBYETLCA AN ONUCY Npobnem, NoB’si3aHnX 3 MEPEXEBNM BUKOPUCTaH-

IHchopmaTmka Ta iHbopmaLifHi TexHOMOTii : CTyAeHTChbka HaykoBa koHdepeHLis, 20 kBiTHs — 15 TpaBHs 2015 poky
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HAM KOMM'lOTEpIB | iX pecypciB. Cy4yacHi iHdopmauinHi TexHonorii noTpebyoTb
opraHisauii BUCOKOro piBHSI 3aXUCTY OaHUX.

Komm'toTepHa ©Oe3neka mae Benuke 3HayYeHHs Anis 3abesnevyeHHs 3axu-
LEeHHs cuctem obpobkn Ta 36epiraHHs gaHux. O6’ekTamm KOMM'IOTEPHOI ©es-
neku € iHpopMaLiiHi pecypcy, kaHany iHpopMaLuinHOro 0BMiHy | TENEKOMYHiKa-
Lii, MmexaHiamn 3abesneqyeHHs (OYHKUIOHYBaHHS TENeKOMYHIKaUiiHUX CUCTEM |
MepexX Ta iHLWi enemeHTn iHdpopMauinHoi iIHPPacTPyKTypu.

OcobnumeocTi 3axmcTy nepcoHanbHmx komm'toTepis (1K) obymoBneHi cne-
Uucpikoto iX BUKOPUCTaHHS. 3aranom, o6’ekToM 3axucty B iHOPMAUiNHIA cuc-
Temi € iHdpopmauis 3 oBMeXeHum JOCTYNoM, sika LMpKyntoe Ta 30epiraetbes y
BUrMAAI 4aHWX, KOMaHA, NOBIAOMIEHb, L0 MatoTb NEBHY OBMEXEHICTb i LiiHHICTb
AK Ans ii BnacHuka, Tak i ANA NOTEeHUIMHOro NOpYyLUHWKA TEXHIYHOMO 3aXUCTY iH-
dopmauii. CTaHgapTHICTb apXiTEKTYPHUX NpuHUMUMIB Nobyaosn, obnagHaHHs Ta
nporpamHoro 3abe3neyeHHss NepcoHanbHMX KOMM'IOTEPIB, BUCOKA MODINbHICTD
nporpamHoro 3abesneyeHHs i psg iHWKX O3HaK BU3HA4YakTb MOPIBHAHO NErkuni
JocTyn npodecioHana go iHgpopmadii, wo 3Haxoauteca B MK, Ong 3axucTty ne-
pCOHanbHUX KOMM'OTEPIB BUKOPUCTOBYHOTLCS Pi3Hi NporpaMHi MeToAwn, K 3HaY-
HO PO3LLMPIOHTb MOXITMBOCTI MO 3abe3neveHHio Besnekn iHpopmauii, wo 36epi-
raetecs. Cepen CTaHOapPTHUX 3axMCHMX 3acoBiB MEepCOHanbHOro Komm'loTepa
HanbinbLle NOLMPEHHST OTPUMAnM:

— 3acobu 3axucmy obyucnosanbHUX Pecypcis, WO 8UKOPUCMOBYIOMb Naposib-

Hy ideHmucbikauito i obmexyrome 00Cmyn HeCaHKUiOHOBaH020 KopucmygaJa;

— 3acmocys8aHHs Pi3HUX Memodie WUPPYBaHHs, WO HE 3anexamb 8i0 KOH-
mekcmy iHghopmaui;

— 3acobu 3axucmy 8id KoniloeaHHs1 KOMEPU,itHUX npo2pamMHUX npodykmig;

— 3axucm gid KOMN'IoMePHUX 8ipycie | CMBOPEHHS apXiai.

KomniomepHa 6e3neka — Lie CyKynHiCTb npobnem y ranysi 3i Tenexkomy-
Hikauin Ta iIHbopMaTUKK, NOB’A3aHUX 3 OLIHKOIO i KOHTPOMOBAHHAM PU3MKIB, WO
BWHMKaIOTb MPU KOPUCTYBAHHS KOMITIOTEPHUMN MEPEXAMN.

OCHOBHVMMY TEXHIYHMMM CKN240BUMU KOMM'IOTEPHOT 6e3neku €:

— KoHdpideHuilivicmb (cekpemHicmb) — 03Hayae, WO Yy HEaBMOPU308aHUX
Kopucmysauie He b6yde docmyny 00 eawoi iHhopmauii. Hacrioku, sKi MOXymb
6ymu 8UKMUKaHI npozanuHaMu 6 KOHpIOeHUIHOCMI, MOXymb 8apileamucs
8i0 He3HaYyHUX 00 PYUHIBHUX;

— LUinicHicms - 03Havae, Wo 8awa iHghopmauia 3axuLlieHa 8i0 Heagmopu308a-
HUX 3MiH, W0 He gidHocumbCcsi 00 aBmopu3osaHux Kopucmysadam. 3aeposy
uinicHocmi 6a3 daHux i pecypcis, ik npagusio, npedcmas/isie Xakepcmeo;

— AymeHnmucpikayia — cepsic koHmporno docmyny, sikuti 30iliCHIOE hepesipKy
peecmpauitiHoi iHhopmauii kopucmysaya. IHwuMU criogamu ye 03Hayae, Wo
Kopucmysay — ue € Hachpas0i moll, 3a K020 8iH cebe sudae;

— JocmynHicmb — 03Hauae me, wjo pecypcu OoCmynHi MifbKu agmopu30ea-
HUM Kopucmysadam.

[HWUMKU B2XKITMBAMW KOMMOHEHTaMW, SKUM NPUAINSETLCA BErnvka ysara
npogecioHanamm B ob6nacTi KOMM IOTEPHOI Be3NeKn, € KOHTPOIb Had AOCTYMNOM i
CyBOpe BMKOHaHHS 3000B'A3aHb.

[nsa kopucTyBadiB IHTEpHETY HanbiNbLL BaXXMBOK CKMNaAoOBOK € KOHDI-
OEHUINHICTb, TOMY WO BinbLUiCTb KOPUCTYBaYIB AyMakoTb, IO iM HEMA YOro npu-
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OJOECbKWUWA HALIOHANBHUA EKOHOMIYHUW YHIBEPCUTET 66
xoByBaTh abo iHpopmauis, SKy BOHWM HagatoTb MPU peecTpauii Ha cawTi, He €
CeKpeTHo. Ane noTpibHO nam’aTaTw, Wo B IHTEpHETI iHdbopmauis fyxe LWBMOKO
NOLUMPIOETBCA | NOTPOXY 3iBpaHa iHbopmauis 3 pisHUX gxxepen mMmoxe Barato 4o-
ro ckasaTu npo foanHy. ToMy MOXNMBICTb KOHTPOMO iHdopMaLil, ANS Yoro BO-
Ha 30MpaeTbCs, XTO | K MOXE HEK CKOPUCTaTUCH — € Ay)KE CEPNO3HUM | BaXIW-
BUM MUTAHHSIM B KOHTEKCTI KOMIM' HOTEPHOT Be3neku.

3axucm iHghopmayil — CyKynHICTb OpraHi3auiliHO-TEXHIYHUX 3axOAiB |
NpaBoOBNX HOPM Ans 3anobiraHHs 3anogisiHHIO LWKOAW iHTepecaM BnacHuka iH-
dopmalii Y aBTOMaTN30BaHIN CUCTEMI Ta OCIB, AKi KOPUCTYOTLCS iHhopMmaLi€eto.

CborogHi 3MicT kaTeropii «3axucT iHdopmauii» Bce Ginbwe i Oinbwe
NoB’A3YETbCA 3 BesneyHnm PYHKLiIOHYBaHHAM aBTOMaTN30BaHNX
(KOMM'IOTEPHNX) CUCTEM Yy BCIX rany3sax cycninbHoi AisnbHOCTi. [JocuTb akTyans-
Ha npobnema 3axucTy iHhbopmauii Big pisHMX 3arpos:

— HecaHKujoHosaHul docmyn — 2%;

— YKOpiHeHHs sipycie — 3%,

— MmexHIyHi 8idmosu anapamypu mepexi— 20%,

— uinecnpsmosani dii nepcoHany — 20%;

— nomurnKu nepcoHany (HedocmamHill piseHb kearniikauyii) — 55%.

Takum YMHOM, OfHIE 3 NOTEHUINHNX 3arpo3 Ans iHdopmadii B iHbopma-
LiHUX cucTemax cnig BBaxkaTh LinecnpsasmoBaHi abo BMNagKoBi Aii nepcoHany
(ntoacbkuin hakTop), OCKINbKU BOHN CTAHOBMATL 75% yCiX BUNaaKiB.

Monituka iHpopmauiiHoT 6e3nekm, AKy AINCHO MOXHAa Ha3BaTU XOPOLLOHO |
e(EeKTUBHOO, NOBMHHA, NepLU 3a Bce, ByTn 3po3ymina BCiM kopucTtyBadam. [ns
BUPILLEHHS Ljiei npobnemyn pekoMeHayeETbCA NPOBOAUTM MOCTINHE O3HANOMIEH-
HS KOpPUCTYBauiB 3 HasiBHOKO MOMITMKOK 6e3neku i He po3uiHioBaTh Taki Al sk
npocTy dopmanbHicTb. KopucTyBadi NOBUHHI pO3yMiTh BCIO y3STy Ha cebe Big-
NnoBiganbHOCTb | CNpUATK 36epexeHHo iIHbopmaLii.

LLinpoke BnpoBagXeHHS KOMM'IOTEPIB B yCi BUAN AIANBbHOCTI, NOCTINHE Ha-
POLLYBaHHS iX 0B4YNCNIOBaNbHOI NOTYXXHOCTI, BUKOPUCTAHHSA KOMIMTIOTEPHNX Me-
pex pisHoro macwtaby npusBenu 4o TOro, WO 3arpo3n BTpaTu KOHQIAEHUIAHOT
iHdbopmauii B cnctemax obpobkm gaHux cTtany HEBIiO EMHOK YaCTUHOK MpaKTu-
YHO Byab-AKOT AiSNBHOCTI.

IHbopmauinHa 6eaneka € CkagoBMM KOMMOHEHTOM 3ararnbHoi npobnemu
iHdbopMaUinHoro 3abesneYvyeHHs NogUHN, 4epXaBu i CycninbcTaa.
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